ITpunoxenue Ne 1 k Kontpakry
oT «31» aBrycra 2023 rona
Ne 071/23/89

TEXHUYECKOE 3AJAHUE

Ha OKazanue 20Cy0apcmeeHHbIM U MYHUWURATIbHOIM 00paA308amelbHbIM
OP2aAHU3AUUAM, PEanTu3yIouumM 00pazoeameibHbvle RPOPAMMbL 00Uie20 00pa308aHus
u cpeonezo npogheccuonanbHo2o oopazosanus (oanee — oopaszoeameibHule
op2anuzayuu), uzdupamenbHoim Komuccuam cyovekmoe Poccuiickoit @edepayuu
U meppumopuaIbHbIM U30UPAmMeabHbIM KoMmuccuam (0aiee — uzdupamespbHle
Komuccuu), pacnoiodceHHblm Ha meppumopuax cydvekmos Poccuiickoii
Deoepayuu (3a ucknwuenuem Pecnyonuku Kpvim u 2. Cesacmononsn) (¢ yuemom
nompeoHoCmell YKa3aHHbiX noab3oeameJieit), yciayz no npedocmasieHuIo
C UCNONBb308AHUEM €OUHOIl cemu nepeoauu OAHHBIX 00CHyna
K 20Cy0apcmeeHHbIM, MYHUWURATbHBIM, UHHIM UHQOPMAUUOHHBIM CUCHEMAM
U K UHOPMAUUOHHO-MeNeKOMMYHUKAUUOnHOU cemu «HMnumepnem» (0anee — cembo
Hnmepnem); no nepedaue OGHHBIX NPU OCYULECIETICHUU 00CHYNA
K 20Cy0apcmeeHHbIM, MYHUUUNATbHBIM, UHHIM UHQOPMAUUOHHBIM CUCIEMAM
u kK cemu Humepnem; no 3aujume OaHHbIX, 00pAOAMBIEAEMBIX U NEPEOACAEMBIX NPU
ocyuiecmenenuu 00Cmyna K 20CyoapCcmeeHHbiM, MyHUYUNATbHbIM, UHBIM
uHpopmayuonnvim cucmemam u Kk cemu Hnmepnem; no odecneuenuio 02paHuienus
oocmyna K ungopmayuu, pacnpocmpanenue komopoii ¢ Poccuiickoit @eoepayuu
3anpeuieno, u K uHgopmayuu, npuduHAIOW el 6ped 300P06bio
u (unu) pazeumuio oemeil, cooeprcawietica ¢ cemu Hnmepnem,

0/151 00pA308amenbHBIX OP2AHUZAUUIL; RO MOHUMOPUHZY U 00eCneUeHU0
0e3onacnocmu ceéa3u npu NPedoCMagieHun 00CHyna K 20cy0apcmeeHHblM,
MYHUUURATbHBIM, UHBIM UHGOPMAUUOHHBIM cucmemam U K cemu Hnmepnem;
no opeanu3zayuu NOOKII0YEHUA K eOUHOU cemu nepeoaiuu OaGHHbIX
00pazosamenvHbIX OP2AHUZAUUIL U U3OUPAMESTbHBIX KOMUCCUIL, NO nepedaue OAHHbIX
npu ocyuiecmeneHuu 00Cmyna K 3moi cemu
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aTak, MexceTeBoro skpanupoBanus 1 KommoHeHTa «3amunTa JaHHBIXY ................ 89
7.9.-7.10. O npoBe1eHUU BEIOOPOTHOMN MPOBEPKH -...c.vvererinreanreerieesseessneaseesseesseenes 90
7.12. TlocnenoBaTeNbHOCTh MPUEMKH 3aKa3YMKOM OKa3aHHBIX Y CIIYT CBSI3U.......... 90

7.13. Cnyuau, npu KoTopbix KcmonmHeHue oO0s3aTENbCTB MO OKA3aHHUIO Y CIYT

CUUTACTCH HEHAITIETKAIIIIIM ....evvrreseesessnsseesesssnssesesssnssessessnsesssssassesessnseesessnnseeesssnnns 93

1. TepMuHBI, onIpee/IeHUs] M COKPALEHUS.

1.1. B Kowntpakrte, BKJIIOYasi HaAcToOsIIee TeXHUUeCKoe 3aaaHue (namee — T3)

HCIIOJIB3YIOTCA CIICAYIOMUC TCPMHUHDBI, OIIPCACICHHA U COKPAIICHUA:

Tepmun

AS

CE

DDoS-araka

ICMP

IETF RFC

IP cetr Ucnnonuurens

IP-maker

MPLS

MPLS cets Ucnonaurens

Onpedenenue

Autonomous System, aBToHOMHas cuctema, |P ceTh, HaxomsAmascs MOJ eIUHBIM
aJIMUHUCTPATUBHBIM yIpaBJICHHEM i HAMeEIoIas CNHYIO MOJIUTUKY
MapIIpyTU3aIUH, XapaKTePU3yeTCs HOMEPOM, KOTOPBIA BBIAACTCS OGHUIIMATIBHBIM
HHTEepHET-peructparopom (Hampumep, RIPE)

Customer Edge Router, rpanuuHOe YCTPOMCTBO B JIOKAJIbHOM BEIYHUCIIUTENBHON CETH
C30, O6bekra LUK, ucnonp3yemoe i Mapuipyrusaiui Tpaduka u3 cetu C30,
O6nexta [IUK B ceth UcnonuuTenst u o6paTHo

Distributed Denial of Service, pacnpenenennas ataka Ha OTKa3 B 0OCIY)KHBaHUH,
Pa3HOBHIHOCTH aTaK HAa KOMIIBIOTEPHBIE CHCTEMBl M CETH CBS3U, CBS3aHHBIC
¢ OOJBIINM KOJMYECTBOM 3arpocoB (B Buje |P-makeToB), MOCKIIaEMBIX C OONBIIOTO
kommuectBa |P-agpecoB cetm UMHTepHer u HampaBieHHBIX Ha IP-ampeca
obopynosanus C30, O6bexra LIUK.

Internet Control Message Protocol - mnpoTOKON MEXCETEBBIX YIPABIISIONINX
cOO00IIeHN

Hoxyment (Reques For Comments) paboueii rpyIisl M0 HHXEHEPHBIM TIPOOIeMam
ceru Uuteprer (Internet Engineering Task Force)

CereBass uH(ppacTpykrypa HMcrnomHurtens u nOpuBIeKaeMblx VcnonHuTeaeM
CyOTOIPSTUUKOB (COMCTIOTHUTENEH), COCTOSIIIAsi M3 PACIOJIOKEHHBIX Ha y3Jax
Hcnonuurens u MIPUBJIEKAEMBIX Hcnonuurenem CyOTIOIPSIAYMKOB
(concnonHuTeneit), yCTpoHcTB, 0OECIeUnBAIONIMX B3aUMOJIEHCTBUE IO CETEBOMY
nporokony |IP (cnemudukamus IETF RFC 791), mapmpyTusanmio, KOMMYTanuio
1 00paboTKy Tpaduka, COeTMHSAIOMINX NX MaruCTpalbHbIX KaHAaJIOB U MHBIX CPEACTB
CBSI3H

[Maker 3 yposus (OSI), mapmpyruzupyemoro no npotokoiy IP

Multi  Protocol Label Switching, TexHomormst KOMMyTallMd  MaKeTOB
C UCIIOJIb30BAHUEM METOK

IMoctpoennass mo Texuosorun MPLS cereBas uHdpactpykTypa HWcnonnurens
W TpuBIeKaeMbIx  VcmonmHWTeneM — CyOHOApPAIYMKOB  (COMCIIONHHUTENEH),
BKJTFOUAIOIIAst OTIOpHbIe Mapiupytusatopsl (P), rpanuunsie Mapupytuzatopst (PE),


http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

Tepmun

RIPE NCC
Service Desk

SLA (anrn. Service Level Agreement)

SNMP
WEB

ABapuiiHas cuTyaunus

APM

Bapuanus 3anepxku

Baanenen UC

Buemnue IPv4 anpeca

BpemenHBIi Oebli CITUCOK

Bpewms peakiuu

BOJIC
BUC

lNocynapcTBeHHBIN 3aKa3ulK - 3aKa3YuK

JlocTymHOCTH yeinyrn

ECHA

ECIIJI

Onpeoenenue

COCAMHSIIONINE UX MaruCTPaIbHbIC KAHANIBI U HHBIC CPEICTBA CBA3U
Perunonaneheiii EBponelickuii Peructpatop MutepHeT agpecos
Cucrema perucTpannyl oOpameHuid, yIpaBIeHHUs U PeIIeHIsI HHIUICHTOB/ 3aIIpOCOB

Cornamenue 00 ypoBHE NpEJOCTaBICHUSI YCIYyr — (OpMalbHBIA TOTOBOP MEXIY
3akazyukoM u VcmomHuTeneMm, coAepKallMii IpaBa M O0S3aHHOCTH CTOPOH,
a TaKk)Ke COTJIaCOBaHHBIM yPOBEHb KaueCTBa NPEIOCTABICHUS JaHHOH YCIIyT

Simple Network Management Protocol, mpoTokout ceTeBoro ympaBieHuUsI

Bcemupnas maytuna — (amrn. World Wide Web) — pacnpenenennast cucrema,
OpPEIOCTABISIOMIAs  JOCTYll K  CBSA3AQHHBIM ~ MEXIYy COOOH  JOKyMEHTaMm,
PAacCIONOKEHHBIM Ha PA3IMIHBIX KOMIIBIOTEpAX, MOAKITIOUCHHBIX K ceTH HTepHeT

Henoctynaocts yenyr McmonanTens, BeI3BaHHAS HEHCIIPAaBHOCTBIO 000pyJOBaHMA,
ceTH, HWHKCHEPHBIX CHCTEM " uH(pacTpyKTypHI Hcnonaurens
WIN TIpUBJIEKAaeMbIX VcnonHuTeNneM CyOmoApsIuNKOB (CONCIIOHUTEINEH), BKIIOYAs
HECAaHKIIMOHNPOBAHHBIE HEOIArONPHUATHBIC BO3JICHCTBYS Ha yKa3aHHBIE 0OBEKTHI

ABTOMaTI/ISI/IpOBaHHOG pa60qee MECTO

Jitter, oTKJIOHEHHWE OT CpEAHEero 3HAYCHMS BPEMEHH MNpoxoxmeHust |P-maketor
[0 y4acTKy U3MEpPEHHs OT IepeAarolieil CTOPOHBI K IPUEMHOI CTOpOHE

POUB, ®OUB, C30, Buazeomuii perHoHaANLHOH W/WiM  (enepanbHOi
nH(popMaMOHHO cUCcTEMO

Buemnue (myonuunsie) IP ampeca u3 3apeructpupoBanHoro B 0ase manubix RIPE
NCC IP agpecos 4 Bepcuu nportokona IP

ITepeuenr pecypcoB B cetd VIHTepHET, MOCTYl K KOTOPBIM pa3penicH
no 3ampocaMm IlorpebuTeneil W YHNOJTHOMOYEHHBIX T'OCYAApPCTBEHHBIX OPTaHOB
B T€UEHHUE OIIPEAEICHHOTO IIPOMEXYTKA BPEMEHU

Cpok, B TeueHue Kotoporo McmomHutens 00s3yeTcs NPUCTYyNuTh K pabore
HaJx TpoOieMoii, o0o3HaueHHOW B 3ampoce [lomydatenst o0 HWHIUACHTE,
onpeneneHubii SLA

BonokonHo-onTHueckass TMHUS CBSA3U

BupryansHas yactHas cetb C30, O6bekra LUK, nocrpoennas na 6aze MPLS cetn
HcnonauTens u MIPUBJIEKAEMBbIX Hcnonaurenem CyOnOAPATINKOB
(coucnonHuTenei), myTeM OpraHU3aluy BUPTYAJIbHBIX KaHAJIOB MEXAY IOpPTaMHU Ha
y3nax jocrtyna cetu Mcnomautens, Kk kotopeiM noaxmoueH C30, O6wext LUK, u
oOecrieunBaromas mepeaady pa3IHIHBIX THIOB TpaduKa ¢ TapaHTHEW MapaMeTpoB
KadyecTBa.

MuHuCTEpCTBO TU(ppPOBOTO
Poccuiickoit denepanuu.

pa3BUTHUA u MaCCOBBIX I(OMMyHI/IKaL[I/Iﬁ

OTHOLIIEHNE BpPEMEHHM HaXOXKIEHHS OKa3bIBAEMBIX YCIYr B pabodeM COCTOSHUH
K 001Iel MpOoAODKUTEIHHOCTH HHTEpBAJIAa HAOJIIOICHNUS, BRIPAXKEHHOE B IPOLEHTaX
(TOCTYIMHOCTB 32 OTYETHBIN MEPHO).

OenepanbHas rocynapcTBeHHass WH(bOpMalMoHHAs cuctemMa «EnuHas cuctema
WACHTUQHUKAIMA W ayTeHTUQHKaIMA B HHPpacTpyKType, obecrmednBaromeit
MH()OPMALMOHHO-TEXHOJIOTUYECKOE B3aMMOJICHCTBHE HH()OPMALMOHHBIX CHCTEM,
UCTIONb3YEMBIX JIJIsl IPEIOCTABIICHUS TOCYIAPCTBEHHBIX U MYHHIIUIIAIBHBIX YCIYT B
anexktponHoit ¢opme» (ECHUA) — wundopmanuonnas cucrema Poccuiickoit
®enepanuy, obecreunBaroniass  CaHKIMOHMPOBAHHBIM  JIOCTYNl — yYacTHHKOB
MH()OPMALMOHHOTO B3aUMOJICHCTBHS (IpakaaH-3assBUTENECH M JIOJDKHOCTHBIX JIMIL
OpPraHOB  HCIIOJHHUTENBHOM  BiacTM) K  HMHpOpPManuu,  cojepikaeics
B TOCYIapCTBEHHbIX HH(MOPMAIMOHHBIX CHCTEMax M HWHBIX HH()OPMALMOHHBIX
cucreMax

BupryansHas dYactHas cerh (cetu) HMcmonamrens, oOecmedmBaromas IOCTYIl
COIMANIbHO-3HAYUMBIX OOBEKTOB K HWH(GOPMAIMOHHBIM CHCTEMaM W K CeTH
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WnTepHer, a Takke Iepenady JaHHBIX IIPH  INPENOCTABICHHH  JOCTyIa
K MH(pOpManMOHHBIM CHCTEMaM M K cetu VHTepHeT; obecneuymBaromas IOCTYI
HentpansHOl W30MpaTeNbHON KOMECCHH, H30HMPATENBbHBIX KOMHCCHI CYOBEKTOB
Poccuiickoii  ®denepaumy W TEPPUTOPHAIBHBIX  W30HMPATENBHBIX  KOMHCCHI
K MH(QOPMALIMOHHBIM CHCTEMaM U K ceTu MHTepHerT.

One-way delay, Bpemst mpoxoxaenus |P-makeToB mo y4acTKy H3MEpEHHS B OJHY
CTOpOHY (0T mepenarolieii CTOPOHBI K MpUeMHOM). OnpeenseTcsl CorliacOBaHHBIMHU
c [TorpeduTenem MeTosaMu U IPH HEOOXOIUMOCTH PACCUUTHIBACTCS KaK MOJIOBHHA
BPEMEHHOI'0 MHTEpBaja MEX/Ty MOMEHTOM OTIIPABJICHUS COOOILEHHUS «3arpoc HX0»
Mepeaaomel CTOPOHOH M MOMEHTOM NOJYYCHHS COOOIICHHS «OTKIHK 3XO»
ot npuemuoii croponst (PING mporokona ICMP).

Hamnexxamum o6pazom odopmirerHoe no ¢opme (IIpmnoxenne Nel) oGparnenne
3aka3uuka K VICIOMHUTENIO ¢ yKa3aHWEM IaT M NepedHs OOBEKTOB, IS KOTOPBIX
HE0OXOAMMO OKa3bIBaTh Y CIIYTH CBA3U.

TexHonorun JIUHAN CBSI3U, OTIMYHBIE OT TEXHOJOTMH BOJOKOHHO-ONTHYECKON
CBSI3M U CIIyTHUKOBOW TexHOJOoruu. Mcmomib3yeTcs B cilydae HEBO3MOXKHOCTH
ucnonb3oBanust BOJIC ¢ obecnieueHreM HauOOJIbIICH CKOPOCTH TOAKITIOYCHUS.

FOCy]IapCTBeHHa)I, peruoHajibHas, MYHUIUNAJIbHAsA W HWHaA I/IH(I)OpMaHI/IOHHaH
CUCTeMa, KJlacC KPUNTO3AIUTHI KOTOPOW COOTBETCTBYeT kiaccy 3amutel ECIIJ,
K KOTOpPOM MpeAoCTaBiIAETCs OCTYN C HMCIOJIb30BAaHMEM E€IUHOM CeTH mNepenadyu
naHHbIX McnomHuTE.

Omepartop cBs3M, C KOTOPHIM 3aKiIioueH ['ocynapCTBEHHBIH KOHTPAKT Ha OKa3aHWE
VYenyr cBsizu

Kanan cBs3u ot C30, O6pexra LIUK no Toukn npucoennuerns ECI1/]

HabGop TpeboBaHmii K OKCIUIyaTallMOHHBIM  IIapaMeTpaM, COOII0JaeMbIM
HcnonauTteneM NHpH Iepepadye IO CETH NPUMEHHTENFHO Ko BceM |P-makeram,
MPHUHAAJIECKAIIUM TaHHOMY THILY

I'ocymapcTBeHHBI KOHTpPAaKT Ha OKa3aHHE TOCYAAPCTBEHHBIM U MYHHUIHIIAIbHBIM
00pa30BaTeNbHBIM OPTaHM3AIUAM, PEATHU3YIOINM 00pa30BaTeNbHBIE MTPOTPaAMMBbI
obmero  oOpa3oBaHusi ¥ cpegHero  Npo(ecCHOHAIBLHOrO  0Opa3oBaHUs
(manee — obpa3oBaTeNnbHbIE OPraHU3allNM), U30UPATETbHBIM KOMUCCHAM CYOBEKTOB
Poccuiickoit @enepaniuil ¥ TePpUTOPHUATBEHEIM H30MPATETFHBIM KOMHCCHM (Jasiee
— wu30HuparesNbHble KOMHCCHH), PAclOJOXKEHHBIM Ha TEPPUTOPHUSIX CyOBEKTOB
Poccuiickoit @enepanuu (3a uckmodeHuem Pecrryonmku Kpeim u r. CeBactomorst)
(c yuerom norpebHOCTEH yKa3aHHBIX IT0JIb30BATEIEH), YCIYT 0 MPEAOCTaBICHHIO C
UCTIONIB30BAaHUEM €IWHON CETH Iepefadd AaHHBIX AOCTyNa K TOCYAapCTBEHHbIM,

MYHUIUNAIbHBIM,
WHBIM WH()OPMAIMOHHBIM CHCTEMaM U K HH(POPMAIMOHHO-TEIEKOMMYHHUKAI[HIOHHON
cetn «HTepHET»

(manee — cerb MHTepHET); MO mMepenaye JaHHBIX IMPH OCYIIECTBICHHH JOCTyIa
K TOCYIapCTBEHHBIM, MYHHIUNAIbHBIM, WHBIM HH()OPMAIMOHHBIM CHCTEMaM
U K ceTH VIHTepHeT; Mo 3amuTe AaHHBIX, 00pabaThIBAEMBIX M MEpPEIaBaEMBIX
IPH OCYIIECTBICHWH JOCTYNla K TOCYAAPCTBEHHBIM, MYHHITUIAJIHHBIM, HHBIM
MH(OpPMAaLMOHHBIM CHCTEMaM U K ceTH VHTepHeT; o 00ecHeYeHnIo OrpaHuueHHs
JocTyna K MH(OpMaluu , pacrnpocTpaHeHne Kotopoil B Poccuiickoit deneparnyn
3ampemeHo, ¥ K WHGOpPMalMu,  NPUYMHSAIOMEH  Bpel  3[0pPOBBIO
u  (um)  pa3BUTUIO  JeTed,  coaepxkamiedics B cetu  MHTepHer,
Juii  00pa3oBaTelbHBIX OpraHW3alidi; 110 MOHHMTOPHHTY M 0OecredyeHHIo
0e30macHOCTH  CBS3M TIPM  NPENOCTAaBICHWH JOCTyNla K TOCYIapCTBEHHBIM,
MYHUIUIAJIGHBIM, HHBIM HH(QOPMAIMOHHBIM CHCTEeMaM M K ceTH VIHTepHerT,
10 OPTaHU3AIMH MTOIKIIOUEHHUS K €IUHOM CeTH Mepeiadn JaHHBIX 00pa30BaTeIbHBIX
OpraHm3anii W W30HMpaTeNbHBIX KOMHCCHH, II0 Tepenadye HJaHHBIX IIpH
OCYIIECTBJICHUH JOCTYIIAa K 3TOH CeTH

Cocrapisitomast YCIyr CBsI3H, ONpEAENSIOAs OJHY M3 OCHOBHBIX MOTPEOHOCTEH,
YIOBJIETBOPSIEMBIX C TIOMOIIBIO OKa3bIBAEMBIX Y CITyT
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Komrmexc Cp€aCTB aBTOMAaTU3alunu

[TapameTp, BBIpakaloOUIHii BEPOSTHOCTH TOTO, 4TO Touyka mpucoennHeHus ECIIJ]
OKaXETCsI B PabOTOCIIOCOOHOM COCTOSHHM B TIPOM3BOJIBHBI MOMEHT BPEMEHH,
KpoMe IIIAHUPYEMBIX MEPHOJOB, B T€UEHHE KOTOPBIX NPEAOCTABICHHE CEPBHUCOB
He NpeycMaTpuBaeTcs

MakcumanbHas MoTeps IIaKCTOB — OTHOIICHHUC 0611161"0 KOJIM4YCCTBA
HCOOCTAaBJICHHBIX IIaKECTOB K o61ueMy KOJIMYCCTBY TMCPCAAaHHBIX IAKETOB,
BbIpaKa€Mas B IPOLICHTAX NOTCPAHHBIX TAKECTOB

KoHTeHTHast QpunbTpays

[epconanphas crpammma st [lorpeOuTens, opraHn3oBaHHAs Ha pecypce caiita
VcnonanTens, 1ocTym Ha KOTOPYIO ocymecTBisercs uepe3 ECUA

MexceTeBoe IKpaHUPOBAHUE

WntepreT-Tpaduk, mocrynarommii Ha obopynosanue C30, Oovekra LIUK, Hammaue
KOTOPOTO MOJXKET OBITH 00yCIIOBJICHO HAITMIHEM DDoS-arakw,
00 IpyruMH HexenarensHbIMu 11 [loTpedutens dpaxropamu

FOCy]IapCTBeHHa)I nin MyHHUIUTIAJIbHAaA O6pa3OBaTeJ'H)Ha$I opraHnusanus,
peanusymomas  mporpammbl  obmiero  o0OpazoBaHus M (MJIHM)  CpEIHEro
npo¢ecCHOHAIBHOIO 00pa30BaHuUs

COBOKYITHOCTh ~ TEXHUYECKHUX CPEACTB, CPEICTB BBIYMCIUTEILHON TEXHUKHU
Y IPOTPaMMHOTO 00ECIIeUeHH s, PACIIONIOKEHHBIX M0 OZHOMY aJpecy

IenTpanbHas n3buparenbHas KOMMCCHS Poccuiickoii Denepanuu
i  mbuparenpHBle  KOMHCcHH — cyOpekta  Poccmiickort  Depmepannmn
WM TePPUTOPHANIbHBIE N30HUPATEITbHbIE KOMUCCHH.

Hepnoz[ BPCMCHH OKa3aHUA yCJ’IyI' CBA3H, [I0 OKOHYAHHWHU KOTOPOIr'o MPpOU3BOAUTCA
cava-rpucMKa YCJ'Iyl" CBsA3U M UX OIllIaTa

OmnepaTop CBsI3HM, OKAa3BIBAIONIMK YCIAYTYy IO KOMIIOHEHTY «3alluTa JaHHBIX)»
Ha yuactke oT C30 nmo Touku mpucoeamnenus ECIIJ] Ha MOMEHT HCIOJHEHUS
Kontpakra

®opmatupoBaHHEIH  OJ0K HHGOpMAIMM, TepeJaBaeMbli IO CeTH  CBS3H,
(hyHKIIMOHMPYIOILIEH MOCPEICTBOM TEXHOJIOTHH KOMMYTAIHH TaKETOB

Ilepenaya naHHBIX
[Tonb3oBarens Ycenyr csizu win ee Komnonentos Ha C30, O6bekte [[TUK.
Jlormueckuit naTepdeiic BUC [Motpeburens Ha y3nmax goctyna cetu VcnomHuTens

ITepeuensr pecypcoB B cerd VIHTepHeT, MOCTYyll K KOTOPBIM paspenieH
no 3ampocaMm [lorpebuteneid M YHONHOMOYEHHBIX TOCYAAPCTBEHHBIX OPraHOB
Ha MOCTOSTHHOM OCHOBE

PykoBomuTens comManbHO 3HAYMMOTO OO0BEKTa, B HHTEpPECax KOTOPOTO
HcnonHuTenb 0Ka3bIBa€T YCIAYTd B COOTBETCTBUM ¢ ['0Cy1apCTBEHHBIM KOHTPAKTOM,
I JIULO, YIIOJITHOMOYEHHOE B YCTaHOBJIEHHOM MopsiiKe
Ha B3auMozeiicTBue ¢ McroaHuTenem npu oka3aHuu Y Ciyr.

PykoBogurens obwvekta IIMK, B mHTEepecax koToporo VCHOIHHTENs OKa3bIBAaET
YCIyT'M B COOTBETCTBMM C l'OCylapCTBEHHBIM KOHTPAakTOM, WM JIMLO,
YIOJHOMOYEHHOE B YCTAHOBJIGHHOM  IIOpSAKE  Ha  B3aUMOJCHUCTBUE
¢ McnonHureneM npu oka3aHuu Y CIyT CBA3H.

IP packet loss ratio, oTHoLIEHHE PA3HOCTH KOJMYECTBA OTIPABICHHBIX B KOHCUHYIO
TOYKY y4yacTka M3MepeHus |P-makeToB m KoiguuyecTBa HMPUHATHIX B 3TOH Touke IP-
MIAKETOB, K KOJIMYECTBY OTIIPABJIEHHBIX B KOHEUHYIO TOUKY |P-TiakeToB

PervonanpHblii Oprad UCIIOJIHUTEILHON BIACTH

I/IH(i)OpMaL[I/IOHHO-TGHCKOMMyHI/IKaHI/IOHHaSI CCTh «HHTGPHCT»
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OO6pazoBarenabHas OPraHU3aIHs.

CpencTBa KpunTorpaguuecKoi 3amuTH HHPOpMaIIH

Opranmsyemasi 3aka3yuMkoM Ciyx0a TexHW4Yeckod monaepxku I[lorpeOuTens,
KOTOpasi OCYIIECTBISICT KOHTPOJbh OKa3aHWs YCIYyr CBsI3M 1O OOpameHUsIM
[MotpeOureneit wiu 3aka3uMka B COOTBETCTBHUHM C PeriaMeHTOM TEXHHUYECKOMH
MOAJEPKKU MIPU OKa3aHUM Y CIYT

Cucrtema MEKBCAOMCTBEHHOI'O 3JICKTPOHHOT'O B3aUMOJCHUCTBUS

CucteMbl TEXHHYECKHUX CpPEACTB sl obecnedeHus (QYHKIHMH ONepaTHBHO-
PO3BICKHBIX MEPONPHUATHI

OmnH W3 BUIOB KOCMHYECKOH paJHOCBS3H, OCHOBAaHHBIH Ha WCIIOJIb30BAaHUU
B Ka4eCTBE PETPAHCIATOPOB HCKYCCTBEHHBIX CILyTHHUKOB 3emun -
CHELHUATN3UPOBAHHBIX CITlyTHUKOB CBSI3U

CeTb cBsI3U 06H_I€FO IMOJIb30BaHUA

IMpuznak cocrostHUst OOBEKTa, IPH KOTOPOM VICHONHUTENs HE MOXET OKa3aTh
VYciyru cBsi3M B COOTBETCTBUH ¢ yciaoBusMu KoHTpakTa

TeppuropuaibHas eAMHNLIA BEpXHEro ypoBHs B Poccuiickoin denepanyu.
Hacrosiuee Texundyeckoe 3ananue

Cpencrea CBsI3M, BXOJSIIME B COCTaB CETH JJEKTPOcBs3u VcrmosHuTens,
C TIOMOIIBI0 KOTOPBIX OCYHIECTBIsICTCs monkiatoueHue u goctyn C30, OO0beKkTOoB
MUK x ECI1/[]

COBOKyHHOCTL |P-HaK€TOB, NepeAaHHbIX IO CCTHU NIEpeaAain JaHHbIX

Oxazanme Hcnomamrenmem VYeayr cBssu gnd C30 m  O6wextoB LUK,
pacIloJIOKEHHBIM ~ Ha  TeppuTopmsix  cyOwpekToB  Poccuiickoit  ®Denepammun
(3a ncximouenunem Pecniyonmuxu Kpev 1 r. CeBacTomnosns) mo:

nepefade  JAaHHBIX TP OCYHIECTBICHMHM JOCTyNa K TOCYJapCTBEHHBIM,
MYHUIUNAJIGHBIM, WHBIM HH()OPMAIMOHHBIM CHCTeMaM W K ceTtu IHTepHer
(KommonenT Ycnyru cBs3u «llepegada JaHHBIX») B COCTaBE YCIIyT:

o 3aIUTE JIaHHBIX, 00pabaTbIBaeMbIX u nepelaBaeMbIX
IPHU OCYIIECTBICHUU JOCTyNa K TOCYJapCTBEHHBIM, MYHUIIUNAIbHBIM,
UHBIM HH()OPMAIMOHHBIM cHcTeMaM H K cetu MHTepHer (KommoHeHT
«3ammra JaHHBIX»);

mo  oOecleyeHHWI0  OrpaHWYeHHss  JOCTyma K  uH(opmanu,
pacnpocTpaHeHue kotopodl B Poccuiickoil ®expepaunuu 3anpenieHo,
n K uHGOpPMAIMH, TPUUYUHSIONIEH Bpel 37A0pOBbI0 M (WJIM) PAa3BUTHIO
Jereif, copepameiics B cetn MHTepHer i 0OpazoBaTeNbHBIX
opranmzanuii (Kommonent «OrpannueHne 1ocTyna K HHQOPMAaIL»);

MO0  MOHHUTOPUHTY | obecrieueHnIo 0e30IIacHOCTH  CBA3U
MpA TIPEAOCTABIIEHUN JOCTyNa K TOCYAAapCTBEHHBIM, MYHHUIUIIAIBHBIM,
WHBIM HH(QOPMAIMOHHBIM cucTeMaM u K cetd UMaTepHer (KommoneHT
«MouuTOpHHT 1 00ecTieueHne 6e30MaCHOCTHU CBSI3NY);

o mpeAocTaBieHuio ¢ wucrons3oBanneM ECIIJ] mocTyma K rocymapCTBEHHBIM,
MYHHUIUIAJIbHBIM, WHBIM WH()OPMAIMOHHBIM CHCTEMaM W K HH(OPMAlHMOHHO -
TelleKoMMyHUKaMoHHoi cetn  «MHTepHer» (Komnonent «lIpenocraBnenue
JIOCTYHay).

Oxkazanme Ucnomaurenmem VYeayr cBssu jud C30 u  OOwextoB LUK,
pacloNOKeHHBIX ~ Ha  TeppuTopusix  cyobekroB  Poccuiickoit ~ denpeparyn


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8

11

Tepmun Onpeoenenue

(3a ucxmouenneM Pecryonmuku Kpeim 1 . CeBacTomnods) mo:
opranm3amyn nogkrodeHus k ECITJL (KommonenT «Opraam3anus kaHana L2y);

nepexade gaHHBIX 1pu ocymectBieHnn npoctymna kK ECITJ (Kommnonent «Ilepenada

JAHHBIX L25)
010)413] ®DenepanbHblil OPraH UCIIOIHUTEILHOU BIACTH
OCh DdenepanbHas ciayxba 6ezomacHoctn Poccniickoit @enepanun
UK Poccuu enrpanpHas u3bupatenpHas komuccus Poccuiickoit deneparyu
oA Lentp 00pabOTKM U XpaHEHHS JAHHBIX
YepHblii CLIUCOK [Tepeuens pecypcoB B ceTu MIHTEpHET, JOCTYI K KOTOPBIM 3a0JIOKMPOBaH HA YPOBHE

K® o 3arpocam HOTpe6PITeJ'IeI>1 1 YIIOJTHOMOYCHHBIX I'OCyJapCTBEHHBIX OPIraHOB

2. O01mue cBeIeHUA.

2.1. OcHoBauus oka3zanusg Y CIVI CBI3H.

2.1.1. TlocranoBnenue I[lpaButensctBa P® ot 15 ampems 2014 1. Ne 313
«O0  yTBEepXKIEHUM ToCyJapCTBeHHOM mporpammbl  Poccuiickoit  deneparumn
«udbopManimoHHOE 00IIECTBOY;

2.1.2. TlonmyHkT «0» myHkTa 2 [lepeuns mopydenwmii mo peanusanuu [locnanus
[Ipesunenta Poccuiickoit ®Denepannu  DenepansHomy CoOpanuto Poccuiickoit
@eneparmn ot 26 ¢eBpans 2019 r. Ne IIp-294 mo Bompocy MOAKIIOYCHUS
00111e00pa30BaTeNIbHBIX OpraHu3aluii kK cetu UHTepHeT.

2.1.3. Tlognynkr «B» myHKkTa 1 [lepedns mopyudeHuil 1Mo WTOraM COBEHIAHUS
IIpesunenta Poccuiickoii ®eneparun ¢ wieHamu [IpaButensctBa Pocculickoi
Oenepanuu ot 23 ampenst 2021 r. Ne [Ip-676 o mpUHSATHUU JOMOTHUTEIBHBIX MeEp,
HaIpaBJICHHBIX Ha HEIOMYIIEHUE CIy4yaeB HEOINPABJAHHOTO 3aBBIIICHUS CTOMMOCTH
YCIIYT MO MOAKIIOYEHHUIO0 00111€00pa30BaTEbHBIX OPraHU3aluidl K BBICOKOCKOPOCTHOMY
WNHurepHery;

2.1.4. Pacniopsixenusi IlpaButensctBa Poccuiickoit ®denepanuu ot 28 wurons
2017 r. Ne 1632-p «O06 yrBepxkaeHuu nporpammsel «lludpoas sxoHomuka Poccuiickoit
denepanuny;

2.1.5. ®eaepasibHbIMA MPOEKT «udopmanrionHas uH(ppacTpyKTypar

HanmoHanpbHOro Tporpamma «l{udpoBas sxoHOMEMKa Poccuiickoit ®Denepammmy,
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YTBEPKICHHBIA MPOTOKOJIOM 3acefaHusi Mpe3uJnuyMa MPaBUTEIbCTBEHHONM KOMHUCCHUH
o 1U(POBOMY Pa3BUTHIO, UCIIOIH30BAHUIO ITUMPOBBIX TEXHOJIOTHHA IS YITYUIICHUS
KAaueCcTBa KU3HU M YCJIOBUW BEICHUS NMPEANPUHUMATEIIBCKON AesTeapHOCTH OT 06 Mas
2019 1. Ne 8.

2.1.6. Ilonoxxenue o MuHHUCTEpCcTBE U(POBOTO Pa3BUTHS, CBSI3U MU MACCOBBIX
KOMMYHUKaIUH Poccuiickoi Odenepaunu, YTBEPKJICHHOE  ITOCTAaHOBJICHUEM
[IpaButensctBa Poccuiickoii @Penpepammu ot 02 wuions 2008 1. Ne 418 «O
MuHnucTepcTBEe IUPPOBOTO Pa3BUTHS, CBSI3U U MAacCCOBBIX KOMMYHUKaIui Poccuiickoi
Oenepanm».

2.1.7. Oxazanue YciyT CBSI3U JOJKHO COOTBETCTBOBATD:

—  ®enepamsaomy 3akony oT 07 uronst 2003 r. Ne 126-D3 «O cBsizmy;

—  ®enepanbHomy 3akoHy OT 27 utonst 2006 r. Ne 149-®3 «O06 undopmariumy,
MH(POPMAITMOHHBIX TEXHOJIOTUSX U O 3allUTe UHPOpMAITUN»;

—  @enepaibHOMy 3akoHY oT 27.07.2006 1. Ne 152-®3 «O mnepcoHaJbHBIX
JAHHBIX;

—  @epepansHomy 3akoHY OT 06 mapta 2006 r. No 35-®3 «O npoTuBoaeiicTBUN
TEPPOPU3MYY;

—  @epepanbHoMy 3akoHy OT 26 uronst 2017 r. Ne 187-®3 «O 6e3omacHoCcTH
KpuTH4YecKor nHpopmarmonHon nudpactpykrypsl Poccuiickoit deneparumy;

—  OepepanpHoMy 3akoHy OT 29 mekadps 2010 r. Ne 436-D3 «O 3amure nere
oT uH(pOpMaIU, TPUUHNHSIOIICH BpE/l UX 3J0POBBIO U PA3BUTHION;

—  Vxkagy IIpesunenta PD or 6 mapra 1997 r. No 188 «OO6 yrtBepxkaeHuu
NepeyHs CBeJICHUN KOHPUICHIIUAIBHOTO XapaKTepay,

—  Tlocranoenennto IlpaButrensctBa P® ot 31 pgekabps 2021 No 2606
"O06 yrBepxxnenun [IpaBuit okazaHus yCIyT CBSI3H IO Mepeiade JaHHbIX "

—  Ilocranosnenuto IlpaBurensctBa P® ot 31 pgekabps 2021 Neo 2607
"O06 yTBepxkeHuu [IpaBuit okazaHus TeIEMaTHYECKUX YCIIYT CBS3U';

—  TlocranoBnenuto IlpaBurennscrBa Poccuiickoit ®denepamum ot 30 mexabps

2020 1. No 2385 «O nuiieH3UpOBaHUM JIEATEILHOCTH B OOJIACTH OKa3aHWsS YCIYT CBSI3U


http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
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U TPU3HAHWM YTPAaTUBLIMMM CHJIy HEKOTOpbhIX akrToB [IpaBurenscrBa Poccuiickon
denepanuny;

—  ITlocranosnenuto IlpaBurensctBa P® ot 27 asrycra 2005 r. Ne 538
«O06 ytBepxaenuu I[IpaBuil B3auMOJICHCTBHS ONEPATOPOB CBSI3M C YIOJIHOMOYEHHBIMU
roCyJ1apCTBEHHBIMU OpraHamu, OCYILECTBIIIOILIUMU OIEPaTUBHO-PO3BICKHYIO
NESATEIILHOCTDY,

—  Ilpuxazy Munmudpsr Poccun ot 18 despans 2022 N 132 "O6 yrBepxaeHUH
TpeGoBanuii K MOPSIKY BBOAA CETEH CBA3M B IKCILTyaTaIHio";

—  IIpukazy ®Cb Poccuu ot 10 wurons 2014 1. Ne 378 «O06 yTBepKIeHUU
CocraBa M cojepkaHUsl OPraHU3alMOHHBIX M TEXHUYECKHX MEp MO O0ECHEeUEHHUIO
0€e30MacHOCTH TEPCOHAIBHBIX JIAaHHBIX MPU HMX 00paboTke B HWH(OPMAIMOHHBIX
CUCTEMAaxX NEPCOHAIbHBIX JaHHBIX C MCIOJb30BAHUEM CPEACTB KpHUNTOTrpaduyecKon
3alUThl  MHGOpMAlMK,  HEOOXOAUMBIX Il  BBINOJHEHUS  YCTAHOBJICHHBIX
[IpaBurensctBOM Poccuiickoii ®enepannn TpeOOBaHUM K 3alIUTE NEPCOHAIBHBIX
TAHHBIX UL Ka)KJ10T0
U3 YPOBHEH 3alIUIIIEHHOCTIY;

—  Ilpuka3zy MuHucTepcTBa CBSI3U U MaccoBbIX KoMMyHUKaimii PO ot 16 anpens
2014 1. Ne 83 «0OO6 yrBepxknenun IlpaBun mpuMeHeHusT OOOPYIOBAaHUS CHUCTEM
KOMMYTAIlMM, BKJIOYash IMPOrpaMMHOE 0OecreueHue, OOECIEeUMBAIOIIETO BBITOJHEHHE
YCTaHOBJICHHBIX JICWCTBUII NpPU NPOBEACHUU ONEPATHUBHO-PO3BICKHBIX MEPOIPHUATUH.
Yacrs I1I. [TpaBuna npuMeHeHUs] 000PY0BaHUSI KOMMYTAIIUM ¥ MapIIpyTU3AlMU TTAKETOB
uHbopMalMK  CceTel mepefayd JIaHHBIX, BKJIIOYash MpOrpaMMHOe oOOecreueHHe,
00ECIeUrBaIOIIETO  BBIMOJHEHUE  YCTAHOBJIEHHBIX  JCWCTBHIA TpPH  NPOBEICHUU
OIEPATUBHO-PO3BICKHBIX MEPOIIPUSITUIY;

—  Ilpuka3zy MuHucTepcTBa CBsSI3U U MaccoBbIX KOMMYyHUKamii P ot 16 sHBaps
2008 . Ne 6 «O06 yTBepkaeHHH TPEOOBAHUI K CETSAM DJIEKTPOCBS3H ISl MMPOBEACHUS
OMepaTUBHO-PO3BICKHBIX Meponpusatuid Yacts 1. O61mue TpedoBaHus»;

—  TpeboBaHUsIM K MOJKIIOYEHHUIO U JOCTYIY, BKIItOYasi TpeOOBAaHUS K Iepeaayde

JAHHBIX, TOCYHNAPCTBCHHBLIX W MYHHUIHUIIAIbHBIX 06pa3013aTeanbe OpFaHI/I3aHHfl,
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peaTM3yIoNUX TPOTPaMMbl  OOIIETO W CPeAHEero Mpo(ecCHOHATBHOTO 00pa30BaHUS,
n30MpaTenbHbIX KoMHUccHU cyObekToB Poccuiickoit @enepaiii U TeppUTOPUATBHBIX
M30MpaTeNbHBIX KOMUCCUIM K €TMHOM CeTU Nepefay JIaHHBIX, YTBEPKICHHBIM MPUKA30M
Munnugpsr Poccun Ne 417, Munnpocsemienust Poccun ot 30 ampenst 2021 r. No 221
«O0 yTBep)KIeHUH TpeOOBAaHUN K MOJKIIOYEHUIO U JOCTYIy, BKJIIOYash TpeOOBaHUS
K T[epeladye JaHHbIX, TOCYJApCTBEHHBIX M MYHUIMNAIBHBIX 00pa30BaTEebHBIX
OpraHu3alvi, peaTU3yIOMUX MPOrpaMMbl OOIIET0 M CPEAHEro MpodecCHOHATBHOTO
oOpa3oBaHus, M30MpATEIbHBIX KOMHUCCHM CyOBeKkTOB Poccuiickort ~ deneparmu
Y TePPUTOPHATTEHBIX N30UPATEbHBIX KOMUCCHI K €IMHON CETH Mepeauyl JaHHBIX Y,

—  Texuuueckum HOpMam B cootBeTcTBUU ¢ «PJI45.129-2000. PykoBomsimii
JOKYMEHT OTpaciy. TenemMaTHuecKue CiIy>KObl», YTBEPXKIECHHBIM IPHKa30M MUHCBS3U
Poccun ot 23 wmroms 2001 1. Ne 175 «O6 yrBepxkneHnn PykoBopsiero JOKyMeHTa
orpaciu "Tenemarnyeckue Ciryx0bD»,

—  Hanuonansaomy crannapty PO I'OCT P 59853-2021 «Mudopmarmonnsie
TexHojorud.  Komriekc  cTaHmaproB  Ha  aBTOMATU3UPOBAHHBIE  CHCTEMBI.
ABTOMaTH3UPOBAHHBIC CUCTEMBI. TEPMUHBI U OTIPEACTICHUS»;

—  MexrocynapctBennomy ctanaapty 'OCT 34.201-2020 «Mudopmarmonnsie
TexHojoruu. Kommiekc craHgapToB Ha aBTOMATU3MpPOBaHHBbIE CHUCTEMBL. Bumsl,
KOMIUIEKTHOCTh M 00O3Hau€HWE JOKYMEHTOB MpPH CO3JaHUM aBTOMAaTHU3UPOBAHHBIX
CUCTEMY,

—  TOCT 34.601-90 «Mudopmarmonnas texHojorus. Komrmiekc cTaHIapToB
HA aBTOMATH3UPOBAaHHBIE CHUCTEMBL. ABTOMATHU3WPOBaHHbIE cHUcTeMbl. Craguu
CO3/IaHUS»;

—  MexrocynapctBenHomy cranaapty 'OCT 34.602-2020 «MudopmarnmonHbie
TexHoJoruu. KoMIieke cTaHmapTOB Ha aBTOMAaTH3UPOBAHHBIE CHCTEMBI. TexHIUYecKoe
3aJlaHuE Ha CO3J]aHie aBTOMATHU3UPOBAHHON CHUCTEMBIY;

—  HamuonansHomy cranaapty PO I'OCT P 59792-2021 «MudopmarmonHbie
TexHoJoruu. KOMIUIEKC CcTaHZapTOB Ha aBTOMATH3MPOBAHHBIC CHUCTEMBI. Buabl

HUCIBLITAaHUN ABTOMATU3UPOBAHHBIX CUCTEM,
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— TOCT 27049-86 3amura  00OpymOBaHUS MIPOBOAHOM CBSI3U

¥ 00CITy’KHBAIOIIETO MEPCOHala OT aTMOC(HEPHBIX pa3psIoB;

—  T'OCT 28439-90 «AnnapaTypa BOJOKOHHO-ONTHYECKUX CUCTEM IEPEIadn MO
JUHUSAM 3JeKTporepeaad nudponas. OO1Me TEXHUUECKHE TPEOOBAHUY;

—  T'OCT 5238-81 «YcTaHOBKHM MPOBOJHOM CBA3U. CXEMBbI 3alIUTHI OT OMACHBIX
HANPSDKEHUH U TOKOB, BOSHUKAIOIIUX HA JIMHUAX. TeXHUUECKHUe TpeOOBaHUS;

— I'OCT P 50799-95 «COBMECTHUMOCTD TEXHUYECKUX CpeICTB
AIEKTPOMArHUTHAS. YcToitunBOCTh TEXHUYECKUX CpENCTB paanocBs3u
K DJJEKTPOCTATHYECKUM pa3psaM, HWMIIYJIbCHbIM IIOM€XaM M JHUHAMHYECKUM
M3MEHEHUSIM HaIPSHKEHUS CETH dJIeKTponuTaHus. TpeGoBaHUs U METO/Ibl UCTIBITAHUID;

—  T'OCT P 53724-2009 «KauectBo ycayr cBsizu. OOIIHE MOJTOKEHUS»;

—  T'OCT P 53731-2009 «KauecTBO ycuyr cBsi3u. TE€pMHUHBI U ONIPEACICHUS;

—  T'OCT P 53728-2009 «KauectBo ycnyru «llepenaua manueix». [lokazarenu
KauecTBay;

— T'OCT P 53729-2009 «KauectBo ycmyru «lIpegocraBneHne BUPTyaIbHOU
yactHol cetu (VPN)». [Tokazarenu kauecTBay;

—  MexrocynapctBennomy ctaugapty ['OCT 34.12-2018 «MuadopmannonHas
texHosorus. Kpunrorpaduueckas 3amura undopmaruu. biounsie mudpoiy;

—  MexrocymapctBernoMy ctangapty 'OCT 34.13-2018 «MuadopmanmnonHas
texHosorus. Kpunrorpaduueckas 3ammra uHpopmanuu. Pexxumbl paboThl OJOYHBIX
G poBy;

— TOCT P 34.12-2015 «Mudopmanmonnas texnonorus. Kpuntorpadpuueckas

3amurta uHpopmanuu. biounsie mudpo».

2.2. Cpok okazanust Ycuayr cBsizu: ¢ 1 ceHtsOpsa nmo 31 pexabpsi 2023 roma

BKJIFOUUTEIIBHO.
Yenyru  CBA3M  OKa3bIBAIOTCSA  HEINPEPBIBHO, KPYIIIOCYTOYHO M €XKEIHEBHO
B COOTBETCTBUU C yCIOBUSAMH 3.

2.3. Oxazanme Ycuyr csizu i C30 m OOwexkroB LUK ocymecTtBusercs


https://internet.garant.ru/#/document/72689516/entry/0
https://internet.garant.ru/#/document/72689328/entry/0
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B COOTBETCTBUU ¢ 3asiBKamu 3akazuvka v [lenamu equnui Yciayru cBsasu (Ilpunoxenne

Ne 2 k rocy1apcTBEHHOMY KOHTPAKTY).

2.3.1 Ycnyru cBsi3u, COrIaCHO HAMPAaBIIIEMbIM 3aKa3dyMKOM 3asiBKaM, BKIIIOYAIOT
B ce0st:

2.3.1.1 Oxazanue Hcnomuurtenem ycnyr cszu aig C30 u OOwextroB LUK,
pPacIlOJIOKEHHBIX ~ Ha  TeppuTopusix  cyobekToB  Poccuiickoit ~ denepanmu

(3a uckmouenueM Pecniyonrku Kpeim u r. CeBacTomnons) no:

1) nmepenaye AaHHBIX MPHU OCYHICCTBICHHH JOCTYIAa K TOCYAapCTBEHHBIM,
MYHUITUTIATBHBIM, HWHBIM HWH(OPMAIIMOHHBIM CHCTeMaM W K cetu VHTepHer

(KomnonenT «Ilepenavya qaHHBIX») B COCTaBE YCIYT:

— 0 3allUTe JaHHbIX, oOOpaldaThiBa€MbIX U  IEpPEAaBAEMBbIX
pu OCYLIECTBICHUHU JOCTyTIa K rOCyJapCTBEHHBIM,
MYHUIMNIATbHBIM, UHBIM WH()OPMAlMOHHBIM CHCTEMaM U K CETH

Wuteprer (KoMmoHeHT «3amuTa JaHHBIX»);

— 10 OoO€CHeUYeHUI0 OrpaHWYeHus JocTyna K HH(popMalmu,
pacopocTpaHeHne KoTopoil B Poccuiickoit denepanuu 3anpenieHo,
U K “HGOpMAIINH, TPUIUHSIONIEH Bpe/l 3I0POBbIO U (MJTH) pa3BUTHIO
neren, conepxaineics B ceTu WHTEpHET s 00pa3oBaTesIbHBIX
Opra’u3anuu (KommnoneHt «Orpannyenue A0CTYNA

K nHOpMAIIUN»);

— 10 MOHMTOPMUHTY M  oOecriedeHHI0  O€30MaCHOCTH  CBS3H
pu MPEAOCTABIEHUN JOCTyTIa K rOCyJIlapCTBEHHBIM,
MYHUIIMIIAJIbHBIM, MHBIM HH(OPMAIIMOHHBIM CHCTEMaM M K CETH
HUurepuer  (KommoneHT «MOHMTOPHHI ¥  obecriedyeHHe

0€30MacHOCTH CBA3N»);

2) 1o TmpemocraBieHuto ¢ ucnoib3oBanmeM ECIIJ[  mocryma
K TOCYIapCTBEHHbIM, MYHHUIMNAIbHBIM, WHBIM HH(QOPMALMOHHBIM CHCTEMam

U K WH)OPMAIMOHHO - TeJeKOMMYyHHKaMoHHONH cetu HMurepHer (KommoneHT
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«IIpenocraBieHue 0CTyMa»).

3) opranmzamuu noakimodeHus k ECITJ] (KommoneHT «OpraHu3amusi

kaHaja L2»);

4) nepenaye nanHbix npu ocymectsiaeHuu noctyna k ECII/] (Kommonent

«Ilepenaua manubix L2»).

2.3.2 C 1enpi0 CBOEBPEMEHHON IIOCTaBKM TOBapoOB (BBIMOJIHEHUS padoT,
okazaHus ycnyr) VcrmoaHuTeNnb BIpaBe COBEPIIATh OPUIANYECKA 3HAYMMBIC CHCTBHS,
HE TMPOTHMBOpEUAINE 3aKOHOAATeIhCTBY Poccuiickori denmepamuu, B TOM YHUCIE
MPUBJICKATh K WCIOJHEHUIO CBOMX 00s3aTeIbCTB 1O HacTosmeMmy KoHTpakty
WCITOJTHATENIEH (COMCTIONHUTENEH ), OCTaBasCh OTBETCTBEHHBIM IMepe]] 3aKa3uuKOM 3a UX
JIEUCTBUA, B TOM YHCII€ TIO JOroBopaM (KOHTpaKTaM, COTJIAIICHUSM), 3aKJIIOUCHHBIM
C TIOCTABITMKAMH, TTOAPSTINKAMHU, UCTIOJIHATEISIMA Ha TIOCTABKY TOBAPOB, BBHITOJTHCHHE
paboT, OKazaHuE YCIYr, HEOOXOAMMBIX JJIsl MOCTAaBKU TOBApOB (BBIMOJIHEHUS padoT,
okazanus yciyr) no Kontpakty, no 3akmrodeHusi Hactosmero KoHTpakra, a Takke

OIIaYMBaTh MOCTABJICHHBIN TOBAp, BBIITOJIHCHHBIC pa6OTBI, OKa3aHHBIC YCIIYT'H.

2.4. Mecro okazanus Y CIIyT CBS3H.

Cyobextol Poccuiickoit ®denepamuu (3a uckimouennem PecrnyOmuku  Kpbim
u 1. CeBacTomnosisi), MO0 MECTY HaXOXJCHHUS TOUYEK INPUCOECTUHEHHS K €AMHON CeTH
nepefayn JaHHBIX, 10 MECTy HaXOXKIEHHUS TOCYAApCTBEHHBIX W MYHHUIIUTAIBHBIX
o0pa3oBaTeNbHbIX OPraHU3allui, PEATH3YIONINX 00pa30BaTeIbHbIE TPOTPaMMBbI OOIIETO
oOpa3oBaHusi W cpeaHero MpodeCCUOHAIIBHOTO 00pa3oBaHMs, HW30UPATEIBHBIX
KoMuccuil cyObekToB Poccuiickoil denepan U TEPPUTOPUATIBHBIX W30MpaTENIbHBIX
KOMUCCHH,
M0 MECTy HaxoKaeHus McromHuTess.

2.5. MHcxonHble TaHHBIE.

IIpu okazanum VYcayr cBs3u HMcnonHuTEns JOMKEH PYyKOBOACTBOBATHCS
CJIEIYIOINMHU UCXOIHBIMU JAHHBIMHU:

— HacrosmmM T3;
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— mnepeuneM Touek npucoeaunenuss ECI/I;

— 3asBKaMH Ha OKa3aHUE Y CIIYT CBS3H.

2.6. Pesviprarsl okazanus Y CIYTr CBS3H.

2.6.1 HVcnomuutenem oxaszanbl yciuyrd cBs3u it C30 u OOwektoB LUK,
pPacIlOJIOKEHHBIX ~ Ha  TEpPpUTOpHUSAX  CcyObekToB  Poccuiickoit  depeparuu

(3a uckmouenueM Pecniyonrku Kpeim u r. CeBacTomnons) no:

1) nmepenaye AaHHBIX MPHU OCYHICCTBICHHH JOCTYIAa K TOCYAapCTBEHHBIM,
MYHULIMOAIbHBIM, HWHBIM HH(POPMAIMOHHBIM CcHUCTEMaM W K cetu HHTepHer

(Komnonent «Ilepegava TaHHBIX») B COCTaBE YCIIYT:

— 0 3allUTe JaHHbIX, oOOpaldaThiBa€MbIX U  IEpPEAaBAEMBbIX
pu OCYLIECTBICHUHU JOCTyTIa K rOCyJIapCTBEHHBIM,
MYHUIUNIATbHBIM, WHBIM WH()OPMAIMOHHBIM CHUCTEMaM M K CETHU

Huteprer (KoMmoHeHT «3amuTa JaHHBIX»);

— 10 OoO€CHeUYeHUI0 OrpaHWYeHus JocTyna K HH(popMalmu,
pacnpocTpaHeHue KoTtopoil B Poccuiickoit denepanuu 3anpenieHo,
U K “HGOPMAIINH, TPUIUHSIONIEH Bpe/l 3I0POBbIO U (MJIH) PA3BUTHUIO
neren, conepxaineics B ceTu WHTEpHET s 00pa3oBaTesIbHBIX
Opra’u3anuu (KommoHeHT «Orpannyenue A0CTYNA

K nHOpMAIIUN»);

— 10 MOHMTOPMHTY M  oOecriedeHut0  0e30lacHOCTH  CBA3MU
pu MPEAOCTABIEHUN JOCTyTIa K rOCyJIlapCTBEHHBIM,
MYHUIIMIIAJIbHBIM, MHBIM HH(OPMALMOHHBIM CHUCTEMaM M K CETH
HUurepuer  (KommoneHT «MOHMTOPHHI ¥  obecriedyeHHe

0€30MacHOCTH CBA3N»);

2) MPEIO0CTABJIEHUIO Cc VCTIOJIb30BAHUEM ECII/ JIOCTyTa
K TOCYIAapCTBEHHBIM, MYHULIMUMNAIBHBIM, HWHBIM HH(OPMAIIMOHHBIM  CHUCTEMaM

U K HMHOOPMAIMOHHO - TEJICKOMMYHHUKannoHHOW cetn «MutepHer» (KommoneHT
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«IIpenocraBieHue 0CTyMa»).

3) opranmzamuu noakimodeHus k ECITJ (KommoneHT «OpraHu3amusi

kaHaja L2»);

4) nmepenave naHHbIX Tpu ocymiectsieHnn nocryna Kk ECIT/] (KommoneHT

«Ilepenaua manubix L2»).

2.7. TpeboBanusg k MCOoJHUTENIO.

Hcnonuurtens JOJKEH COOTBETCTBOBATH TPEOOBAHUSIM, YCTAHOBIICHHBIM
B COOTBETCTBHMM C 3aKOHOJATENIbCTBOM Poccuiickoit @enepauuu K  JHIAM,
OCYILIECTBIISIIONINM OKa3aHUE YCIYT CBSI3M, MO3BOJISIONIMM Ha MPOTSKEHUU JEUCTBUS
['ocynapcTBEHHOTO KOHTpPaKTa OKa3bIBaTh CIEAYIONIUE YCIYTH:

—  YCIOyTH CBf3M [0 Iepefadye AaHHBbIX, 3a HCKIKOYEHUEM YCIYT CBS3HU
0 Tiepeaayde MaHHbIX IS 1eel nepeaadyu roiocoBol uHGopMaIuu;

—  TEJIEeMaTUYECKHE YCIYTH CBA3U;

—  YCIIyTH MO 3aiuTe nHOpMaIuu.

2.7.1. VcnomuuTenb ISl COOTBETCTBYIOIIMX BHUIOB pPaOOT TOJDKHBI HMETH
JIMLIEH3UH, JIEUCTBYyrOLIMEe Ha Teppuropun Poccuiickor @enepanuu Ha CIEAYROLIME
BUJIbI JIEATEIILHOCTHU:

—  gmuuen3un O®CTOK  Poccunm Ha  OCYILIECTBICHUE  JIESITEIBHOCTH
M0 TEXHUYECKOW 3aluTe KOHPUACHIMAIbHOW HH(OpPMAIMU B YacCTH CIEAYIOIIUX
paboT u yCayr, YyTBEpXKIEHHBIX MocTtaHoBieHueM I[lpaButennbctBa Poccuiickoit
denepanuu
oT 03.02.2012 Ne 79 «O nuIleH3UpOBAHUU JEATEILHOCTH MO TEXHUYECKOW 3allUTe
KOH(pUIESHIIUATBbHOU HHGOPMAITUN:

— KOHTPOJb 3alUIIEHHOCTH KOH(HICHIINATEHOMN uHdopmauu
OT HECAHKIIMOHUPOBAHHOTO JIOCTYNAa M €€ MOIU(HUKAIMKA B CPEICTBAX U CHUCTEMax
uH(popmMaTU3aLNH;

— YCTaHOBKA, MOHTaXK, WUCIBITAHUS, PEMOHT CPEJACTB 3alIUThl WH(pOpMAIUu
(mporpaMMHBIX  (IIPOTPaMMHO-TEXHHUYECKHX)  CPEJICTB  3alluThl  MHOOpPMAINH,

3AlMIIEHHBIX ~MNPOrPaMMHBIX  (IPOrpaMMHO-TEXHUYECKHX) CPEACTB  00pabOTKU
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uH(pOpMallMK, MPOrPAMMHBIX  (MPOrPaMMHO-TEXHUYECKUX) CPEICTB  KOHTPOJIS
3aIUIIEHHOCTH HH(POPMAIIHH);

— munensun  denepanpHoil  cayxkObl 1O Hag30py B cdepe  CBA3M,
MH(POPMAIIMOHHBIX TEXHOJIOIMH U MAaCCOBBIX KOMMYHHUKALIUI:

— Ha OKa3aHWE€ YCIyT CBS3U MO IEeperaye JaHHbBIX, 3d UCKIIOUEHHEM YCIIyT
CBSI3M 110 Mepeaaye JaHHbIX Ul LeJel epeiay rolocoBoi HHPpOpMaIuy;

— Ha OKa3aHHUE TEJIEMAaTUYECKUX YCIIYT CBS3H;

- munen3un OCh Poccun Ha ocymiecTBieHue pa3pabOTKH, MPOU3BOJCTBA,
pacrpocTpaHeHus MUPPOBATBHBIX (KpUNTOTpaPuuecKux) cpeacTB, HHGHOPMAIMOHHBIX
CUCTEM U TEJIEKOMMYHUKALIMOHHBIX CHCTEM, 3aIIULIEHHBIX C HCIOJIb30BAHUEM
muGpoBaIbHBIX (KpUNTOrpaduyecKnx) CPeACTB, BBHITOJIHEHHUS pabOT, OKa3aHUsS YyCIyTr
B oOnactu mudpoBaHus HHPOPMALIUU, TEXHUYECKOTO 00CITyKMBaHUS MU(DPOBATIBHBIX
(xpunrorpaduuecknx) CpeaCcTB, THPOPMAITUOHHBIX CUCTEM U TEIEKOMMYHHUKAIIMOHHBIX
CUCTEM, 3allMIIEHHBIX C MCIOJb30BaHUEM MMU(GPOBAIBHBIX (KpUNTOrpaduyECKUX)
CPEICTB (3a UCKIIIOYEHUEM Ciydasi, €CIM TEXHHYECKOEe 00CTyKMBaHKE MN(DPOBAIBHBIX
(kpunrorpaguyeckux) cpeicTB, MHOOPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHUKAIITMOHHBIX
CUCTEM, 3allMIIEHHBIX C MCIOJIb30BaHUEM MHU(GPOBAIBHBIX (KpUNTOrpaduyecKuXx)
CPEICTB, OCYILECTBISIETCS AJisi 00eCreYeHNs] COOCTBEHHbBIX HYXK] IOPUAMUYECKOTO JIUIIA
WJIM UHAUBUAYAJIBHOTO NPEINPUHUMATENS)» B YACTH CIEAYIOLIUX padOT U YCIIYT:

- MOHTaX, YCTaHOBKa  (MHCTaUIALMs),  Hajaaka  IMIKUQPOBAIBHBIX
(xpunTorpaduyeckux) cpeAcTB (.12 [lepednsi BBHIMOMHIEMBIX paOOT U OKa3bIBAEMBIX
YCIIYT, COCTaBIIAIOMINX JTUUEH3UPYEMYIO JESTENbHOCTh, B OTHOIIEHUH IMHU(PPOBATBHBIX
(xpunTorpadUYECKUX) CPEICTB);

— MOHTAaX, yCTaHOBKa (MHCTAIIALMA), HajajJka  3al[UIIECHHBIX
C MCTOJIb30BAHUEM MU(POBANBHBIX (KPUNTOrpaPUUECKUX) CPEeCTB HHDOPMAITMOHHBIX
cucteM (.13 IlepeuHsi BBIMOJHAEMBIX paOOT M OKA3bIBAEMBIX YCIIYT, COCTABJISIOIINX
JUIEH3UPYEMYIO JESITEIbHOCTh, B OTHOIIEHUU MIH(PPOBATIBHBIX (KpUNTOrpaduyecKux)

CpE/ACTB);
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- paboThl TO OOCTY>KMBaHUIO MHUPPOBATBHBIX (KpUNTOrpaduueckux)
CpPEACTB, MPEAYCMOTPEHHBIE TEXHUYECKOM M JKCIUTYaTalMOHHOW JIOKyMEHTAalMeW Ha
TU CpeACTBa (3a HCKIIOYEHHEM Ciyyas, €ClId YyKa3aHHble paldoThl MPOBOASTCS
s obecrieueHUs: coOCTBeHHBIX HYX1) (m.20 IlepedHss BBITOJHIEMBIX pPadbOT
Y OKa3bIBAEMBIX YCIYT, COCTABJSIOIIUX JIMLEH3UPYEMYIO N€ATEIbHOCTh, B OTHOLIEHUN
MU GPOBATLHBIX (KPUNITOTPAPUIECKHUX) CPEICTB);

— nepenada mudpoBanbHbIX (KpunTorpaguieckux) cpencts (m.21 Ilepeuns
BBINIOJIHSIEMBIX pa0OT M OKa3bIBAEMBIX YCIYT, COCTABISIIOINIMX JIMLIEH3HUPYEMYIO
JESITeIbHOCTh, B OTHOIIEHUN MIU(PPOBAIBbHBIX (KpUNTOIpahpUUECKUX) CPeICTB);

— nepefadya  3allMIIEHHBIX € HKCIOJb30BaHMEM  MHU(POBATBHBIX
(kpunrorpaduyeckux) cpeAcTB  uHOpMaMOHHBIX  cucteM (.22  Ilepeuns
BBINIOJHSAEMBIX pabOT M OKAa3bIBAEMBIX YCIYr, COCTaBISIOIUX JIUIECH3UPYEMYIO
JEeSATENbHOCTh, B OTHOIIEHUH U(POBANBHBIX (KPUITOIPAPUUECKUX) CPEACTB);

— nepegaya CpeACTB U3TOTOBIEHUS KIIOUEBBIX JOKyMEHTOB (11.24 Ilepeuns
BBITMIOJHAEMBIX pabOT M OKa3blBAEMBIX YCIYr, COCTaBJSIONIMX JIMLIEH3UPYEMYIO
JEeSATENbHOCTh, B OTHOILIEHUH HU(POBANBHBIX (KpUOTOTpaUUYECKUX) CPEIACTB);

JInst mOATBEp>KIIEHHUS COOTBETCTBUSL YKa3aHHbIM TpeOoBaHusAM McrnonHUTENb
JOJDKEH MPEJOCTaBUTh BBINUCKY M3 peecTpa JMLIEH3UHd o Hamuuuu y McnosHwurens
COOTBETCTBYIOIIMX  JIMIEH3UA  WIM  KONHUM  COOTBETCTBYIOUIMX  JIMLEH3UHI

B YCTAHOBJICHHOM 3aKOHOJIaTEIbCTBOM Poccuiickon denepanuu nopsake.

2.8. Bpewms okazanusg YCIyr CBI3H.

Yenyru cBA3M JOJDKHBI OKa3bIBaThesl 24 (IBajllaTh 4YETHIPE) 4aca B CYTKH 7
(ceMb) mHElN B HEACIIO.

2.9. VYcnyru cBsi3U JOJKHBI TPEIOCTABISATHCA MOCPEACTBOM CETH Iepenadu
na"HHbeIX McromHuTEIS.

2.10. ECIIJI nmomxHa OBITh OpraHM30BaHAa [0 NPUHIMIY MOJHOCBS3HOM,
3alIMIIECHHON CETU CBSI3M, W30JMPOBAHHOM OT ceTu IMHTepHeT u cered Apyrux
MOJIb30BATEIE HAa JIOTUYECKOM YpPOBHE, W TOJEpKHUBaromeld OOMEH TaHHBIMU

(tpadpuxom) uepe3 y3nasl ECIIJ] Ha ypoBHe cyOwbekToB P®D (3a wuckiItoueHHMEM
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Pecnyonuku Kpeim u r. CeBacTonoJis).

2.11. JInsa okazanusa Ycayr cBsizm C30 u O6wextam [[UK B coctaBe ECIIJ]
OpraHu3yloTCs KaHaibl iepenaun gaHHbIX U Touku npucoeaunenuss ECI/I.

2.12. Ins okazanust Yciuyr cBs3u VCOMHUTENb JIOJDKEH HCIOJIb30BaTh
TEJIEKOMMYHUKAIIMOHHOE 000PYI0BaHUE, CTPAHON MPOUCXOKACHUS KOTOPOIO SIBISETCS
Poccuiickas ®enepanusi, W CBeIEHUS, O KOTOPOM COJEpXaTcsi B TMepeyHe

TCICKOMMYHHNKAIIMOHHOI'O O6ODVI[OBaHI/IH DOCCHﬁCKOFO IITPOUCXOXKIACHUA, KOTOpBIﬁ

(dopMupyercst mpukazaMu MHHHCTEpPCTBA IPOMBIIIEHHOCTH U TOproeiau Poccuiickoi
Qenepanuu, M B EAMHOM peecTpe pOCCHMCKOM PaauOdJIEKTPOHHOW MPOAYKIHWH,
chopMHUPOBAHHOM MUHUCTEPCTBOM MPOMBIIIJIEHHOCTH M TOProBiau Poccuiickoit
denepanum.

2.13. Ilpu OTCYTCTBHMU TEICKOMMYHHKAIIMOHHOTO OOOPYJAOBAaHHS, KOTOPOMY

IIPUCBOCH CTaTryc TCICKOMMYHHMKAITMOHHOT'O O6ODVIIOBaHH}I POCCHICKOIO

IIPOUCXOXKIACHHA, 06naz[a}omer0 XapaKTCPHUCTUKAMU, HGO6XOI[I/IMI>IMI/I I OKa3aHMs

Yenyru  cBs3M, a  TaKkKe B CIydae, €CIM  NPOU3BOAUTENL  TaKOIo
TEJICKOMMYHUKAIIMOHHOTO 000PY/I0BaHUS HE B COCTOSHUM OOECIEYUTh €ro Haaudue B
JOCTaTOYHOM KOJIMYECTBE JIJIs1 Hadajla OKa3aHUsl Y CIYT CBSI3U WM B TEUEHUM CPOKa MX
okasanwus, VcnomHuTens BIpaBe MpUOOpeTaTh M HMCIOJIL30BATh JJIs OKa3aHUs Y CIyr
CBSI3U MHOE TEJIECKOMMYHUKAIIMOHHOE O0O0PY/IOBaHUE TOJBKO IMOCJE COTJIACOBAHUS €T0
HCIIOJIb30BaHUA C 3aKa34YNKOM.

2.14. 3aka3uyuK COrIacoOBBIBAET UCIIOJIB30BAHUE HHOTO TEJIEKOMMYHHUKAIIMOHHOT'O

o0opynoBanus, mpexycMoTpeHHoro 1. 2.13 T3, B ciemyronmx ciydasx:

— OTCYTCTBHUE  TEJICKOMMYHHMKAIIMIOHHOTO  OOOpYJOBaHUS,  KOTOPOMY
MPUCBOEH  CTAaTyC  TEJICKOMMYHHUKAIIMOHHOTO  OOOpYAOBaHHS  POCCHICKOTO
MIPOUCXOXKICHUSI, 00JIAIAIONIEr0 XapaKTePUCTUKAMH, HEOOXOIWMBIMHU JJISi OKa3aHUs
Ycnyru cBs3y;

— mnpeacrapienremM McnonnureneM 3aka3uuKy 3aBEpEHHBIX KOIHM 3arpoca,
HaIPaBJICHHOTO MPOU3BOAUTENIO TEJICKOMMYHUKAIIMOHHOTO O0OpPYIO0BaHMS, KOTOPOMY
MPUCBOCH  CTAaTyC  TEJIEKOMMYHHMKAIIMOHHOTO  OOOPYJIOBAaHHMS  POCCHUMCKOIO

IPOUCXOXKACHHA, O BO3MOKHOCTH oOecrieyeHus ero HaJau4dus B CPOK M B KOJIMYCCTBC,
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KOTOpbIE HEOOXOIMMBI JIJIsi OKa3aHWsl Y CIyT CBSI3U, a TAaK)Ke MPEOCTABJICHHUS OTBETA
MIPOU3BOAUTEIISA, TOATBEPKIAIONIETO HEBO3MOKHOCThH TAKOTO 00€CTICUEHUSI.

2.15. Ucnonnutenb obecrieunBaeT MpUCOEAMHEHHE KaHana cBsizu mexay C30,
O6pexramu [TUK u ECIT]] B Toukax mpucoenunenus ECII/I.

2.16. Tpebosauus k ooopynoBauuio Touek npucoenuuenus ECILI qis C30:

1) Toukoii mnpucoenunenust ECIIJ sBiasieTcs KOMIUIEKT 00OpyAOBaHUS
HcnonauTens, B cOCTaB KOTOPOTO BXOAWT 00OPYIOBAaHUE; C CETEBBIMU MHTEpdercaMu
s noakimodeHus: KanamoB L2 mexnay C30 u ECIIJ. KomuuectBo umHTepdeicon
Uil TIOAKIIOYEHUs oOopynoBanus kaHana cBszu mexay C30 wu ECIIJ momxHO
o0ecrneunTh OKa3aHue Y CIyT CBSI3H,

2) CocraB o6opynoBanusi Touek mnpucoemunenuss ECIIJ[ nomkeH OBITH
onpenelieH Mcnonnurenem ¢ yueroM tpedoBanuii T3;

3)  Hcnomuutenb oOecHeuynBacT YCTAHOBKY HEOOXOIMMOI0 O00OpYyIOBaHHUS

B Touke npucoenunenus ECII/] cBoumu cuiiamu U 3a CBOM CYET;

4)  Anpeca pasmenienuss Touek mnpucoemamnenust ECIIJ mpemocraBustoTcs
Ha yTBepxKaeHue no ¢opme B coorBeTcTBUU C [Ipuioxkenuem Ne 4 x TexHuueckomy
3amanuto Mcnonaurenem 3aka3uuky B CpOK, yKkasaHHbId B 1. 7.1 T3.

2.17. Tpeb6oBanusi k oOopynoBanuto Touek mnpucoeaunenus ECIIJI  ans

0O0bekroB HUK:

1)  Hcnonaurtenb oOecreyrBacT YCTAaHOBKY HEOOXOAMMOTO OOOPYIOBAaHUS
B Touke npucoenunenus: ECII/] cBoumu criiamu U 3a CBOM CUET;

2)  Toukoit mnpucoenuneHuss ECIIJl sBnsercs KOMIUIEKT 00OpYIOBaHUS
Ucnonuurens win npuBiedeHHOTro VcroHUTEIEM COMCIIOTHUTENS, B COCTaB KOTOPOTO
BXOJUT O00OpPYZOBaHUE C CETEBBIMH WMHTEpQeiicaMu JJisl MOAKIIOUEHUs 000pyI0BaHUS
O6wexktoB [MUK. KommuectBo wuHTEephEHCcOB sl TOAKIIOUECHUS 000pYI0BaHUS
O6bexToB LUK nomkHO obecrieunTsh OKazaHue Y CIyT CBSI3U;

3)  Oo6opynoBanune Touku mnpucoeaunenuss ECIIJ nomkHO obecrieuynBaTh
J0CTaTOYHOE KojudecTBO uHTepdercoB mna noaxntodeHuss k ECIIJ obopynoBanus
O6wekra IIMK wu pacmonaratecss Ha OObekTe IIMK B Mecre, coriacoBaHHOM

[IpencraButenem oobekTa [{UK.
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2.18. Hoctym k cetu Muatepuer u3 ECIIJ] qomkeH oCymecTBISTHCS HAa YPOBHE
aAMUHUCTPATUBHBIX LEHTPOB cyObekToB P®d, B koTopbix pacnonoxensl C30 u
O6swextel LIUK. OcymiecTBiaenrue gocTyna K ceTd MHTepHET BHE aIMHUHHUCTPATHBHBIX
LEHTPOB CyOBbeKTOB PD cornacoBbiBaeTCs ¢ 3aKa3UYUKOM.

2.19. KomunuectBo Touek npucoenunenuss ECIIJ] mis O6bekToB LUK momxHO
cooTBeTcTBOBaTh KoiumdecTBY OO0bekToB I[UK, ykazanHbiX B 3asBKax, ¥ HaXOJIUTHCS
o ux ¢akTuaeckuM aapecam. [lo cormacoBanuto ¢ [Ipeacrasurensimu oonekToB [[UK
nonyckaercsi opranuzanua ojgHol Touku npucoeaumnenuss ECIIJ mist HECKONIBKHUX
O6nextoB [IUK npu ycnoBuM X HaX0XACHUS B OJTHOM 3/1aHUH (TIOMEIICHUN ).

2.20. Ina OO6wektoB IIMK, kotoppie OymyT m00aBISATHCS JOMOTHHUTEIBHO,
JIMHUU CBSA3U OT CPEJICTB CBSI3M, BXOJAIIMX B COCTAB CETH DJIEKTPOCBA3U VcromHuTens,
no Touex npucoenunenus ECIIJ na O6bexrax UK momxusl ucnonszoBats BOJIC.
Hcnonb3oBaHWE  COYTHUKOBBIX  KaHAJOB  CBSA3M IIpU  opraHuzanuu  Touek
npucoenuHennss ECII] B TpyAHOAOCTYNHBIX HACEJICHHBIX ITYHKTax JOMYCKAeTCs
TOJBKO MPU 0OOCHOBAHUHU JTAHHOW HEOOXOAMMOCTH VICIIOTHUTEIEM U MO COTJIACOBAHUIO
¢ 3aKa3uyHUKOM.

2.21. B xaxaom cyonekTe Poccuiickoit denepannm T0DKHO OBITh HE MEHEe
oaHoit Toukm mnpucoenuHenuss ECIIJI ¢ BO3MOXHOCTBIO OKa3aHWsl YCIYr CBS3U
(3a uckmouenueM Pecy6nuku Kpeim u r. CeBacTomnosns).

2.22. Toukn mnpucoenuaerus ECIIH momkHel o0ecrmeunBaTh JOCTaTOYHOE
konnuectBo uHTepdeiicoB g mnoxakmoueHus k ECIIJ Kanamop L2. Tuns
a0OHEHTCKUX (pu3nyeckux HHTEP(PEcoB, KOTOpbIE MOTYT HCIOIb30BATHCI MPHU
npucoenuaennn Kananos L2 BKITIOYAOT B TOM YHUCIIE CIIEAYOIIIHE:

— 802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);
- 1000 Base-LX (0oqHOMOI0BOE ONITHYECKOE BOJIOKHO);
— 1000 Base-LH (ogHOMOI0BO€ ONTHYECKOE BOJIOKHO);
— 10G Base-LR (ogHOoMO10BOE ONITHYECKOE BOJIOKHO);
— 100GBASE-LR4 (ogHOMOA0BOE ONITUYECKOE BOJIOKHO).
2.23. Kanansl cBsa3u ECIIJ mexny Toukamu npucoenunenust ECIII nns C30,

3aJIcHCTBOBAHHBIE B OKa3aHUM Y CIIYT CBSI3H, JOJDKHBI Mcnionb3oBaTh BOJIC.
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2.24. JluHuu CBSI3U, UCIIOJB3YEMbIC JJISI PEOCTABICHUS Y CIIYT CBSI3H, JOJIKHBI
HaxoAuThCAd B npenenax rpanul Poccuiickon Pepepanuu, 3a HCKIOYEHUEM TeEX,
KOTOPBIE UCTIONB3YIOTCA JIs o0ecriedeHus: PyHKIMOHUPOBaHUs TOoUYeK MpUCOeAMHEHUS
ECTIJ] n O6nextoB [IUK Kamununrpaackoi obmacTy.

2.25. He pomyckaercs opraHuzaius KaHAJIOB CBSI3M, HCHOJIB3YIOIIUXCS
st okazanus Ycayr cBa3u C30 u Oobexram LUK, uepes cets UHTEpHET.

2.26. las C30 B cocraBe ECII/] opraHusyioTcs CIeAyIOIHE OTIACIbHBIC
BUPTYaJIbHbIE CETU BKJIKOYAs, HO HE OTPAHUYUBASICH CICAYIOLINMH:

— m§epedadyd  JIaHHBIX ~ OOpa3oBaTEIbHBIX  OpPraHU3alMil  Opu  JIOCTyIe
K MH(QOPMAIIMOHHBIM CUCTEMaM U B ceTh IHTepHET.
2.27. Ina Oo6bexktoB IIUK B cocraBe ECIIJ] opraHusyroTcs cleayroime
OT/ICJIbHBIC BUPTYAJIbHbIEC CETH_BKJIIOYasi, HO HE OTPAaHUYUBASICH CIEAYIOIUMU:
- nepenaun ganHeix LUK, UK CP®, TUK mis TAC «Bweibopsiy;
- nepenaun naHHeix MK CP®, TUK npu npenocTtaBieHUU IOCTyNa B
ceTb HTEpHET.

2.28. Tpabuk, mpeaHa3HAYEHHBIM [JI1 OTICIBHBIX BUPTYaJbHBIX CETEH,
HE JIOJDKEH MepeMEIInBaThCs.

2.29. Touku mnpucoenunenus ECIIJ aas C30 10mKHBI COOTBETCTBOBATH
CIEAYIOIINM MTapaMeTpaM:

— konmuectBO Touek nmpucoenunenust ECITJ ne menee 83;

— B aJIMHHHCTPATUBHOM IIEHTPE KaXI0T0 cyobekTa Poccuiickoit deneparumn
(3a uckimouenueM Jlonenkon Haponnoit PecniyOnuku, Pecniyonuku Kpeim, Jlyranckoi
Haponnoit  PecnyOnmku, — 3amopoxckod — oOmactv,  XepCOHCKOM  00JacTu
u . CeBacTomois) JOJDKHO ObITh He MeHee oHol Touku npucoeaunenus ECIT/I;

- nojoca mnponyckanuss Ha oxHy Touky npucoenunenus ECIIJ momxna
o0OecrieunBaTh TapaHTUPOBAHHOE BBHITIOJHEHHWE TMapaMETPOB KadecTBa Tepenaydu
JAHHBIX, COOTBETCTBYIOIIMX TpeOOBaHUSM mOAKIoueHus i kaxaoro C30,
MOKJIFOYEHHOTO
Kk ECILJ;

— poueHT norepu IP-makeros, 3anepxka nepenauu IP-rakeroB u Bapuanus
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BpEMEHHM 3a/1epKKu [P-1makeToB JOMKHBI COOTBETCTBOBATH TpeboBaHusIM T3;

— ApyruM TpeOOBaHUSAM, U3JI0KEHHBIM B T3.

2.30. Toukm npucoenunenuss ECIIJI pasa O6bektoB LUK 1omxHBI
COOTBETCTBOBATH CIEAYIOIIUM [TAPAMETPAM:

— konudectBO Touexk mpucoeaunenus ECIIJ] mma  O6vexktoB UK
onpenensieTcss B cooTBeTcTBUU ¢ KonuuectBoM O0bexToB LMK, ykazanHbIX B 3asBKax,
Ipy 3TOM JoIyckaerca opranu3auuds ogHoil Touku npucoenunHenus ECIT/]
st Heckosibkux O0bekToB LMK, pacmnonokeHHbIX B OJJHOM 37aHUH, TOMEILECHUU;

— yBennueHue/ymenbiienne Touek mnpucoenunenuss ECIIJ mnpoucxoaut
npu ¢popmupoBanun HOBbIX O0bekTOB I[IMK Poccun wnm ux cokpamieHuu mocie
IIOJIy4eHUS 3asIBKH;

— rnojoca mponyckanusa Ha oaHy Touky npucoenunenus ECIIJ momxaa
o0ecnieunBaTh TapaHTUPOBAHHOE BBHINOJHEHHE IapaMEeTpOB KauecTBa Iepenayu
JaHHBIX, COOTBETCTBYIOIIUX TPEOOBAHUSIM MOAKIIOUEHUs A1 Kaxkaoro Oobexra LIUK;

— ko3 unrieHT rotoBHOCTH ceT Kr obmmit He menee 0,99 3a pacueTHbIi
nepuoj (KaJeHIapHBIA Mecsll), pacueT KOTOpOoro ocyiuectBisiercss B CHCTEMHOM
IIPOEKTE;

— npoueHT norepu [P-mmakeros, 3axepkka nepenaun [P-makeroB u Bapuanus
BpeMeHU 3ajiepkKku [P-niakeToB OIKHBI COOTBETCTBOBATH TpeOoBanusm T3;

— IpYruM TpeOOBaHUAM, U3JI0KEHHBIM B T3.

2.31. Ucnonnutenp o0s3aH okasbiBaTh Ycnyru cBsizu st C30 u OOBEKTOB

MUK 6e3 orpanuueHust oobema rnepeaadu (0e3IUMMUTHO).

2.32. Ucnonuurens camocrosrensHo npucoeaunsier K ECIT MC, Ha ocHOBaHUHA

3aIpoOCOB OT 3aKa3uMKa.

2.33. Ucnonnutens 00s3an npousBectu npucoenunenue MC k ECIIJI B Teuenue
30 (Tpuaouatd) OHEW C ATkl MOJY4YEHHs 3ampoca OT 3akazuuKa WM 3alpocoB
ot Brnanensue UC unu LUK, npu ycnouu roroBHoctu Bnanensues MC wimn UK
COIIaCOBAaTh M PEAIM30BATh TEXHUYECKOE PENICHHUE IO MOJAKIIOYECHUIO B YKa3aHHBIN
CpPOK, a Takke Ipu HazHaueHHMu co cTopoHbl MC wunm UK nui, OTBETCTBEHHBIX

3a JMarHOCTUKY U YyCTpaHeHue mnpooOieMm, Bo3Hukawmmx Mexay ECI u UC
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(KOHTaKThl OTBETCTBEHHBIX mepenatorcsa Mcenomnurtento nuckMoM). B ciydae
HerotoBHoctu Bmanensues MC wmm UK wucnonuates yka3zanHbele TpeOoBaHHS —
HcnonHurtens MpOBOAUT ACKAIALMIO 3aKa3uWKy JJISI COTJACOBAHMS HOBBIX CpPOKOB
MOAKITIOUCHMUS.

2.34. VcnionHuTenb 3a CBOM CUET TMPOBOAUT BCE HEOOXOIUMBIE pPadOTHI
no npucoenunenuto UC k ECII] B Tom uucne u gopadotrky MC B yactu obecrnieueHus
o0opynoBaHuEeM I OOECTICUCHHS] KPUNTOTPa(PUUECKOW 3alluThl TepeaBacMbIX
TAHHBIX MexAy noap3oBaTensmu u MC.

2.35. Ucnomaurens npucoenuuser k ECII/] pernonanbHble W MyHUITUTIATHHBIC
CeTU TMepelauyd JaHHBIX CyObekToB Poccuiickoit ®enepanuu, Mo O0OpalICHUIO
cyorektoB  Poccuiickoit ~ ®denepamuu.  llpucoenuHeHue  perMOHANBHBIX U
MYHULIMOATBHBIX CETeW TMepenaund JaHHbIX CyOBekToB Poccuiickoit ®enepanuu
MIPOU3BOJIUTCS TIOCJIE COIIACOBAHUS C 3aKa3UUKOM.

2.36. Ucnonnutens obecreuynBaeT MapuipyTu3aluio Tpaduka U JTOCTYIMHOCTb
NC nmna C30, NOAKIIOYEHHBIX K PETrHOHAIBHBIM CeTsIM CyObeKToB Poccuiickoit
®denepanuu, B CBOEH 30HE OTBETCTBEHHOCTH.

2.37. UcnomauTens, s odecredeHus Y CIyT CBSA3H, MPU MOAKITIOYCHUN 00BEKTa
k ECIIJ eaunopazoBo okasbiBaeT cojeiictBue C30 no Hactpoiike Bcex APM,
HMEIOIIMX TEXHUYECKYI0 BO3MOXHOCTh mnoakiaoueHus k ECIII. Ilocnenyromee
COZICUCTBHE
M0 MNOJKIIYEHHIO HOBbIX APM mocne mnepBuuHOi opranm3auuu yciayru B C30
OKa3bIBAIOTCS nyTeM Mpe0CTaBICHUS HEOOXOIUMBIX UHCTPYKIHI u
KOHCYJIbTAIIMOHHOM MOJIIEPHKKH.

2.38. Ilpu okazanum VYciuyr cBsi3u, B TOM 4YHCJIE€ B 4YacTH OOeCHeYeHUus
¢ynkunonupoBanusi ['AC «Bsibope», O0bektam HUK HWcenonnutens o0s3aH
BBITIONIHATH TexHuueckue TpeboBanus «Ha okazanue YcCiyr CBS3U TEPPUTOPHATHHBIM
n30upaTeIbHBIM KOMHCCHSM M H30UpPATEebHBIM KOMHUCCHUSAM CYOBEeKTOB Poccuiickoi
Oenepanuu s obecniedenus GyHkiumonupoBanuss ['AC «Boidopsr»y (Ilpunoxenue
Neo 7), eciii ©HOE HE YCTaHOBIIEHO JIEHCTBYIOIIUM 3aKOHOAATEIBCTBOM.

2.39. Opranmzamuss Kanama L2 ot C30 nmo Touku mnpucoenunenuss ECIIJ]
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MPOBOAMTCA B TpaHUIaX oAHOro cyowrekra Poccuiickoit ®enepaumu. Ilpu oTcyTcTBUN
HKOHOMUYECKOM M TeXHUYECKO 1enecoodpaznoctu noakaodennst Kanana L2 x ECIT/]
B rpaHuuax ogHoro cyowekra Poccuiickoit ®denepauuu, noaxmoueHue C30 moxkeT
obITh BeIMONHEHO K Touke mpucoeaunenuss ECIIJl cocennero cyOwekta Poccuiickoii
@enepanny, IIpd ITOM JAHHOE pEIIEHUE coryacoBbiBaeTrcs  McnosHuTenem
¢ 3aKa34MKOM.

2.40. Tlopkmouenue Kamama L2 or C30, O6wekra IIMK x Touke
npucoenudenus: ECII] npoBoautcs cunamu McnoHUTES.

2.41. TpeboBauus K B3aNUMOJIENUCTBUIO MEXKITY Wcnonaurenem u

IIpencrasurenem C30 npu npeaocTaBIeHUN Y CIVT CBI3H.

2.41.1. HcnonHutens TMpeAoCTaBiseT H ycraHaBimuaeT s Bcex (30,
npucoequHsaeMbix (noakiaouaembix) k ECIIl, xpunroMapuipyTuzaTopbl. YCTaHOBKA
KPUIITOMAPIIPYTU3aTOPOB  OCYIIECTBIISIETCS. B TEICKOMMYHHKAIIMOHHBIE —IIKa(BbI.
B cnyuae orcyrerBus Ha 00bekTe C30 TeneKOMMYHUKAIIMOHHOTO 1Kada VcrnonHurens
OCYUIIECTBJISIET €r0 YCTAHOBKY.

2.41.2. YcraHoBka KkpunroMapuipytuzatopa HWcmnonautenem He Tpedyercs
B ciydae, eciud Ha ydactke cetd ot C30 go Touku npucoenunenus k ECII] 3amura
JaHHBIX  oOecrieunBaeTcsi CTOpoHHMM  omepatopom CK3M B cooTBercTBUH
¢ TpeboBanusamu T3.

2.41.3. HcnonHuTenb B TEUYCHHWE BCETO CpOKa OKa3aHWUA YCIyr CBS3H
o0ecreunBaeT 3a CBOW CUET HACTPOWKY, BKIIOUAsi H3MEHEHNE HACTPOEK B COOTBETCTBUU
C 3ampocaMM 3aKa3uuKa, TEXHUYECKOEe 0OCIIy>)KMBaHHUE U PEMOHT 00OpYIOBaHHUS, B TOM
YUCJIE KPUNITOMAPLIPYTU3aTOPOB, ycTaHOBIEHHbIX Mcnonnutenem B C30. Ilpu sTom
CPOKH
U TOPSAOK BBIMOJHEHHUS PETrJIAMEHTHBIX M PEMOHTHBIX pPabOT yCTaHABIMBAIOTCS

PeriiamMeHTOM TEXHUYECKOW MOIJIEPKKHU MPU OKA3aHUU Y CIYTU CBS3U, YTBEPKICHHBIM

3aKa3ynuKoM.

2.42. TpeboBaHus K B3aNUMOJIEUCTBUIO MEXKITY Wcnonaurenem

u [IpencraButenem UK nipu nipeocrasieHnn Y CIVr CBI3H.

2.42.1. HcnonuuTtens OpeIoCTaBisIeT U YCTaHABIMBAET JIJII BCEX OOBEKTOB
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UK, npucoenuusemsix (noakmouaembix) k ECIIJ, kpunromapumpyTtu3aTopbl
WM MaplipyTU3aTOpbl HAa OCHOBAaHUM  3asBOK. YCTaHOBKa 0O0OpyAOBaHUSA
OCYIIECTBJISIETCS B TEIEKOMMYHUKAIIMOHHBIE IIKadbl. B cirydae oTcyTcTBUS HA 00BEKTE
MUK TenexkoMmMyHHKAITMOHHOTO miKada VICTIOHATENh OCYIIECTBISET €r0 YCTAaHOBKY.
2.42.2. Komnonent «lIpemocraBienne pgoctyma» g M30HUpaTeIbHBIX
KoMHCCUH cyOBekToB Poccuiickoit deaepaiuu U TEPPUTOPUATIBHBIX HM30MPATEIbHBIX
KOMHCCHI, PpAacIloOiOXKEHHbIX Ha TeppUTOpHUsX cyObekToB Poccuiickoit denepanuun
(3a wuckmouenrem Pecnyonmukun Kpeim u 1. CeBactomossi) B COOTBETCTBHUH

¢ 3anpocamu [I1K P® 6e3 ycranoBku CK3U (mnsa HoBbix OO0BekTOB [IUK, panee

He noakimodyeHHbIXx Kk ECIIJI) — BximodaeT B ce0s YCTaHOBKY MapuIpyTHU3aTOpa
Ha oobekTe LK.
2.42.3. Hcnonuutens B TEUEHHE BCErO CpoKa OKa3aHWUs YCIOyr CBS3U

o0ecneunBaeT 3a CBOW CUET HACTPOWKY, BKIIOUAsi H3MEHEHNE HACTPOEK B COOTBETCTBUU
C 3ampocaMM 3aKa3zulKa, TEXHUUECKOEe 0OCIIy)KUBAHHE U PEMOHT 00OpYy/I0BaHUs, B TOM
YUCJIE KPUNTOMAPIIPYTU3aTOPOB U MapIIPyTU3aTOPOB, YCTAaHOBIICHHBIX VcnomHuTEIEM
B C30 B pamkax OKa3aHus YCIYyT B COOTBETCTBUHU
¢ HacrosmmM T3. Ilpm 3TOM CpOKM M TOpPSNOK BBINOJHEHUS PETJIAMEHTHBIX U
PEMOHTHBIX pPa0OT yCTaHABIMUBAIOTCS PeriaMeHTOM TEXHUYECKONW MOMIEPKKU IpHU
OKa3aHWM Y CIIyTH CBSI3U, YTBEP/KAECHHBIM 3aKa34YUKOM.

2.42.4. TpeGoBaHusg K cpeacTBaM MaPIIPYTH3ALINHA.

2.42.4.1. CpenctBa MapuipyTHU3aluu JOJHKHBI BRIMOMHATE GyHKui Firewall u
Qo0S, a TakKe JIOJIKHEL:

— obOecrnieunBaTh BO3MOXXHOCTb MOHHMTOPUHIA COCTOSHHSI IO TPOTOKOIY
SNMP;

—  MOAJAEpPX UBATh CTAaTHUYECKYI0 U JAMHAMHYECKYI0 Mapuipyrtuzaunuio |Pv4
u IPv6 no nportokonry BGPv4 (cnenudukanus IETF RFC 1771), OSPFVv2,
RIPvZ;

—  obmnanate MexaHuzMamu ¢uibTpanuu Tpaduka no TCP/UDP noprawm;

—  NOJIJEPXKUBATh NPOTOKOJIBI pe3epBupoBanns VRRP;

—  noanepxuBaTh Mexanusm NAT;
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—  obOecrneunmBaTh TMOAJNEPKKY HEe MeHee 3 (Tpex) KIIacCOB OOCITYKUBaHHUS
Tpaduka moaenu DiffServ;

—  obecnieunBaTh BO3MOXHOCTH paboTel B kaduectBe DHCP relay arenTa,
KJINEHTA, CEPBEPA;

—  obecrieunBaTh BO3MOXKHOCTh PaboThl B kadectBe DNS (kimeHTa, Proxy,
cepepa), NTP (kimenTta, cepepa);

—  obecrnieunBaTh BO3MOXHOCTb MOJAAEPKKH co3nanusi VPN TyHHenen.

2.42.42. Pexum pabOThl CpEACTB MapHIPyTHU3AIMUd — KPYIVIOCYTOYHBIM
HE0OCITy>)KMBaeMbIii, 10 cxeme 24 Jaca B CyTKH, 7 THEW B HEJIETIIO.

2.43. TpeOoBaHusa K MOAYIBLHOCTHA Y CIVT CBSI3H.

1) VYcayru cBsi3u AOJDKHBI 00J1aaTh MOAYIbHOCTBIO]

2) MonaynpHOCT,  JIOJDKHA  oOecliedrBaTh  BO3MOXHOCTH  JT0OABIIATH
1 KoMOMHUpPOBaTh KOMIOHEHTHI B paMKax Mpe0CTaBIeHUs Y CIIyT CBS3H;

3) Kaxnpiit KommoneHT 10/mKeH 00eCeunBaTh BBIMOIHEHHE CBOCH (DYHKITHH.

2.44. TpeGoBanusg K MacIITAOUPYEMOCTH Y CIIYT CBSI3H.

1) WcnonHuTeNnb TOJDKEH O00eCHeYnTh TEXHUYECKYI0 TOTOBHOCTh CETH
nepenaun naHHbIXx Mcnomautens k okazanuio Ycuayr cBsa3u C30 B COOTBETCTBUHU
C TIOJY4YEHHBIMU OT 3aKa3qyuka 3asiBKaMH;

2) Yciyru CBs3M JTOJDKHBI 00€CICUHBATh MAacIITAOUPYEeMOCTh, JTOCTATOUYHYIO
st paboThl caMux YcCayr CBsi3W, a Takxke Bcex KOMIIOHEHTOB B €€ cocTaBe
0e3 JOMOTHUTENbHBIX 3aTPaT 3aKa3unKa;

3) MacmrabupyemMocts  YCIyr  CBSI3UM  MOXET  JOCTUTAThCS  IyTEM
MOJIEpHU3AIMK MPOrPaMMHOI0 W/WJIM alMapaTHOro OO0ecreueHus, MOAKIIOYEHUS
nonoaHuTENbHBIX cucTeM K ECIIJ] 1 pacmmpenrneM mpormyCcKHOM CIOCOOHOCTH KaHAJIOB
CBSI3U;

4) PacmmpeHue KaHAJIOB CBSA3M HE JO/DKHO MPUBOAUTH K YXYAIICHHIO
MapaMeTpoOB KauecTBa Y CIIYT CBSI3U U HE JOJKHO OKa3bIBATh BIMsIHUE HA KOMIIOHEHTHI,

5) Hcnonnutenr BO BpeMs HCIOJHEHHUS TOCYJapCTBEHHOIO KOHTpaKTa
CaMOCTOSATENIbHO WM 10 TpeOoBaHMIO 3aKa3uWKa OIpeAenseT HEOO0XOIUMOCTh

MaciTabupoBaHus Y CIIyT.
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2.45. TpeboBaHUs K OTKA30YCTOMYUBOCTH Y CIIVT:

1) VYcayru cBs3W JO/DKHBI OOECICUHMBATH OTKA30yCTOMYHMBOCTH B IICJIOM
U OTKa30yCTOMYMBOCTh KOMIOHEHTOB B 4acTHOCTH. B cilyyae BO3HUKHOBEHHsI cOOEB
WM aBapuid YCIOyTH CBSI3UM JIOJDKHBI  MPEJOCTABIATh BO3MOXKHOCTH HW3MEHEHUS
QITOPUTMOB PabOTHI, JIJIsi 00ECIeUeHUsl COXpaHeHus: pabOTOCTIOCOOHOCTH Y CIYT CBSI3U
B IIOJTHOM O00BEME;

2) OTKa30yCTOWYMBOCTh MOJAKIIOYCHUS MPU OKa3aHUHM Y CIYT CBS3H JIOJDKHA
00ecreynBaThCs CICAYIONIMME PEIICHUSIMH, HO HE UCKITIOUYUTEIBHO!

— WCIIOJIb30BAaHUE PE3EPBHBIX KAHAJIOB CBS3M HA MAaruCTPAJIbHBIX JIMHUSIX
ECIIA;

— UCIIOJIb30BaHUE Ha CErMEHTax MPLS-cetu Ucnonuurens
OTKa30yCTOMYUBBIX KOH(UTrypauuid 00OpyHOBaHUS U MNPOrPAMMHOIO OOECredyeHwus,
mo cxemaM N-+1 i N+N;

— UCIIOJIb30BAaHUE HMCTOYHUKOB OecriepeOOMHOro mnuTaHus Ha Toukax
MPUCOEAUHEHUS JIS 3aIUTHI OT MOTEPH ANEKTPONMUTAHUS;

— TyOJIMpPOBAaHKE KITFOYEBBIX KOMIIOHEHTOB;

— WCTOJB30BAaHUE  PE3EPBHBIX  KAHAJIOB CBSI3U B MarucCTpaJibHOM
cocrapisitonier  ECITJL mexny Toukamu mnpucoenudenuss ECIIJ, mno3Bosisirommx
nepeHanpaBisITh Tpaduk B 00X0/1 OTKA3aBIIETO MyTH;

— MapupyTu3anuo Tpaduka ¢ TPUMEHEHHEM MPOTOKOJIOB CTAaTUYECKOU
WJIY JUHAMHYECKON MaplIpyTU3aluu;

3) B ciuywae mnpekpallleHHs SHEProcHaOXarollel opraHu3alded Ioaaun
anexktponutanus Ha Touky npucoeaudenus ECIIJI, NcnomauTens 00s3aH NpOJ0JKUTh
MpEOCTaBICHUE YCIOyr CBsi3M B TeueHue 4 yacoB. bonee mnTeNbHBIE TEPEPHIBBI
B DJIEKTPOCHAOXKEHWHU, TOATBEPKJACHHBIE CO CTOPOHBI  IHEPTrOCHAOKAIOIIUX
OpraHu3aINi, CYUTAIOTCS (DOPC-MaKOPOM.

2.45.1. TpebGoBanusi k oTkazoycTrodunBoctd KommoHeHTa «MOHHUTOPUHT U

obecrieueHre  OC30IIACHOCTH _ CBSA3M» B 4YacTU _ DJIEMEHTA _ MEKCETESBOIO

skpauupoBanusg (MCD):

1) OrkazoyctoiunBocth MCD [0DKHO 00ECHeUMBATBCS — CIICAYIOIUMHU
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PELICHUSIMU:

— WCIIOJIb30BAaHWE  OTKA30yCTOWYMBBHIX  KOH(HTypamwii  anmapaTHOTO
U TIPOrPaMMHOT0 00ECTICUECHHUS;

—  pE3epBHPOBAHME HACTPOEK CPEACTB 3AIIMTHI.

2.45.2. Tpeboanus Kk oTKazoycrohunBocT KomnoHeHTa «MOHUTOPUHT

1 o0ecrieueHre 0€30aCHOCTH CBSI3HM» B YaCTH DJIEMEHTA «3alllMThI OT DDoS»:

1) OTka30ycTOMUMBOCTH cpencTB 3amuThl 0T DDOS momkHO oOecnednBaThCS
CJIEIYIOUUMU PEIICHUSIMU:

— WCIOJB30BAaHUE  OTKA30yCTOMYMBBIX  KOH(UTYypalMil  ammapaTHOro
Y MIPOTPAMMHOTO 00eCTICUEHUS;

— UCIIOJIb30BAaHUE PE3EPBHBIX KAHAJIOB CBSI3W B MAarucTpajiu, MO3BOJSIOIINX
MepeHanpaBsITh Tpahuk B 00X0J] OTKA3aBILETO MYyTH;

—  pe3epBHpPOBAHUE HACTPOEK CpEICTB 3aIUTHI.

2.46. TpeboBannsa Kk peamu3aimmud  CUCTEMBI  TEXHUYECKHUX  CPEIACTB

U1t obecneyeHus HYHKIMI OrepaTuBHO-pO3bICKHBIX Meponpusatuii (COPM).

Ob6ecrnieunty peanuzanuio (yakuuiik COPM (COPM 2 u COPM 3), B

COOTBETCTBHUH C TPEOOBAaHUSIMU HOPMATUBHO-TIPABOBBIX AKTOB:

1) TpeGoBaHus K CETAM JIEKTPOCBSI3U JJIsI TIPOBEICHUS ONIEPATUBHO-PO3BICKHBIX
Mepornpusituii  Yacte 1. OOmme TpeboBanus (yTB. TMpuKazoM MwuHUCTEpPCTBA
UH(POPMAIIMOHHBIX TEXHOJOTHH U cBs3u PD ot 16 stuBaps 2008 r. Ne 6);

2) IlpaBuna oxa3zaHHWsl TEJIEMATHUYECKUX YCIYyr CBSI3M (YTB. IOCTAHOBJICHUEM
[TpaButensctBa PO ot 31 nexabps 2021 Ne 2607 "O6 yrBepxaeHun [IpaBun okazaHus
TEJIEMATUIECKUX YCIIYT CBSI3U");

3) Ilocranosnenue IlpaBurensctBa P® ot 27 aBrycra 2005 1. Ne 538
«O06 ytBepxaeHnu [IpaBuin B3auMOJICHCTBUS OMEPATOPOB CBSI3U C YIOTHOMOUYEHHBIMU
rOCyJJapCTBEHHBIMU  OpraHamH,  OCYLIECTBIISIIOIIMMH  ONEPATHBHO-PO3BICKHYIO
NS TENBHOCTDY;

4) ITpuka3z MuHHCTEpCTBA CBSI3M U MAcCCOBBIX KOMMYyHUKanuii PO ot 16 anpens

2014 r. Ne 83 «OO0 yrBepxknenun I[lpaBun npumeHeHUss OOOpPYAOBAHHUS CHUCTEM
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KOMMYTallU{, BKIIIOYash MPOrpaMMHOE oOecrieueHne, 00eCreurBaloIero BhIIOJHEHUE
YCTAHOBJICHHBIX JEHUCTBUI NpPU MPOBEIACHUU OINEPATUBHO-PO3BICKHBIX MEPOIPUSITUH.
Yacte III. [lpaBuna mpuMeHeHHUsT OO0OPYIOBaHHMS KOMMYTAIlMM M MapUIPyTH3ALUH
MIAKETOB MH(OpMaALUKU CETeN Mepeaadyn AaHHBIX, BKIOYas MPOrpaMMHOE 0OeCIeueHHeE,
00€CIeYnBaIONIETO  BBIMOJIHEHUE YCTAHOBJICHHBIX JEHCTBUM TIPU  MPOBEACHUU
ONIEPATUBHO-PO3BICKHBIX MEPOTIPUATUI;

5) Ilpukaz MunuctepctBa UUGPOBOTO pa3BUTHS, CBA3M W  MacCOBBIX
koMMyHUKamii PO ot 29 oxTsa6ps 2018 r. Ne 573 «O06 yrBepxkaenun TpeGoBaHui
K TEXHUYECKUM U MPOTPAMMHBIM CpeACTBaM MHGOPMAIMOHHBIX CUCTEM, COJEpIKAIIIX
0a3bl JaHHBIX a0OHEHTOB OINEPAaTOpPa CBS3M W MPEAOCTABICHHBIX UM YyCIyrax CBS3H,
a Taxke MHGOPMAIMIO O TMOJh30BATENSAX YCIYTraMU CBSI3U U O TMPEJOCTABICHHBIX UM
yciyrax  CBSI3M, OOECHEeYMBAIOUIMX  BBIOJIHEHUWE  YCTAHOBJIEHHBIX  JEHCTBUMI
IIPU MTPOBEJAEHUU ONEPATUBHO-PO3BICKHBIX MEPOIIPUATHIN;

6) ®enepanbHbiii 3akoH OT 6 utosg 2016 1. Ne 374-03 «O BHeCEHUU U3MEHEHUN
B @epnepanbHblii  3akOH "O  OPOTUBOJACUCTBHUM  TEPPOPU3MY"' H  OTHEIbHBIC
3aKkOHoarenbHble  akThl  Poccuiickon ®enepanun B 4YacTH  YCTaHOBJICHUS
JOTIOJTHUTENbHBIX MEpP MPOTUBOACHCTBUS TEppOpU3My U oOecrieueHus oOLECTBEHHON
0€30MacCHOCTH.

2.47. TpeboBaHUA K XpPaHEHHUIO IieperaBaecMoro Tpaduka W CO3JAHUIO CHUCTEM

XpaHCHUA JAHHBIX.

Obecneunth peanuzaiuio (QYHKIMA 1O XpaHEHHWIO TMepelaBaeMoro Tpaduka
1 CO3JJaHUI0 CUCTEM XPaHEHHUsI JJAHHBIX B COOTBETCTBUU C TPEOOBAaHUSIMHU HOPMATHUBHO-
MPABOBBIX AKTOB W BHIMOJHEHHS JACHCTBYIOIIETO COTJIACOBAHHOTO IJIaHA MEPOTNPHUSITUN
o peanu3anuu TpedoBanuit denepanbHoro 3akona ot 06 uromnst 2016 r. Ne 374-d3 «O
BHECEHUU H3MeHeHU B DenepaiibHbll 3aKOH «O TPOTHUBOJECUCTBUU TEPPOPUIMY»
Y OTJEINIbHBIE 3aKOHOAATENIbHBIE akThl Poccuiickoii degepannu B 4aCTU YCTaHOBIICHUS
JIOTIOJTHUTENIBHBIX MEp MPOTUBOCHCTBUS TEppOopuU3My U oOecrieueHus OOIEeCTBEHHON

0€30IaCHOCTI.
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2.48. TpeboBaHUS K CHCTEMHOMY IIPOEKTY.

He mno3mnee 90 xanenmapHbix AHel ¢ MomeHTa noanucanus KoHrTpakra,
HcnomuuTenb MOMKEH MPEAOCTaBUTh 3aKa3uMKy CHCTEMHBIA MPOEKT, OMUCHIBAIOIINI
BOIIPOCHI MPEIOCTaBICHUS Y CIIYT CBSI3U, BKIIOYAS:

2.48.1. Mopens yrpo3 6e3omacHocTd HHGOpMAIUH.

Monens yrpo3 0e3onacHOCTH HHPOPMAIUH TOJIKHA COAEPKATh OMHCAHUE YIPo3
O6e3onacHocTH WH(GOpPMAIMK, BKIIOYAIOIIEe OMHCAHUE BO3MOXKHOCTEH HapylIuTeleH
(Mozenp HapymIUTENs), BO3MOXKHBIX YSA3BUMOCTEH MPOrpaMMHBIX MOIYJEH, criocoboB
peanu3anuu yrpo3 0e30macHOCTH HHPOPMALIUU U TIOCIIEJCTBUN OT HAPYIICHHUS] CBOMCTB
6e30macHOCTH UH(POPMAIIUH.

Jns onpeneneHuss yrpo3 0e3omacHOCTH HHGpOpMaIMU U pa3pabOTKU MOJeId
yrpo3 W MOJENH HapymwuTens Oe30macHOCTH  HMHQPOpPMALMA  MPUMEHSIOTCS
METOJUYECKHE JOKYMEHTHI, paszpadotanHbie u yTBepxkaAcHHble DCTOK Poccun,
yuuTbiBaeTcs uHbopmanusa u3 banka naHHbIX yrpo3 OesomacHoctu CTOK Poccum

(https://bdu.fstec.ru/), TIlpukaz @®CBb Poccum ot 10 wuroas 2014 1. Ne 378

«O06 ytBepxknennn CocTaBa M COJEpKaHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX MeEp
mo oOecreyeHnuto Oe30MaCHOCTH TMEPCOHANBHBIX JIaHHBIX TpU HUX 00paboTke
B MHGOPMAIMOHHBIX CHUCTEMax MEPCOHAIBHBIX JAHHBIX C HMCIOJB30BAHUEM CPEICTB
kpuntorpadguueckoil  3amuTbl  UHQOpMANMKM, HEOOXOAMMBIX JJIi  BBIMIOJIHEHUS
yctaHoBieHHbIX [IpaBuTenbcTtBOM Poccuiickoit deneparnuu TpeOOBaHUN K 3alUTe
MEePCOHATBLHBIX TAHHBIX IS KAXKJIOTO U3 YPOBHEHN 3aIIUILIEHHOCTH.

TpeboBanus k  Kommonenty — «3ammra  JaHHBIX» OIIPELEIISAIOTCA:
- B 3aBHCHMOCTH OT KJlacca 3allUIIEHHOCTH W Yrpo3 0e30macHOCTH WHGOpMAIIH,
BKJIIOUEHHBIX B MOJIENIb YTPo3 0e30MmacHOCTH HH(OpMaIIUH;
- ¢ yuetom 'OCT 34.602, 'OCT P 51583 u I'OCT P 51624, B yactu onpeaeneHus:

-11es1eit ¥ 3aj1a4 o0ecTieueHust 3aluThl UHPOpMaITUK;

-KJ1acca 3aluIeHHOCTH;

-TIEPEYHs] HOPMATUBHBIX [PABOBBIX AaKTOB, METOJUYECKUX JIOKYMEHTOB
M HaIMOHAJIBHBIX CTaHJIAPTOB, KOTOPHIM JIOJDKHBI COOTBETCTBOBaTh KOMITOHEHT

«3amuTa JaHHBIX»,
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-TpeboBaHui K 3amuTe MHGOPMAlMU MPU MHPOPMALMOHHOM B3aUMOJICHCTBUU
¢ UC u unHPOpManmOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSIMU, B ToM uucie ¢ UC
OOUB, PONB.

2.48.2. Peammzaruto COPM.

2.48.3. Mepornpuatus 1o peanu3anuu TpeOoBaHuil dDefepaibHOTO 3aKOHA
oT 06 uronst 2016 roga Ne 374-®3 «O BHeceHUM U3MeHeHU B DenepalibHbIi 3akoH «O
MPOTUBOACUCTBUN TEPPOPUIMY.

2.48.4. ObGecnieueHue BBITIOJTHEHUS TpeOoBaHUN K okazaHuio KommoHeHTa
«IIpenocTraBieHne JO0CTymay.

2.48.5. OOecrieueHne BBIMIOJHEHUSI TpeOoOBaHMU TO oKazanuio KommoHeHTa
«OrpanuyeHue A0cTyna K uHbopmaIum.

2.48.6. OOecrieueHne BBIMOJHEHUSI TpeOoOBaHWMU TO oKazaHuio KommoHeHTa
«MOHUTOPHHT U o0ecrieueHne 0€30MacCHOCTH CBS3U.

2.48.7. OOmme  TPUHIMUIIBI  IOCTPOCHUS  CETEBOM  HMH(PPACTPYKTYpPHI
JUIsL OKa3aHus Y CIIyT CBS3H.

2.48.8. nxKeHEpHO-TEXHUYECKUE DEIICHUs MO OpraHu3alMi OKa3zaHus Y CIIyT
cBs3u g C30 wa 6a3e ECIT/I.

2.48.9. MnxeHepHO-TEXHUYECKUE DEIICHUs MO OpraHU3allMi OKa3aHus Y CIyr
cBs3u it C30 Ha 6a3e CIyTHUKOBOM CETH CBS3H.

2.48.10. Omucanme u ctpykrypHble cxeMbl noctpoenusi ECII/] mo cyOwnexTam
Poccuiickon ®@enepanumu.

[Ipu mnoctpoeHnn HHPPACTPYKTYpbl nisi oka3aHuss KommnoHeHTa — «3amiura
JAHHBIX», IIPOBECTH OLIEHKY B COOTBETCTBYIOLIEM NOpsAKE, ycTaHOBIEHHOM D3 Nel&7
«O 0e30IMacHOCTH KPUTHIECKON MHGOPMAIIMOHHON 111 nHPpacTpyKTypsl Poccuiickoit

dbenepauun» ot 26.07.2017 r.

2.49. TpeboBaHMI K TEXHHYECKOW momaepxke HMcrnogHuTenss npu OKa3aHWU
Ycuyr cBA3M:

2.49.1. B nepuon oxazanuss VYcenyr ez Mcnonnurtens  00s13aH

OCYIIECTBJIATh TEXHUYECKyI0 mojaepkky Ilorpebuteneii (manee - TexHudeckas
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MOJAACPKKA) MO BOMpOcaM OKa3aHUs YCIYr CBSI3M B COOTBETCTBUE ¢ PermameHTOM
TEXHHUYCECKOH IOICPKKH TPH OKa3aHWW Y CIyrd CBs3M (YTBEPXKICHHBIM 3aKa3dyuKOM
B coorBeTcTBUM 11. 7.1. T3).

2.49.2. B  mensx  okazaHus ~ JIONMOJHUTEIBHOM  KOHCYJIHTAallMOHHOM
noanepxxku Ilorpeburteneid mo BompocaM, CBA3aHHBIM C OKa3aHHEM YCIYyTr CBSI3H, a
TaKKe B IeJIIX 00ecleueHrs BO3MOKHOCTH YIpaBIeHUs Y CIyraMu CBSI3U CO CTOPOHBI
[Totpebureneit, McnomHuTens MOMKEH CO3/aTh pecypc B cetu MHTepHET, pa3MecTUTh
HAa HEM HUHCTPYKIMU WU JOTMOJHUTENbHbIe MaTepuansl Juisi [loTpeOuteneit u co3naTh
JInuHBIM KaOUHET.

2.49.3. TexHuueckass MOJJEPKKa JOJDKHA OCYIIECTBISATHCS KPYTJIOCYTOYHO
1 €KEIHEBHO B COOTBETCTBUU C PeriiaMeHTOM TEXHUYECKON MOJIEPKKHA IIPU OKa3aHHUU
VYenyru  cBsizu, yrBepkAeHHBIM 3akazuukoM. Jlns OObexktoB I[IMK Permament
pa3pabaTbiBaeTCsl OTIEIbHO M JObKeH ObiTh cornacoBan ¢ IIUK Poccuu. Ilocne
yTBepKJieHus Pernamenta 3aka3zuuMkoM, OH JOJKEH ObITh pasmeleH Mcnomnurenem
Ha pecypce, CO31aHHOM B cooTrBerctBUM ¢ n. 2.50.2 T3, m HampaBieH LA
03HAKOMJICHUS
B azpec Bcex [loTpebOuTtenei, ykazaHHbIX B 3asBKax 3aka3uuMka Ha OKazaHue Y CIyru
CBSI3U.

2.49.4. O6parmeHus B TEXHUYECKYIO MOJIEPKKY JTIOJIKHBI
PErHCTPUPOBATHCS MTOCPEICTBOM CIEAYIOLIUX CIOCOOOB:

— TI0 equHOMY OecIIaTHOMY KOHTaKTHOMY HOMepy TenedoHa;

— TIOCPEJCTBOM OTIPABKU COOOIICHUN DSJIEKTPOHHON MOYTHI Ha €IUHBINA
MOYTOBBIN SIINK,

— TOCPEICTBOM JIMYHOTO KaOWHETa,

— aBTOMATHYECKOE 3aBEJCHUE WHIIMJIECHTOB Ha OCHOBAaHUU COOBITHA,
MOJIYYEHHBIX B xozue OKa3aHUs KomrmonenTa «MoHUTOpUHT
u obecrieueHune Oe3omacHOCTH CBA3M» (DieMeHT « MOHUTOPHHT apaMEeTPOB KadecTBa
MPEAOCTABIIIEMBIX YCIYT).

2.49.5. [TpodummakTudeckue pabOThI:

1) Ilpu npoBemeHun NPOGUIAKTHYECKUX pabOT JOMYyCKAeTCsS MepephiB
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B OKa3aHWUM Y CIYT CBS3H.

2)  IlpoBeneHme yKkazaHHBIX BUIOB PabOT JOJDKHO OCYIIECTBISTHCS B Yachl
HauMeHblled Harpy3ku u uHbopmupoBanue mnpeactaButenass C30 MOMKHO OBITH
MIPOM3BENICHO 3apaHee He MeHee 4eM 3a 3 paboumx JHA A0 Haudana paboT mo tenedony
WIH JIEKTPOHHOM TOUTe.

2.49.6. [IpuopuTeThl ¥ BpeMs BOCCTAHOBJIEHHUSI pabOTOCIIOCOOHOCTH Y CIIyT
cBsa3u w1 OowvexroB LUK onpenensiercs tpedoBanusimu [Ipunoxenus Ne7.

2.49.7. [IpropuTeThl ¥ BpeMs BOCCTAHOBJICHHUS pabOTOCIIOCOOHOCTH Y CIIyT
cBsi3u J1st OOpa3oBaTeNbHBIX OPTaHU3AIIHIA:

1) HewcnpaBHOCTH MOAPA3ACISAIOTCS HA YETHIPE MPHOPUTETA TIO CTEICHU
CPOYHOCTH UX YCTPAHCHUS:

1-v111 npuopumem — Kpumuunuwiii:

—  CONpOBOXKJaeMas ycliyra He JOCTYIHa (aBapusi);

— MaccoBble (0Oonee gnecaTu oOOpailleHUd B TEUYEHUE TPUILATA MHUHYT
or pasmuuyeblx C30 B oTnenbHOM cyObekTe Poccmiickoit denepanmn)
oOpamieHuii B TEXHUYECKYI0 TOIIEPKKY McronHuTens, CBs3aHHBIC
C HapylieHueM paboTOCTOCOOHOCTH YCIIYT CBSI3U, OTHOCAIIUECS K OJTHOMY
COOBITHIO;

2-oul npuopumem — Bvicokuii:

— HabmiomaeTcst  MaccoBas — JeTpajanus — [POU3BOJIUTEIBHOCTH WU
NEpUOANYECKOEe TpPEphIBAaHUE YCIYI'M B HE MEHEE 5 MpPOLEHTOB OOIIEro
yucia C30 B peruosxe;

—  (ukcupyroTcs MepuoaMYecKHe TPEphIBaHUS WM JAerpafarnus (CHUKCHUE
CKOPOCTU OTHOCHUTEILHO 3asBJIICHHON) B paboTe ycayru B ogHom C30;

3-1i npuopumem — CpedHuii.

—  HapylIeHHE BCTIOMOTATEIbHON (DYHKIIMOHATLHOCTH Y CIIYT CBSI3H;

—  3ampoc Ha oOCTy>KMBaHUE WJIM U3MEHEHUE HACTPOEK;

—  3ampoc Ha HM3MEHEHHE KOH(MUTYypaluu Wi (QYHKIMOHATBHOCTH Y CIyT
CBSI3H,

4-11 npuopumem — Hu3zxuii:
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—  1pobsieMbl 6e3 yTpaThl CIOCOOHOCTH Y CITYT CBSA3H;

—  3aIpochl MO OKa3aHUI0 HH(HOPMALIMOHHON MOJACPKKY;

—  npeactaButento C30 TpeOyeTcsi KOHCYJIbTAIIMS.

[TokazaTenb HopmatuB BpemeHu peakiuu
Pexum perucrpanuu 5
oGpaneHuii 24 yaca 7 qHEl B HEACIIO
Bpewms penieHus 10* gacoB pabdouero Bpemenu (¢ 08:00 go 18:00
WHITAICHTOB MIePBOTO MECTHOTO BPEMEHH T10 pabOYnM JTHSM) C MOMEHTA
MIPUOpHUTETA perucTpanuu ooparicHus.
B nepuonbl mnpoBeneHuss U30UPATENbHBIX KOMITAHUIN
Pa3IMYHOTO YPOBHS M MEPUOMBI MPOBEICHUS E€IUHOTO
rocyJapCTBEHHOTO 3K3aMEHa- KPYTJIOCYTOYHO
Bpewms peleHus 14 * gacos pabouero Bpemenu (¢ 08:00 mo 18:00
WHIIUJICHTOB BTOPOTO MECTHOTO BPEMEHU 110 pabOYuM JHSIM) C MOMEHTA
MIPUOpHUTETA perucTpanuu ooparicHus.

B nepuon npoBeneHust n30UpaTenbHbIX KOMITAHUHN
PAa3IMYHOTO YPOBHS U MEPUOJIBI TPOBEACHUS €IMHOTO

rocyagapCTBCHHOI'O 3K3aMCHaA - KPYIJIOCYTOYHO

Bpewms pemenus
VHIUJAECHTOB TPETHETO
MIPUOPHUTETA

20* gaca pabouero Bpemenu (c 08:00 mo 18:00
MECTHOTO BPEMEHH 110 pabouuM JHIM). B mepruon
NPOBECHMS H30UPATEIIbHBIX KOMIIAHUHA Pa3IMIHOTO

YPOBHS- KPYTJIOCYTOYHO

Bpewms pemenus
VHIHMJIEHTOB YETBEPTOTO

MpUOpUTETA

24* qaca pabouero Bpemenu (¢ 08:00 mo 18:00
MECTHOTO BpeMEHU 10 pabouuM qHsM) B nepuon
POBEICHUS U30MPATETBHBIX KOMITAHUM Pa3IMYHOTO

YPOBHS- KPYTJIOCYTOYHO

*) VYkazaHo BpeMsi YCTpaHEHHMs HEUCIPABHOCTH, HE TpeOyrolee BhIe3a.

J1J1st BOCCTAaHOBJICHHSI MaruCTPaJIbHON KaOeIbHONW HH(PPACTPYKTYPHI, pabOT HA y3JI0BOM

Y MarucTpajbHOM O0OpPYAOBAHHUH, 3aMEHbI 000PYI0BAHMS/BOCCTAHOBICHUS KaOEIbHOU

uHppacTpyktypel HWcnmonHuTens u uWHBIX paboT, TpeOyromux Boie3ga B C30,

HOpPMATHBHBIE CPOKHM pEIICHUs] MHUUACHTA yBelIMuuBaroTcsa Ha 48 4yacoB. YKa3aHO
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BpeMs ISl BOCCTAHOBUTEIBHBIX paboT uHppacTpykTypsl Wcmomuutens, Oe3 yuera
BPEMEHH BOCCTAaHOBHUTENIBHBIX paboT oOopyaoBanus C30, uHOPACTPYKTYpHI
MH(POPMAIIMOHHBIX CUCTEM, a Takxke Hamuuusg C30 B TPyAHOZOCTYIHOM HACEJIEHHOM
ITyHKTE.

Jlis 0OBEKTOB, PACMONOKEHHBIX B TPYAHOAOCTYNHBIX HACEICHHBIX ITyHKTaX
(TPpYyITHOOCTYIIHBIM HACENEHHBIA MyHKT - 3TO HACEJIEHHBIM IYHKT, KOTOpPbI B CHUIY
MOTOJIHBIX, MPUPOJHBIX, TEXHOTEHHBIX M HMHBIX OOCTOSTENbCTB W (MJIM) OTCYTCTBHUSA
AJIEMEHTOB HH(QPACTPYKTYphl CTAHOBUTCS HEJOCTYIHBIM WU TPYAHOJOCTUKUMBIM
JUIsL  TPAHCIIOPTHBIX CPEACTB) CPOK PpEIICHUS HHIMACHTA JUIsi BOCCTAHOBJICHUS
ka0enbHON MH(ppacTpykTypsl HcnonnuTens, 3aMeHbl o0opynoBanus McnomHurtens u
UHBIX paboT, TpeOyromux Bble3na Ha 00bekT C30, a Takke A1 BOCCTAaHOBJICHUS
MarucTpajibHOM KaOelbHOUW MHQPACTPYKTYypbl, padOT Ha Y3JI0BOM M MAarucTpaJbHOM

obopynoBanuu, yeauuuBaercs 10 10 pabouux JHEH.



40

PersiaMeHT TeXHMYECKOH NOJAEPKKHM IIPU OKA3aHUU YCIYTH CBS3H JOJIKEH

MpeayCMaTpUBaTh TOPSAIOK B3auMoaercTBusi Mexay [lorpebutenem, VMcmomaurenem

151 3aK8,3‘II/IKOM, B TOM YUCIJIC.

MOPSAZOK PETUCTPALMU, OTKPBITHS, O00paOOTKM M 3aKpbITHS oOpalieHui
[ToTpebuTeneit mo BompocaM TmpeaocTaBiieHus Ycuyr cBsizum CiaykOoit
TEXHUYECKOMN nmoaepKku 3akazuuka u Ciy:k00M TEXHUUECKOU MOJACPKKU
Hcnonaurens;

MOPSAZOK PEruCTpaIfu, OTKPBITHS, 0OpaOOTKH M 3aKphITUS OOpaIleHUH,
CO3/IaHHBIX HA OCHOBAaHUU COOBITUHM, MOJYYEHHBIX B XOJAE OKa3aHMs
Komnonenta «MoHuTopuHr u oOecrieueHue OE€30MacHOCTH  CBSI3U»
(OnemeHT «MOHHTOPUHT TMapaMeTpPoOB KadecTBa MPEIOCTaBISICMbIX
YCIYT»);

nopsiiok  B3aumoaeiicteus  Ilorpebuteneir, Ciy:)xO00i TEXHUYECKOU
noanepkkn  3akazuuka u Cioyx00il  TEXHUYECKOHM  MOIACPKKH
HcrnonHurens mpu IUIAHUPOBAHUM M IPOBEIACHUM TEXHOJIOIMYECKUX
NIEPEPHIBOB;

nopsaoK (HOpMHUpPOBaHUS W MPEAOCTABICHUS 3aKa3yMKy OTYETHOCTHU
no obpamenusm [loTpeduteneit U OTYETHOCTH O KAayeCTBE YCIYT CBSI3U
Komnonenta «MoHuTOopuHr u oOecrniedeHue O€30MacHOCTH — CBSI3U»
(OnemMeHT «MOHUTOPUHI MapaMETPOB KauecTBa IPEAOCTaBISIEMbIX
yCIIyT»);

NOPSJIOK PETUCTPALIMM, OTKPBITUS, OOpaOOTKM U 3aKpBITHS OOpaleHui

[ToTpeOuTeneii, HanpaBieHHbIX Yepe3 JIMUHbIN KaOUHET.

Ilpumeuanus:

1) B ciyuasix, eciu aiisi perieHusl 3aBKH TpeOyeTcs TOTIOTHUTEIbHAS WHPOpMAIIHS

ot Ilorpeburens nimu mpoBepka pabOTOCIIOCOOHOCTH C €ro CTOPOHBI, BpeMsl MPOCTOS

HE YYUTBHIBAETCS, J0 MOITYUYEHUS 3aMpPOIICHHON HH(OpMAIUK.

2) OTkiroueHus (TepephiBbl), BBI3BaHHBIC JTFO00H U3 MEPEUUCIICHHBIX HUXKE MPUYHH,

HC KJ'IaCCI/I(I)I/IHI/Ip}IIOTCH KaK HCAOCTYITHOCTh NJIM HCUCIIPABHOCTD:
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—  TpOBEICHHE IUIAHOBBIX MNpoduiuakTuyeckux pador (mamee — [IIIP)
C yBEeIIOMJICHHEM IpejacTaButTenei 3akasuuka w/miu [loTpedureneit B cpok
HE MeHee TpexX padouux AHEH 10 BpeMeHU IPOoBeIeHUs padoT;

—  pabota Ha obopynoBanuu VMcnonaurens no 3amnpocy [lorpedurens;

—  TecTUpoBaHHE Ycnyr cBsizu 1o 3amnpocy IloTpebGutens B ciydae, Koraa
He ObLIO BBISIBIICHO HUKAKOW HEMCIPABHOCTHU WJIM HEJIOCTYITHOCTH;

—  HEHUCHpaBHOCTH WiH JeekTsl 00opyaoBanus [lorpedureneii;

—  MepephiBbl B MPEJAOCTABICHUU Y CIYT CBSI3U, BBI3BAHHBIC YMBIILICHHBIMU
WJIM HEYMBIIUIEHHBIMU JeicTBUAMH [loTpedureneii;

—  (opc-maxop, B TOM 4YHCII€ IEUCTBUS, BIPSMYIO I KOCBEHHO BIIHSIONINE
Ha CpPOKM oOpraHmzanuu pabor wiu cobmonaeHue VcnonHurenem
00s3aTenbCTB B pamkax T3.

2.49.8. Hcnonnutenb B TEUEHHE BCETO CpOKa OKa3aHUs YCIYr CBs3U
IPEIOCTABIIAET 3aKa3uMKy JOCTYN 4epe3 OoOOpyAOBaHME KPUIITO3ALIUTHI, K CHUCTEME
perucrpauMd  OOpallleHHil, yNpaBlieHWs W  pEUIeHUs  HMHIMICHTOB/3alpOCOB
Wcnonuaurens (Service Desk).

2.49.9. HcnonHuTenb B TEUYCHHE BCETO CpOKa OKa3aHUsS YCIYr CBS3H
MIPEIOCTABIISET BHIJCIICHHBI MHOTOKAHAJIbHBIN Tele(OHHBIN HOMEP B KOJIe AOCTyMa K
yciyre 25eKTpocBszu «800» st peructparuu oopamennii [lorpeduteneit CiyxOo0ii
TEXHUYECKOUN MOIJICPHKKHN 3aKa3unKa, a TAKKE MPEAOCTABIISIET 3aKa3YUKY BO3MOXKHOCTD
aBTOMATHUYECKOTO pacrpesiesieHus] BbI30BOB. Bri3oBel [loTpebuTteneli Ha BbIACICHHBIN
TenedoHHbIM HoMep VcnmoaHuTENs JOJKHBI OCYIIECTBISTHCSA O€3 B3MMaHUs IJIaThl 32

HCXOSIIEE COeNMHEHME Ha Beell Tepputopun Poccniickon @enepanun.

3. CocTaB YciIyr cBsi3u.

Oxazanne MHcnomnutenem VYceuyr cBs3u i1 C30 u O6bekroB LUK
OCYIIECTBJISIETCSL ~ HAa  TeppuTopusx  cyowektoB  Poccuiickoit denepanuu
(3a uckmouenuem Pecnyomuku Kpeim um 1. Ceactonons)(anee — Yeayru cBsizm)
Y COCTOUT U3 caeayromux KoMImoHeHToB:

3.1. KowmmnoneHt «lIpenocrapieHue ocrynay oOeCreyuBaeT MpeaoCTaBiICHUE
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noctynma C30, Oo6bektam MK, pacnonokeHHBIM Ha TEPPUTOPUU CYOBEKTOB
Poccuiickoit @enepannn (3a uckimouenueM Pecnyomuku Kpeim u r. CeBactormnosns)
k ECII/] B cityuae ero orcyrerBus ([anee - [Ipenocrasiienne qocrymna).

3.2. Kowmmnonent «llepenaya maHHBIX» oOecredyMBaeT Mepeaady JAaHHBIX MpU

OCYIIECTBJICHUU  JOCTyNla K  TOCYAapCTBEHHBbIM,  MYHUIIMMNAIbHBIM,  WHBIM
MHPOPMAIIMOHHBIM cucTeMaM W K cetn WutepHer (/lance - Ilepemavya maHHBIX)
B COCTaBE:

— KoMmIoHeHT ((38,IIII/IT8, JaHHBIX» oOecrneynBaeT 3allIUTyY  OAaHHBIX,

o0OpabaTeIBacMbIX M IepeaaBacMbIX IIPH OCYIICCTBICHUH I0CTYIIa K TOCYIapCTBEHHBIM,
MYHHUIUIAIBHEIM U UHBIM HH(POPMAIMOHHBIM CHCTEMaM, a TakXke K ceTH MHTepHeT
(Janee - 3ammTa JaHHBIX);

— KommnoHeHT «OFDEIHI/I‘—IGHI/IC JOCTVYIIa K I/IHd)ODMaI_[I/II/I» oOecrieunBacT

OrpaHUYeHHE J0oCTyna K HMH(QOpMauuu, pacnpocTpaHeHue KoTopodl B Poccuiickoit
®enepanyu 3anpenieHo, U K MHPOpMalLuu, HAHOCSIIEH Bpesd 3J0pPOBbIO M Pa3BUTHIO
AeTel, coaeprkamieiica B cet HTepHeT ans oOpa3oBaTenbHbIX opranuzauuii ([lamnee -
OrpanuyeHue qocTyna K uHgopmanuu);

—  KommoHeHT «MOHUTOPUHT HW oOecriedeHrue O0e30IMaCHOCTU  CBSI3H»

oOecrieunBaeT MOHUTOPUHT M OOecrieueHre 0e30MacHOCTH CBSI3U MPHU MPEIOCTABICHUH
A0CTYyIIa K TOCYAAPCTBCHHBIM, MYHHUIIUIIAJIbHBIM 1 WHBIM I/IH(l)OpMaLII/IOHHBIM CHUCTCMAaM,
a Takxke Kk cetu Uurepner ([anee - MOHUTOPMHI W oOecredeHue 0e30MACHOCTH
CBSI3H).

3.3. KowmmnoneHnt «Opranuzamms kaHajga [2» oOecnedyrBaeT OpTraHU3aIrio

KaHaljla CBSI3M, BKJIKOYAsl €r0 CO3JaHWE WM MOJCPHU3ALMIO B CIy4ae BO3MOXHOCTH
yIy4dlIeHUs] TMapaMeTpoB KaHajia cBsi3u B cooTBercTBuu ¢ T3, mis C30, OO0BbeKTOB
MUK, pacmonokeHHBIX Ha TeppuTopun CcyObekToB Poccuiickoit ®Denepammm (3a
uckimouenueMm Pecriyonmku Kpeim u 1. CeBactomnodis) ¢ mnenbto nogxiaoueHus k ECIT
(Hanee - Oprann3anus kanama L2).

3.4. Kowmmnonent «llepenaya mannbix L2» oOecrieunBaeT mepenady JaHHBIX

mexay C30, Oo6bektom LUK, pacnonoxeHHBIMH Ha TEPPUTOPUU CYOBEKTOB

Poccuiickoit ®@enepannu (3a uckmoueHueM Pecnyonuku Kpeim m 1. CeBacTorois)
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u ECITJI (danee - lepenaua nanubix L2).

4. TpeOoBaHusi K Ycjayram cBsi3u.

4.1. chym CBA3HU OOJIZKHBI IIPCACTABIIATH coboi COBOKYVYITHOCTD KoMIIOHEHTOB

C BO3MOXHOCTBIO HUX KOMOMHAIMU ¥ u3MeHeHUH. OCHOBHBIMH MPHUHIMIIAMU
oOecrieueHuss YCIyr CBS3M JOJDKHBI SIBISTBCS YHUBEPCAIbHOCTb, YIPABISIEMOCTh
U MacIITaOUpPyeMOCTb.

4.2. VYrupasiaenue YciiyraMu CBSI3H.

HcnonHurens AOJKEH OCYIIECTBISTh YINPABICHUE H3MEHEHUSIMH, KOTOPBIE

MOTYT BKJIFOUYAaTh U3MEHEHUSI IAPAMETPOB Y CIIYT CBSI3U:

— unrepdeiicel obopynoanusi Touek npucoenuneHus ECIIJ, k kotopomy
noaxirouaercs Kanan L2;

— unrepdeiicel o6opynoBanus Touek npucoenunenuss ECIII, k KoTopsiMm
noakitoyaetcs odopynoBanue KCA O6bexroB [{UK;

— tonojiorust ECII/I;

— IP anpeca u nmoxaceru;

— MPOTOKOJIBI MAPLIPYTHU3ALINH;

— npo@uIIA MOPTOB OCTYIIA;

— MPOIMYCKHAasi ~ CIMOCOOHOCTh  Mepeaaud  Tpaduka  pa3HbIX  THUIIOB
0 TpeaocTaBisieMbiM KaHamam cBs3u Mexay C30, O6wekramu I[MUK B 30HE
OTBeTCTBEHHOCTU W cnonmuuTens;

— napameTpbl kauecTBa nepenaun [P-makeros u Ethernet kanpoB C30 mexay
C30 B 30He oTBeTcTBEeHHOCTH McnoHUTENS,

— noaxioueHne C30 k ceru McnonHuTEns Npu U3MEHEHUM KOJIUYECTBA
C30, agpeca mectopactonoxenuss C30 B 30HE OTBETCTBEHHOCTU VICTIOTHUTENS;

— napamMeTpsl kauectBa nepenauu [P-nmakeroB mexay C30, O6wekramu LUK
B 30HE OTBETCTBEHHOCTH VICIIOTHUTENS;

— noakmoueHne OO0wvekToB MK x ECIIJ] npum u3MeHEHHH KOJWYeCTBA

O6nwektoB UK, anpeca mectopacnonoxkenuss Oobekra [[UK B 30He OTBETCTBEHHOCTH
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Ucnonuurens (1o AOMOJHUTEIBHOMY COTJIACOBAHUIO ¢ 3aKa3UYUKOM);

— MIPUOCTAHOBJICHUE WJIM BO30OHOBJICHUE OKa3aHUs Y CIIYT CBS3H;

— okazanue Ycuyr cBs3u s C30, O6wexktoB MUK 1o cormacoBanuto
Mexy 3aka3zunkoM u Mcnonuurenew;

- IpeKpalleHue OKa3aHus Y CIyT CBS3H,

- WHBIE corjacoBaHHble McmomHurtenem u 3aka3dyuKoM IMapaMeTpbl Y CIyT
CBSI3H.

4.3. TpeOoBaHUS K IMIPOU3BOIUTEIHLHOCTH Y CIIYT CBA3H.

1) Ilpow3BOAUTENHLHOCT, YCIYT CBS3M JOJDKHA OBITh  JIOCTATOYHOU
JUTSL BBITIOJIHEHMSI BO3JIOKEHHBIX Ha Hee 3ajad. B ciyyae HEOOXOIUMOCTH YBEIUYECHUS
IIPOU3BOIUTEIBHOCTH VICTIOJNIHUTENb JOJDKEH IPEAYCMOTPETh TaKyH0 BO3MOXKHOCTb
0€e3 JOMOJIHUTENIbHBIX KaluTalbHBIX 3aTParT.
2) VBenuueHHE MPOM3BOAUTEILHOCTH YCIYT CBS3H JIOJDKHO JOCTHTaThCs
CJIEAYIOUIMMHU CIIOCO0aMu:
—  3aME€Ha WIXA MOJIEPHU3AaLMs alllapaTHOro 00eCIeYeH s,
—  3aME€Ha WJIHM MOJIEpHU3AIUs IPOrPaMMHOTO 00eCTIeUeHMS;

—  YBEJIMYCHHE MPOIMYCKHON CIIOCOOHOCTH KaHAJIOB CBSI3H.
5. TpeooBanus k KomnonenTam.
5.1. VYcnyrm cBsi3M  JOMKHBI TPENCTABIATH COO0OM HAOOp  CIEAYIOIIMX

KOMIIOHCHTOB H 2JICMCHTOB:

1) KowmmnoneHt «IIpenocraBiacHue 10CTynay.

2) Kowmmonent «Ilepenaya TaHHBIX:

e DOnemeHT «llepenaua nanueix B BUC ¢ 3amaHHbIMM napaMeTpamu
KauyecTBay,
e DnemeHTt «llepenaya ganHbIX B ceTh UHTEpHET.

3) KoMmmoHEHT «3ammTa JaHHBIX

o OnemeHT «Kpunrorpadguyeckas 3amura KaHaJIOB CBSI3N.

4) KomnoneHT «OrpaHuyeHue A0CTyIa K HHOOpMAIUN»:
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e DOnemeHT «KoHTeHTHas GUIBTPALIUNY.

5) KoMmmnoHeHT «MOHUTOPHHT U 00ecreYeHUE 0€30IMacHOCTH CBSI3M.

e DjemMeHT « MOHUTOPHHT MapaMeTPOB KayecTBa MPEA0CTABIAEMbIX
YCIIyT»;
e DneMmeHT «3ammTa oT DDoS ataky;

e DjeMeHT «MexXCceTeBOe SKPaHUPOBAHUE.

6) KommnoneHnt «Opranu3zaius kanana L2y.

7) Kowmmnonent «Ilepenava nanHbix L.2y.

5.2. Komnonent «IIpenocTaBjieHue 10CTyNaY.

Kommonent ((HpeI[OCTaBJ'ICHI/Ie A0CTyIa» MOOJDKCH ABJIATBHCA YHUBCPCAJIBHBIM,

YIPABJISIEMBIM U MACILITA0OUPYEMBIM.

52.1. TD€6OBaHHH K apXHUTCKTYPC KommoHeHTa «IIpegocTaBaeHUE JOCTYHIAY.

Apxutektypa Komnonenra «IIpenocraBinenne 1ocTynay NpuBeIcHa HA PUCYHKAX

-06vexm €30 1
] E@ o )
KommyTaTop
poctyna
1 Kpunto .
3 MapwpyTusop 1
[ J [ J [} Cetb . TO;KM
Mpucoedunenus
..................................... WUcnonuurens B Cy6vekte PO UCOEGUHEHUR

-06vexm C30 N

Ecna
Kommy-rampz (IP MPLS Ucnonnutens)

Aoctyna -

B =

MapupyTusop

30 Notpeburens

30 Ucnonwnutena

Mpumeyanus:

BYC-BUpTyanbHanA yacTHaA ceTb;
ECM/A-eauHan ceTb nepeaayn AaHHbIX;
WUC-UndpopmaumoHHan cuctema;
NBC-J/10KanbHO BbIYUCIUTENBHAA CETb;
LLOA-LieHTp 06paboTKM AaHHbIX

Puc.1.Apxurextypa Kommnonenra «IIpenocraBnenue nqocryna» aius C30
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-06vexm LMK

KCA
. O6vekta LUK

Cetb
UcnonHutensa B
cybbeKre
PO

] ¢ ECnA
R . (IP MPLS
UcnonHutens)

Kommytatop |
NBC poctyna
1 O6vekrta LMK

30 MNotpeburens 30 Ucnonuutens

-t
-

\
A

v

Mpumeyarus:

BYC-BMpTyanbHas YyacTHas ceTb;
ECNA-epnHan ceTb nepeaym AaHHbIX;
JIBC-JlIoKanbHO BbIYMCAUTENbHAA CETb;
KCA-Komnnekc cpeacTs aBTomaTusauumn

Puc.2.Apxurekrypa Kommnonenra «lIpegocrasnenue nocrynay misa Oosextos [{UK.

5.2.2. Texauueckue CpEeaCTBA peagnu3aliu Kommonenrta Yeayr

«lIpenocTaBieHre 1OCTYIa).

[Tonkmouenne Kanana L2 x Touke mpucoegunenus ECIIJ, O6bexToB
UK k Touke mnpucoennnenuss ECIIJ ocymecTBisgercs B COOTBETCTBHHM C
TpeboBanusmu T3.

5.2.3. Yupasnenue Komnonenrom «IIpenocraBieHue 10CTYIIAY.

Hns ykazanubeix 3akazuukom C30, O6wektoB [IUK HWcnonnutens momkeH
OCYIIECTBJISITh YIPABJICHUE HW3MEHEHUSIMH, KOTOpPbIE MOTYT BKJIIOYaTh HW3MEHEHUS
MapaMeTPOB OKa3aHUs Y CIYT CBSI3U:

— unTepdeiic Ha obopynoBanuu VcnomHUTEN, K KOTOPOMY TMOAKIIOYACTCS
Kanan L2;

— uHTepdeiic Ha obopynoBanun VcnonHUTENsA, K KOTOPOMY MOAKIIOYAETCS
obopynoBanue KCA O6bexra [[UK;

— tonosorust ECIII;

— IP agpeca u moacerwu;

— MIPOTOKOJIBI MAPUIPYTHU3ALINH;

— MpoQIH MOPTOB JOCTYIIA;

— MPOIYCKHAasi ~ CIMIOCOOHOCTh  Tepeiaud  Tpaduka  pa3HbIX  THIIOB
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Mo mpenocTraBisgeMblM KaHamam cBsi3u Mexay C30, O6wextamu LUK B 30HE
OTBETCTBEHHOCTU W cnonmuurerns;

— napamMeTphl kauectBa nepenauu [P-makeroB u Ethernet kagpos C30 mexay
C30 B 30He oTBeTcTBeHHOCTH McnomHuUTEN,

— nogaxioueHne C30 k ceru HMcmonHuTtenss Opyd M3MEHEHUHU ajpeca
MecTtopacnosnoxeHus C30 B 30HE OTBETCTBEHHOCTH VcrioHuTENS,

— MIPUOCTAHOBJICHUE WJIM BO3OOHOBIICHUE OKa3aHUs Y CIIyTH CBA3H;

— IpOMyCKHAss  CIIOCOOHOCTh  mepenaud  Tpaduka  pa3HbIX  THUIIOB
[0 TpeAOoCTaBIsieMbIM KaHajlaM cBsi3u  Mexay OoObexktamu [[MK B 30HE
OTBETCTBEHHOCTHU WcnomHuTens;

— noakaoueHne O60wvekta I[WMK x ECIIJ] npu wu3MeHeHuu ajpeca
Mectopacnoioxenuss Oowekra [{UK B 30He oTBeTcTBeHHOCTH McTionHuTENS;

— okazanue Ycuyr cBs3u i HoBeix C30, OOwbektoB LMK B 30HE
OTBETCTBEHHOCTM  VcmonmHWTEnss MO  COTJIACOBAHMIO  MEXKAY  3aKa3YUKOM
u McnonHutenewm;

— pEKpaIleHUe OKa3aHUs Y CIYT CBSI3M MO MPEIOCTABICHUIO JOCTYIIA;

— WHBIE corjacoBaHHble VcmomHuTelneM M 3aKa3uyuKOM MapameTpbl Y Cayr

CBSI3U.

5.2.4. TpeboBaHUS K JIONOJHUTEILHOMY (DVHKIIMOHAIY W  COIPSKECHUIO

CO CMCKHBIMU CUCTCMAMMU.

1) KOMIOHEHT JODKEH HWMETh BO3MOXHOCTh pACIIUPATh (YHKIIMOHAI
MOCPEACTBOM TOJKIIOYCHHUs] K WH(GOPMAlMOHHBIM pecypcaM H cuctemam, 0e3
CHWKEHUS YpOBHS MH(MOPMAIMOHHOW OE€30MaCHOCTH, €MKOCTH YCIyr CBA3MU
Y TIPOM3BOAUTEIHLHOCTH.

2) K cMeXHBIM CHCTEMaM OTHOCSTCSI:

—  cerb UHTEpHET;
—  BHEIIHHE IEHTPHI 00paboTku AaHHBIX Vcnonaurens u/unu Bnagensues NC.

5.2.5. TpeboBaHus K IPOU3BOIUTEILHOCTH.

HpOI/IBBOI[I/ITeJ'IBHOCTB JOJDKHA OBITh a0 CTaTOYHOM I BBIINTOJIHCHU S

BO3JIOKEHHBIX ~Ha Hee 3agad. B cioyyae  HEOOXOAMMOCTH  yBEJIWYECHMS
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MIPOU3BOIUTENIBHOCTH VICTIOIHUTEND HOKEH MPEAYCMOTPETh TAKYI0 BO3MOXKHOCTb.
5.2.6. Komnonent  «lIpemoctaBnenue  AocTyma»  JODKEH  00ECHEYHUTH
COBOKYMHYIO MPOIMYCKHYIO  CIIOCOOHOCTh M3 pacyera HEO0OXOJAMMOCTH
obecrnieyeHus: Kaxaomy mnojkirodeHHoMy C30, B COOTBETCTBUM C 3asiBKaMu,
CJIEIYIOLIUX MapaMeTpOB:

—  HaxXoJIfIIHMecs B rOpOJCKUX MoceieHusx — He MeHee 100 (cta) Mout/c no
HaMpaBIIEHUIO «0T»/«k» C30;

—  HaxXOJAIIHECs B CEIbCKUX IMOCeIeHUAX — He MeHee S50 (maTunecsatu) Mout/c
10 HANPaBIEHUIO «0T»/«k» C30;

—  HaxXoJdIIHUecs B TPYIHOJOCTYIMHBIX HACEICHHBIX IMYHKTaX, MOJKIIOYCHHBIC
[0 CIIyTHUKOBBIM KaHallaM CBsi3u — He MeHee | (omHoro) MoOwut/c mo
HarpasjeHuIo «om»/«k» C30.

s C30, noAKIIOUEHHOMY MO MHOM TEXHOJOTUH OTJIMYHOW OT BOJIOKOHHO-
ONTUYECKOW M CITyTHHUKOBOW TEXHOJOTHHM JOMYCKAETCS aCUMMETPUYHOCTH
KaHaJla CBS3H.

5.2.7. Kowmmonent «lIpenocraBieHne gocTyma»  JOKEH  OOCCIICUUTH

COBOKYMHYIO IPOMYCKHYIK)  CIOCOOHOCTh M3 pacyera HeoOXOAMMOCTU

obOecrieuenus kaxuaomy mnonkiodeHHomy OObexty UK  cnemyrommx

apameTpOB:

— TUK — ne menee 60 (mecthaecsat) MOUT/C IO HAMTPABICHUSIM «OTH/«K»

TUK, c yuerom (Bkitowasi) TpeOOBaHMS K CKOPOCTH Tepelayd JaHHBIX

st pocryna Kk 'AC «BbiOopel», ykazanHbix B Ilpunoxenun Ne 7 k T3

(3a uckmouenueM THUK pacnosioKeHHBIX B yAANEHHBIX U TPYIHOAOCTYITHBIX

HACEJICHHBIX ITyHKTaX);

— UK CP® — ne menee 140 (cro copok) MOUT/C mo HampaBieHUSIM

«om/«x» UK CPO, ¢ yuetom (BKIOouasi) TpeOOBaHMS K CKOPOCTH Tepeaaydud

naHHbIX 11 poctyna kK AC «Bwibops», ykazanubeix B [Ipunoxkenun Ne 7 x T3

(3a uckmouenrem NK CP® pacnonoxeHHbIX B yIaJE€HHBIX U TPYIHOAOCTYITHBIX

HAaCEJICHHBIX ITyHKTaX);



49
— UK Poccum — ne wmenee 40000 (copox Teicsd) MOUT/C

mo HampaBieHusM «oT»/«k» LUK Poccuu, ¢ ydetom (Bkirodasi) TpeGoBaHUS
K CKOpOCTH Tmepeaaud naHHbIX s goctyna kK ['AC «BblOopbl», yka3zaHHBIX
B [Ipunoxenun Ne 7 k T3;

— s OOBEKTOB UK, PacIOI0KEHHBIX B YIAAJICHHBIX
U TPYAHOJOCTYIIHBIX HACEJICHHBIX IMyHKTax - He MeHee 1 (ogHoro) MoOwuTt/c
«om/«x» O0bekTy LIUK ¢ yueTom (BkIiTtOUast) TpeOOBaHUS K CKOPOCTH TIepeaadn
naHubIx 11 noctyna k 'AC «Bsibopsi», ykazanubix B [Ipunosxkenun Ne 7 k T3.

5.2.8. VYBemmuenwe mpowmsBoauTenbHOocTH KommonenTta «lIpegocraBienue

JOCTYIa» JIOJKHO JOCTUTAThCS CIEAYIOIIMMHU CIIOCOOaMH:

—  3aME€Ha WIHM MOJIEpHU3AaLUs allapaTHOro 00eCIeYeHMs;

—  3aMeHa WIHM MOJEPHHU3aLHUs IPOrPaMMHOTO 00€CTIeUEHNS;

—  YBEJIMYEHHE IMPOIMYCKHOM CIOCOOHOCTH KAaHAaJOB CBSI3U, MarucTPajbHBIX
Y Ha ypPOBHE CETEH JOCTYIIA.

5.2.9. Kommonent «lIpenocraBnenue qoctymna» A0KEH 00€CeunBaTh JOCTYM K

cetu UHTepHer m Bo3MoxkHOCTh goctyna C30 k MC, momkeH obecrnieunBaTh

noctyn k cetu Wuteprer u noctyn OO0bekToB I[UK x I'AC «Bbibopb» B
COOTBETCTBHUH C TpeOboBaHUsIMU T3.

5.2.10. Hazrauenue KommoHenra «[IpenocraBjieHre 10CTYIIay.

Kommonent VYciuyr cBsasu  «lIpegocrtaBienue  noctyma»  MpeaHA3HAYECH
s opranusanuu noakmroueHus C30, OobvekroB LUK uwepe3 Kananm L2 k Toukam
npucoequnenust ECIIJ, OO6wektoB IIMK x Toukam mnpucoenunenuss k ECIIJ]
s O6bextoB UK.

5.2.11. Tpedosanue k Komnonenry «IIpenocraBiieHre NOCTYIIAY:

1)  ECIIJ] momkHa TpeacTaBisTh COOOW BBIACICHHYIO CETh, MOCTPOCHHYIO
Ha oOopynoBaHuM VcronHUTENs] W MCHOJB3YIONIYI0O COOCTBEHHBIE KaHAJBI CBSI3U
HcnonHurens, NCKIOYAOIIYI0 OpraHA3alyIi0 KaHAJIOB MTOBEpX ceTu VHTepHeT.

2) ECIIJI nomkHa OBITh MOCTPOEHA C MCHOJB30BAHMEM TEXHOJIOTUU
MHOTONPOTOKOJAbHOH KOMMyTanuu 1o Metkam IP/MPLS u umerp BO3MOXKHOCTH

obecneuenus ceppucon L2/1.3 MPLS VPN.
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3) ECII[] nomxkHa TOAAEpPXKUBATH CTATHYECKYHD M JUHAMHYECKYIO
MapipyTusanuio 1o nporokory BGPv4 (cnemudukanus IETF RFC 1771).

4)  HcnosHUTENb MOKEH NPEAOCTaBUTh MapUIPyTU3HPYEMYIO BUPTYAIbHYIO
YacTHYIO ceThb 3-ro ypoBHs cornacHo kiaccuduxaruu [[OCT P UICO/MDK 7498-1-99,
Opyd HSTOM yKa3aHHas CeTh JIOJDKHA oOeclieyuBaTh Iepenayy uHGOpMaIu 1o
nporokony IP cornacno cnemudukarnuu IETF RFC 791 u o6ecnieunBaTh NpoXoxkKaeHHE
Mexay uHTepdeiicamu noctyna odopynoBanusi [lorpebureneit [P-maketoB pazmepom
1o 1514 6aiit BrmountensHo (MTU) 6e3 ux pparmenTanuu.

5) ECIIJI pomxHa MO3BOJSITH CO3JaHHME HECKOJIbKO BbIIeIeHHBIX BUC,
KQK]IbII U3 KOTOPBIX M30JMPOBaH JIPYT OT Jpyra Ha JIOTHYECKOM YPOBHE.

6) ECII[ nomkHa HMETh BO3MOXHOCTh OPraHM30BaTh, KaK MHHHMYM,
cnenyromue BUC:

— BUYC nns B3auMopaeicTBUsL MEXIAy 0Opa3oBaTEIbHBIMH OpTaHU3AIMSIMU
U LEHTPAJIM30BaHHOIO JOCTyna B ceTb VHTepHeT (Ha ypoBHe cyObekra Poccuiickoil
Qenepaunn), a TakkKe C BO3MOXHOCThIO jgoctyna k HWMC Ha denepaibHOM
U PETMOHAIIBHOM YPOBHSIX.

—  BUC gna UK, UK CPO, TUK nns nepenaun ganubix I'AC «Bbe1i6opbi»,

—  BUYC gns UK CP®, TUK nanst noctyna B ceth UHTEpHET.

5.2.12. TpeboBaHUS K TONOJIOTUU CETH.

1) B ECIIJ] UcnomHutenb AODKEH OPraHW30BaTh TOYKH MPUCOCTUHCHHUS
ECIIJ] B amMuHUCTpaTUBHBIX IIeHTpax cyObekToB PD (3a uckmouenuem PecnyOnuku
Kpbim u r. CeBacTomnomns).

2) Touka mnpucoeaunenus ECIIJ] pomxHa OBITh MNOJIKIIOYEHA K
MaructpanbHoi cetu HMcmomautenss npu nomomm  BOJIC. IlpeanodyturensHo
noakitouenue Touek npucoennnenus ECIIJ] k maructpanbHoil cetn McnionauTens npu
IMOMOILH PE3€PBUPOBAHHBIX KAHAJIOB.

3)  ECIIJ nomxHa 00J1a1aTh BO3MOKHOCTHIO OPTaHU3AIMHU CIICAYIOIIUX THITOB
cszeit g BUC:

— «kaxapii ¢ kKaxaeiM» (Full mesh) — mexny mo6oit mapoir CE maker

MIPOXOJUT IO ONITUMAJILHOMY C TOUKH 3pEHHUS CETU VICIIOTHUTENS MapLIPYTY;
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— «3BE3Ma» WM «d4acTU4Has CBs3HOCTB» (hub & spoke) — peammsyercs
CBSI3HOCTh TaKHUM 00pa3oM, 4YTO y3Jbl CETH, OINpeAesieHHble Kak spoke momywaror
MapHIpyTHY0 HH(GOpPMaILUIO TOIBKO OT hub, hub moxydaer mapuipyTsl oT Bcex spoke.
OT0 03HauaeT, uTo Tpaduk OT spoke MOXKET OBITH HANpaBJIEH TOJBKO B CTOPOHY hub.
[Tocne nmonydenus u odpadotku Tpaduka hub moxker HampaBisaTh TpaduK Ha APyrou
spoke, TeM cambIM 3ambikas Becb Tpadguk B BUC Ha cels; 3amaum MapipyTH3auu
Tpaduka, mpoxozsmiero uepes hub, 6eper Ha ceds 3akazuuk;

- «MPOM3BOJIbHASL CBA3HOCTH» — JPYTHUe BapUaAHTHI TOMOJIOTHHA BUPTYaIbHOU
YaCTHOM ceTH, HeOOXOANMMbIE 3aKa34HKY; ISl peaTn3aliy JaHHOTO BapHaHTa B KXKIOM
KOHKPETHOM ClTy4ae pa3pabaThIBacTCs cCXeMa OpraHu3aliy yCIyTH.

5.2.13. O01me npuHIUILE HOPMUPOBAHUS ATPECHOTO IMIPOCTPAHCTBA .

1) dopmupoanue aapecHoro npoctpanctsa B ECII/l qomkHa OCHOBBIBATHCS
Ha pexoMeHmanusax gokyMeHta RFC 1918 «Address Allocation for Private Internetsy»
(pacpeneneHre anpecoB B 4YacTHBIX [P-ceTsx), a Takke JOMHKHO YYUTHIBATH
pekomenaanuun RFC 6890 «Special-Purpose IP Address Registriesy u RFC 2544
«Benchmarking Methodology for Network Interconnect Devicesy.

2) B BUC ECIIJ] momkHBI HCIIOIB30BAaThCS CETH Kilacca A U3 aMana3oHa,
paspenieHHoro K npuMmeHeHuto B 4acTHbIX [P-ceTsix 10.0.0.0/8. Mcnonb3oBaHue MHBIX
CeTel COrjlacoBBIBACTCS C 3aKa3UUKOM.

3) KpomMe OCHOBHOTO aapecHOro MPOCTPAHCTBA, B BUIC UCKIIOYCHHS, MOTYT
HCIIOJIb30BAaThCS JOMOJHUTENIBHO arana3onbl [P-ceTel u oTAeIbHBIX agpeCcoB.

4) TpaHCHAIUS CETEBBIX aJPeCOB B PEKHUME «OJUH K MHOTHMY
Mpu B3auMOJIeHCTBUU Mexay lloTpeOurtensmu AoJKHA OTCYTCTBOBATh. TpaHCISIUS
aapecoB B pexume «l k 1» Bo3MOXHAa MO corjlacoBaHuiro ¢ lcmogHUTEneMm.
Ilepeceuenrie aapecHBIX MPOCTPAHCTB HMCKIIFOYACTCS MCIOJb30BAHUEM JICTUTUMHBIX
(BBLAAHHBIX LIEHTPAIM30BaHHO VcOMHUTENEM) aJIpECHBIX MMYJIOB.

5.2.14. TpeOoBaHUs K KAYECTBY OOCIVKUBAHUS .

1)  ECIIJI nmomkHa TpeAOCTaBIATh Kak MHUHUMYM 3 KJlacca KadyecTBa
obcnyxkuBanusi Tpaduka wmoxaenu DiffServ. [lo cormacoBanuio ¢ 3aka3zdyuKkom

JOTTYCKAeTCsl MCMOJIb30BAaHUE MOJeel KauecTBa OOCITY)KMBaHHMS C OOJIBIINM WM
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MEHBIIIMM KOJIMYECTBOM KJIACCOB.
2) B pamkax mozaenu ¢ 3 kiaccaMu OOCITY>KHBaHHS IpH Tiepenade Tpaduka
mexay [lorpedurensmu ECIIJ] momkHa moaiepKuBaTh:
—  Kiacc 1 — Tpaduk npunoxeHwii peasbHOro BpeMEeHH (T0J0C, BHUAEO),
KPUTHYHBIN K MIOTEPSM MAKETOB, 3aJIepyKKaM M KOJICOAHUSIM 3a7CPIKKH;
—  Kunacc 2 — Tpaduk KopriopaTUBHBIX HH()OPMAIIMOHHBIX CUCTEM, KPUTHUHBIH
K 3aJIepKKaM U OTEPSM;
— Knacc 3 — Ttpaduk, HeKpUTHUHBIA K 3anepxkkam (MHTepHeT, pa3iuyHbIe
CETEBBIE CITY>KOBbI).
3) Knaccudukamus tpaduka T0DKHA OCYIICCTBIATBCS IA Kaxaoro IP-
MaKeTa B OTJeIbHOCTH, TiepeaaBaemoro B IP/MPLS cets UcnomHuTens, B COOTBETCTBUU

co 3HaueHueMm ero nosist DSCP, kak yka3zaHo B clieiyroieil Tadmuie:

Tun Tpaduka 3nauenue DSCP 3aronoBka

Kiacce 1 CS4

Kiacc 2 AF21

Knace 3 Default (siro0Obie 3HaUeHUSs, OTIIMYHBIC OT KJ1accoB | u 2)
[Ipumeyanus:

— IIpu nepenaue nmansubix yepe3 IP/MPLS cerp McnomHuTens 3aroioBKU
IP-rmakeToB MEHATHCS HE JIOJKHBI.

- [Ipu mpeBbimennn Ttpadpukom Kracca 1 mpomyckHOW CrocoOHOCTH,
yCTaHOBJIEHHOW Ha mopty i Kiacca 1, gomkeH mpou3BOguThCs — cOpoc
IP-makeroB ¢ kadectBom Knacca 3; mpu mnpebiieHun Tpadukom Kiacca 2,
MPOMYCKHOM CMOCOOHOCTH, YCTaHOBJIEHHOW Ha mopty mius Kimacca 2, — cOpoc IP-
nakeToB ¢ kauectBoMm Kiacca 3; npu npessiienun tpaduxom Kiacca 3 mpomyckHo#

crocoOHOCTH mopTa — copoc |P-nmakeros.
5.3. Komnonenr «Ilepegaya 1aHHBIX».

5.3.1. TpeGomanus k apxutektype Kommnonenra «llepenaua qaHHbIXY.

Apxurekrypa Komnoneunra «Ilepenaua JTAHHBIX)» IIPUBEJICHA
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Mpumeyanus: UCN
BYC-BupTyanbHana yacTHaA ceTb;
ECN/A-eanHan ceTb Nnepeaayu AaHHbIX;
UC-UnpopmaumoHHan cuctema;
NBC-/10KanbHO BbIYUCUTENBHAA CETb;
LOA-LenTp 06paboTku AaHHbIX

Puc.3.Apxurekrypa Komnonenra «llepegaua ganHbIX».
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Mpumeyarus:

BYC-BMpTyanbHasn yacTHas ceTb;
ECNA-eanHan ceTb nepefaym AaHHbIX;
JIBC-J1Io0KanbHO BbIYMCAUTENbHAA CETb;
KCA-komnneKc cpefcTs aBToMaTU3aLmmn

Puc.4.Apxurekrypa Komnonenta «llepenaya nanusix» s Oo6bvexkros UK.

5.3.2. Dnement «llepegaya JaHHBIX B YacTHOM  BUPTYyaJbHOM  CETU
C 3alaHHBIMU MMapaMeTpaMu KadecTBa» (majiee — Jaement I1J] B BUC).

5.3.2.1.Has3nauenune Dnementa [1J]1 8 BUC.
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Onement 11/l B BUC npeana3znauen ais nepenayu naHHbix nocpeacrsom ECIT/L
Mexny Touxkamu mnpucoenunenuss ECIIJ, mnpu ocymectBiaenun poctyna C30
K TOCYJapCTBEHHBIM, MYHUIIMITAIIbHBIM U UHBIM HUH()OPMAIMOHHBIM CHCTEMaM, U CETH
WNHurepHer.

Onement I1J] B BUC npeagnasnauen mis nepenaun nanHbeix no ECII mexmay
Toukamu mnpucoeaunenuss ECIIJ] mpu ocymectBienun npoctyna OOwvektoB UK
Kk 'AC «Bb100opb1».

5.3.2.2. TpeboBaHus K IPOITYCKHON CHOCOOHOCTH.

I[1I B8 BUC pommkHa OCYHWIECTBISATBCA C YUYETOM CIEAYIOIIUX CKOPOCTHBIX

napametpoB nojakatoueHuss C30 k ECII/, B cooTBeTCTBUM ¢ 3asiBKaMU:

CkopocThb 10cTyna K CETH
WNutepner

st o0pa3oBaTeIbHbIX OpraHu3aIni, He menee 100 M6mr/c
HaXOJIAIIUXCS B TOPOJICKUX MOCETCHUSX
s 00pa3oBaTeIbHbBIX OpraHu3aINin, He menee 50 M6ut/c
HaXOJISAMIUXCS B CENBCKUX TOCETICHUIX
s 00pa3zoBaTEIbHbBIX OpraHu3aIlni,
MOAKIIOYAEMBIX C MCIOJIB30BAHHEM HHBIX JIMHUN
CBs3U (B TOM 4YHCIE CIYTHUKOBBIX) B Cllydae He menee 1 Mourt/c
HEBO3MOXHOCTH ucnonb3oBanuss BOJIC

IIJI 8 BUC pobkHa OCYHIECTBISATBCS C YUYETOM CIEAYIOIIUX CKOPOCTHBIX

napameTpoB noakaoueHuss oobektoB UK k ECII/;

CxopocThb 1ocTyna K CeTH

Nutepuer | [AC «Bpi6opsn»

Hnst LentpanbHOil W30MpaTeNbHOW KOMUCCUU - 40T'6/c
Poccuiickon Oenepannm

Hns  U3OuparenpHpix KoMmMuccuii  cyobekToB | 100 M6ut/c 40 Mowut/c
Poccuiickon ®@enepanuun

Jist TeppuTopuanbHbIX n3bupatenpHbix | 50 Mout/c 10 Mo6wut/c
KOMUCCUH

Hnsa  obwexktel  IIUK, pacnonoxkennsix B| 512 kbut/c 512 x06ut/c

TPYIHOJOCTYITHBIX  HACEIIEHHBIX IYHKTax U
MOJIKJIFOYEHHBIX C UCIIOJIb30BAHUEM CITYTHUKOBBIX
JIUHUU CBA3U
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5.3.2.3. TpeboBaHus K Ka4eCTBY OOCITy>KMUBaHHUSI.

1) Dmement I1JI B BUC momkeH mpemocTaBlIATh KaKk MUHUMYM 3 Kiacca

KauecTBa obciyxuBanus Tpapuka moaenu DiffServ. Ilo cormacoBanuto ¢ 3aka3unkom

JOIYCKAETCSl HMCIOJb30BAHME MOJEJIEH KadecTBa OOCIy)KMBaHUA C  OOJBbIIMM

NI MCHBITUM KOJIMYCCTBOM KJIACCOB.

2) B pamkax moxenu ¢ 3 kiaccamu OOCITY>KWBaHHS IpH Tepenade Tpaduka

Mexay C30 ECII/L nomkHa noanepKuBath:

Knacc 1 — tpaduk mnpuioxeHuil peasbHOro BpeMEHHU (Toyoc, BHIEO),
KPUTHUYHBIN K IOTEPSM MAKETOB, 3a/IEPKKAM U KOJICOAHUAM 3aJIEPIKKU;
Kiacce 2 — tpaduk KOpnopaTuBHBIX HHPOPMAMOHHBIX CUCTEM, KPUTUYHBIN
K 3a/IEpXKKaM U ITOTEPSIM;

Knacc 3 — tpaduk, HekpuTuuHbii K 3aaepxkkaM (MHTEpHET, pa3nuyHbIe

CETEBBIE CITY>KOBbI).

3) Knaccudukamuss Ttpaduka TODKHA OCYIICCTBIATHCS I Kaxmoro IP-

MakeTa B OTJeIbHOCTH, iepeaaBaemoro B IP/MPLS cets UcnionnuTens, B COOTBETCTBUU

co 3HaueHueM ero nmoist DSCP, kak yka3zaHo B clieyroiiei Tabiuiie:

Tun tpaduxa | 3nauenue DSCP 3aronoska

Knacc 1 CS4

Kiacc 2 AF21

Kiacc 3 Default (sro0b1e 3HaUeHUS, OTIWYHBIEC OT Ki1accoB 1 u 2)
[Ipumeuanus:

[Ipu mepemaue nanubix uepe3 IP/MPLS cers UcnmomnuTens 3aroiioBKu
|P-nakeToB MEHATHCS HE JTOIKHBEI,

[Ipu mnpeBbiiienun Tpaduxkom Krnacca 1 npomyckHOM CHOCOOHOCTH,
yCTaHOBJEHHON Ha moptTy g Kimacca 1, momkeH mpou3BOIUTHCS cOpoc
IP-makeToB ¢ xauectBoMm Kiacca 3; npu npesiiiennu Tpadpukom Kiacca 2,
MPOITYCKHOM CITIOCOOHOCTH, YCTaHOBIIEHHOM Ha nopTy [uia Kiacca 2, — cOpoc
IP-nakeroB ¢ kadectBom Kiacca 3; mpu mpeBbimennn tpadukom Kiacca 3

IPOIYCKHOM criocoOHOCTH nopTa — copoc [P-nakeTos.

5.3.2.4.TpeboBanus k kauectBy Diuemernta [1/1 8 BUC.
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1) Tlpwu okazanuu Dnementa [1/] B BUC HMcnomHUTENb TOIKEH OCYIIECTBIISTh
MapuipyTtuzanuio [P-nakeroB ¢ ganaeiMu C30 u oOecnieunBath nepenauyy [P-nakeros
¢ manHeiMu C30 mexay noaxiroueHHbiMU K cetd C30, mexay C30 u apyrumu
noaktodeHHbIMH K ECII/] ceTsiMu n o0beKkTamu, a Takke MeX1y ceTbto IHTepHET;

2) Ilpu okazanuu DnemenTta [1/] B BUC McnoaHuTeb TOMHKEH OCYIECTRIIATh
Mmapipytuzanuio [P-maketoB ¢ manusiMu 00bekToB [IUK u obGecneunBath nepemauy
IP-nmakeroB ¢ manHBIME 00BekTOB [[UK Mexmy mOAKIIOYEHHBIMH K CETH OOBEKTaMU
HUK;

3) IIpomyckHas ciocoOHOCTB TIepeaaYy JaHHBIX MEX Ty JTF0ObME aByMs C30,
O6bexkramu [IUK no xanamnam uyepe3 ECIIJl B 30He oTBeTcTBeHHOCTH McmosHuTens,
JIOJKHA OIpPEAeNAThCS KaK HAaWMEHbIIIee 3HAYE€HHWE U3 MPOITYCKHBIX CIIOCOOHOCTEH
MOJKTIOUCHUHN JaHHBIX 00hekTOB K ECII/I;

4) Tapantm kadecTBa mepenaun IP-maketoB ¢ nmanHbIMU [loTpeOutens
Mexay soobiMu  Toukamu mpucoenuHenus ECIIJ]  momKHBI  yIOBJIETBOPSTH

CIEAYIOIIUM TPEOOBAHUSM:

3nauenus napamempog Kavecmea nepeoauu OAHHBIX HA NPOBOOHBIX KAHANAX
medxncoy Toukamu npucoeOuHenus, YOaieHHbIMU Opye om Opyed HA pPAacCmosHue
no npsamot Ha kapme He bonee 4000 ku:

Tun [IpoueHT noTepsAHHBIX 3anepxxka nepenadn Bapuanus 3aaepxku,
IP-nakeroB B ogHy
Tpaduka IP-nakeroB, He 6omee He Oonee
CTOpPOHY, He OoJiee
Kimacc 1 0,2% 75 mc 50 mc
Knacc 2 0,2% 100 mc HE HOPMUPYETCS
Knacc 3 5% 125 mc HE HOPMUPYETCS

3nauenuss napamempos kavecmea nepeoayu OAHHBLIX HA NPOBOOHBIX KAHALAX
mexncoy Touxamu npucoeOunerus, YOQleHHbIMU Opye Om Opyed HA pPAcCmosHuUe
no npsimotl Ha kapme 6oaee 4000 km:

3anepxkka nepeaauu
IP-nakeroB B oaHy

CTOpOHY, HE boJee

Kiace 1 0,2% 100 mc 50 mc

Tun [IpoueHT nOTEPSHHBIX
tpaduka | IP-makeros, B He Oosee

Bapuanus 3anepxku,
He OoJiee
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Kiacc 2 0,2% 150 mc HE HOPMUPYETCS

Kinacc 3 5% 200 mc HE HOPMHUPYETCS

5.3.3. Dnement «llepenaya manHpIXx B ceTh MHTEepHEeT» (najee —jaement I1J]
B UHTepHeT).

5.3.3.1.TpeboBanus k Diaementy [1J] B UaTepHeT:

1) Ilepenaua manubix B ceth MHTepHeT u3 ECIIJ] momkHaA OCYIIECTBISTHCS
Ha pecypcax VcmomHuTens, ¢ MCIOJIb30BAHMEM YaCTHOM ajpecalnud 00O0pYyIOBaHUS
C30 wu ucrnoyib3oBaHreM (QYHKIUU ceTeBor TpaHcsauu aapecoB (NAT);

2) Dnement I1J] B MHTepHeT NO/DKEH OBITh LEHTPAIM30BaH Ha YPOBHE
uHpacTpykTypbl McnonmHuTenss B aJAMUHUCTPATUBHBIX  IIEHTpaX CyOBEKTOB
Poccuiickoit ®denepannn (3a uckimouenueM Pecryonmuku Kpeim u 1. CeBacTonods), B
COOTBETCTBUU
c TtpedoBanuamu T3. DOnement IIJI B IHHTepHeT HOMWKEH NPEeaOCTABIATHCS
B reorpaduueckux Toukax cyObekToB Poccuiickoit @epepanuu (3a HCKIIOUEHUEM
Pecnyonuku Kpeim 1 1. CeBactorosisi), HanboJjiee OJIM3KO PacHoOXKEHHBIX K Todykam
npucoenuHenns: ECII/I, n3 KOTOpbIX MHULIMUPYETCS TAKOM JOCTYII,

3) Ilepen mawamom oxasanus I1J] B Murepuer mms C30, O6vekto LUK,
YKa3aHHbIX 3asBKax, lcronmHWUTENnEM [JOJDKEH TPENOCTABIATHCSA  BBIAEIECHHBIN
CUMMETPUYHBIN AYMJIEKCHBIA JOCTYN K ceTh HTEepHET ¢ MpOmyCKHOM CIOCOOHOCTHIO,
coorBeTcTBytomer TpeboBanusM  T3. Ilpm »31tom jma C30, MNOAKIFOYCHHBIX
C HCIIOJIb30BAaHNEM MHBIX TEXHOJIOTHH, JOIYCKAETCS MPENOCTABIEHNE ACUMMETPUYHOIO
J0CTyIa IO COIIACOBAHMIO C 3aKa3YUKOM;

4) Wcnomuutens mis okasanus [1J] B MHTepHET MOKEH 3ape3epBUPOBAThH
NOCTATOYHOE KOJIMYECTBO BHemHMX [Pv4 aapecoB w3 3aperucTpupoBaHHOIO
3a Ucnomuurenem B 6a3e manHbix RIPE NCC mpoctpanctBa IPv4 ampecoB. O0bem
(kommuectBo) IPv4  aapecoB  McmomHuTens  AOMKHO  OBITh  JOCTaTOYHBIM
st B3ammojercTBus moas3oBareneid  ECIIJ[ ¢ uHpOpManMOHHBIME CHUCTEMaMH,

pasMCIICHHBIMHU B CCTH HHTepHeT, B T.4. C CHCTCMaMH, HMCIOINIMMH KCCTKHC
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OrpaHUYEHMS 10 KOJMYECTBY CECCHI, yCTaHABIMBAaeMbIX ¢ ogHoro |Pv4-anpeca;

5) HUcnomHuTens TOMHKEH OOECIIEYUTH CIEAYIONINE IOPOTOBBIC 3HAUCHHUSI
[apaMeTpOB KauyecTBa IIEpPeladd JAaHHBIX B 30HE OTBETCTBEHHOCTH McmosHWTENs
1o KaHaity cBsi3u Mexay Touxoil mpucoenunenust ECIL/I u pecypcamu cetu MnTepHer,
Toukoii npucoeaunenuss ECITJ mns O6bexta [IUK u pecypcamu cetu UuTepHer,
HENOCPEICTBEHHO NOAKIIOYeHHBIMH K [P cetn Mcnionaurens:

—  TPOIICHT MOTEPSHHBIX MAKETOB — He 6osee 5%);
—  3aJepKKa Iepeaady MaKeToB:
- 110 IPOBOJHBIM KaHajaMm — He Oosiee 250 mc;
- Ha COCTaBHBIX KaHajaxX C y4€TOM HaJu4Hs OJIHOTO OECIpOBOIHOIO

ydacTka (0JHOTO CIIyTHHUKOBOTO ckadka) — He 6osiee 1000 mc.

5.4. KomnoneHnrT «3amura 1aHHBIX).

5.4.1. Hasuauenue KommoHeHnTa «3aimra TaHHBIXY.

KomnoneHnt «3ammra [aHHBIX» TMpPEIHA3HAYEH [JIs 3allUThl JaHHBIX,
00pabaTbhIBaeMbIX U nepeaaBaeMbIxX npu OCYILIECTBJIICHUU JIOCTyTa
K TOCYJIapCTBEHHBIM, MYHUIUNAIbHBIM, HWHBIM HHPOPMAIMOHHBIM  CHUCTEMaM,
TpeOYIOIUX  3alllUThl  MepeJaydl  JaHHBIX, pa3MellaeéMbiM B  PETHMOHAJIBHBIX
unu dpenepansuoM [HOJ] Bragensues MC.

JIst AOCTYOKEHUS LieJIe 1Mo 3aluTe JaHHbIX VICTIOJIHUTENb T0HKEH BBITIOTHUTh
CIEAYIOIINE 3a/1auu:

— 3aka34uK COrjacoBbIBaeT, a VCMOTHUTEIh OCYIIECTBISET pPa3MEILCHUE
oOopynoBanusi  Kpunrtorpaduyeckod  3amuThl  UHGOpPMAIMM HA  TEPPUTOPHH
(benepanbHbIX, PETHOHAIBHBIX ¥ (MJIM) MyHHUIMITATBHBIX TUTOImaAKax Braanensiues UC;

— pa3MecTuTh 00O0pYJOBaHME KPHUMNTOrpaPUUEcKOr 3amuThl HHOpMaUU
ECIIJ] na denepanbHBIX, pETHOHATBHBIX U MYHUIIMTIATBHBIX TUIOMIaAKaX Brangenbiien
HC u obecneunts ero noakmoucHue k ECII/] caMmocTosTeNbHO 1 32 CBOM CUET.

— OpraHU30BaTh KPUNTOTPAQUUECKYI0 3alllUTy TepPelaBacMbIX JJTaHHBIX
ot nonb3oBaresneit C30 no dhenepaibHBIX, pErHOHATBHBIX WM MyHUIIMTAIBHBIX VIC;

— OpraHU30BaTh CBS3HOCTb KPUNTOTPapUUYECKUX CPEACTB MEXAY COO0Oi
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B 33JIaHHOM KOH(UTYpaIiu.

5.4.2. TpeboBanus K apxurekrype KoMmmonenra.

Apxutektypa KomnoneHTa «3amura JTaHHBIX» onpenessercs VcrnoaHuTenem.
Jlmst C30 KommoHeHT noipkeH obecmednBaTh 3amuieHHbi goctyn ot C30 mo
NC, pacnonoxeHHbIX B (eaepaqbHOM, PErMOHaIbHOM WM MyHununaibHoM [[O]]
Bnanensnes UC, B coorBeTcTBUM ¢ TpeboBaHusiMU T3. KOMIOHEHT «3aluTa JaHHBIX)»
JOJKEH UCIIOJIb30BaTh ECTLI B Ka4ecTBe TpaHCIopTa
TUISt 3alIUIIAEMBbIX KpunTorpadhuyecKuMu CpeIcTBaMHU JAHHBIX.
Hnsa  O6bexktoB I[MUK  Komnonenta «3ammura JaHHBIX»  UCIOJIB3YETCA
B ClIy4yae eciii HeoOXoJIMMO oOecnedynBaTh 3auiuiieHHblid goctyn u3 Oo0wvekroB LUK
no UC, pacnionokeHHbIX B (heliepaibHOM U PErHOHAIIBHOM Wi MyHHUITMNanbHOM [[O/]]
BnanensueB UC, B coorBeTcTBUM ¢ TpeboBaHusamu T3. KoMmnoHeHT «3amuTa JaHHbBIX
JIOJDKEH VCIOJIb30BATh ECIIA B KayecTBe TpaHcmopra
JUTSL 3aIUIIAEMbIX KPUITOTrpapUIECKUMU CPEJACTBAMU JAHHBIX.

5.4.3. Yupasinenue KoMmoHeHTOM «3ammra JaHHBIX.

Jnsa ykazanubix 3akazunkom C30, O6wektoB MK HMcnomautens momkeH
OCYILECTBIISITh yNpPaBJICHWE WM3MEHEHUSIMU, KOTOPHIE MOTYT BKJIIOYAThb HW3MEHEHUS
CIEAYIOIINX NapaMETPOB:

— uHrepdelica Ha oOopyaoBaHuHU VcnomHUTENs, K KOTOPOMY TOJKITIOYAETCS

o6opynosanue C30, O6bekToB 1IHK;

—  TOMOJIOTHS KPUNTOTpapUIECKOMN CeTH;

— [P agpeca n nmoaceru;

—  TPOTOKOJIbI MapIIpyTHU3aIUU;

—  npoduIH MOPTOB JIOCTYIIA;

—  TOYKH IMPUCOEAMHEHUS K KpUNTorpaphuuecKou ceTu;

—  mapameTpsl KadectBa nepenaun [P-makeroB u Ethernet kagpos C30 mexmy

C30;
— noxakmouenne C30 k ceru HcnmonHuTenss Opu  HM3MEHEHWM ajapeca
Mecrtopacnonoxenus C30;

—  mapameTpsl kaudectBa nepenaun [P-makeroB um Ethernet xagpoB OOBEeKTOB
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UK mexmy Oobextamu [[UK;

—  noakmoueHue O0bexToB LUK k cetn Ucnonmuurens npu U3MEHEHUH ajpeca
mectopacnonoxenus OobextoB [HUK;

—  TIPUOCTAHOBJICHUE WM BO3OOHOBIICHUE OKa3aHUS YCIYTH;

—  okazanue ycayru s HOBbIX C30 MO COIJIaCOBaHMIO MEXIY 3aKa3YWKOM
u McnonaurteneMm;

—  TOpeKpalieHue OKa3aHusl YCIyTH;

—  HHBbIE corjlacoBaHHble VIcriomHuTeneM U 3aKa3unuKOM MapaMeTpbl YCIYTH.

544. TpeboBanusa K npou3BoauTeaIpbHOCTH KommonenTa Yceayr «3ammra

JAHHBIX)),

5.4.4.1. TlpousBoanrenpHOCTs KOMODOHEHTAa «3almra JaHHBIX» JOJDKHA

OBITH JIOCTAaTOYHOM, i1 BBINOJHEHHUS] BO3JOKEHHBIX Ha Hee 3amgady. B ciyuae
HEO0OXOMMOCTH YBEITUYCHUS IPOU3BOIUTEILHOCTH. Y BEIMUECHHUE MPOU3BOIUTEIHHOCTH
KomrmoneHTa J0KHO TOCTUTaThCs CASAYIOIIMME CIIOCO0aMu:

—  3aMeHa WM MOJCPHH3AIIUS allllapaTHOTO 00eCIIeUCHUS;

—  3aMeHa WIM MOJIEPHHU3AIIMS MPOTPAMMHOTO 00€CTIeUeHNS;

—  YBEJIMYCHHE TPOMYCKHON CIOCOOHOCTH KaHAJIOB CBSI3HM, MaruCTPabHBIX

U CETH JIOCTYTIA.

5.4.5. daement «Kpunrorpaduueckasi 3almura KaHAJI0B CBA3W) (nanee —

DnemeHT «Kpunrosammray).

5.4.5.1.Ha3znauenue DnemenTta «Kpumrosammray.

OnemeHT «Kpunrozamuray TmpeaHa3sHaYeH g oOecreyueHusl MOJIEPKKU
mu@poBaHUsl C HCMHOJb30BAHUEM POCCUUCKUX QJITOPUTMOB IS 3alllUThl JaHHBIX,
nepeaBaeMbIX 10 KaHallaM CBsI3M, HE TpeIHa3HA4YCHHBIM g ceTu MHTepHer.
Ucnonb3yembie cpencTBa KpUNTOrpapuyecKon 3aluThl JOJDKHBI UMETh cepTudukar
cootBercTBUs TpeboBanusM OCH Poccun k mmdpoBanbHbIM (KpUNTOTpad®UUECKIM)
cpeactBaM kiacca He HuKe KC3 u @CTIK Poccun.

5.4.5.2. TpeboBauus k DiemeHTy «Kpurro3ammra:

1) Daement «KpunTozammra» peanusyeTcs Ha OCHOBE MPOTPaMMHO-

alrapaTHbIX CPCACTB,
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2) IludpoBanue MOMKHO obOecHeUnMBaTh BO3MOXKHOCTH TojkiaroueHus C30
k WC, TpeOyromuM 3amMThl JaHHBIX, pa3MElIaéMbIM BO BHEUIHUX PETHOHAIBHBIX
u denepanbubix LHO/;

3) lludpoBanme peamusyercs HAa OCHOBE KPUITOMApIIPyTHU3aTOPOB,
COOTBETCTBYIOIMX TpeOoBaHusm T3;

4) IludpoBanue mODKHO oOOecreunBaTh (QYHKIHMIO 3allUThl Tpaduka
MU Nepeiaye MepCOHANBHBIX TaHHBIX;

5) OOs3aTe/ibHO HAJTUYKE JCHCTBYIOIIMX CEPTU(PHUKATOB COOTBETCTBUS
tpedoBanusiMm ®Cb Poccun k cpencrBam kpunrorpaduueckoid 3amuthl kiacca KC3
u ®CTOK Poccun;

6) LludpoBanue mOKHO oOecHeUUBaTH IMepeaadyy TPEOYIONUX 3allUuThl
nanabeIx O0bekToB LUK

7) IludppoBanue mOKHO oOecneunBaTh (YHKIHMIO 3alluThl  Tpaduka
MIpH Tepeiaye NepCcoHaNbHBIX JaHHBIX, 3a UCKItoueHueM JaHHbIX ['AC «Bbioophi».

5.4.6. CpeacrBa KPUIITO3AUTHI HHGOPMAIIMU JTOJKHBI BEIIOJHATH .

—  mudpoBaHUE JIAHHBIX, MEPEIaBaAEMbIX M0 OTKPBITHIM KaHaJIaM CBSI3U MEXIY
3alUIeHHBIMHU cermMeHTaMu cetu L3VPN;

—  CKpBITHE BHYTPEHHEH CTPYKTYPHI JIOKAJTIbHBIX BHIYUCIUTEIBHBIX CETEH;

—  mpueM u nepenauy [P-makeroB no nporokonam cemericrea TCP/IP;

—  IEHTPaJM30BaHHOE YIPaBJICHUE 3aIIUTON CETH,

—  mpueM u nepenaya [P-makeroB o npotokonam cemerictBa TCP/IP;

—  xpuntorpaduueckoe mpeoOpazoBaHUE TMepeAaBacMbIX M MPUHUMAEMBIX
IP-makeToB mo/KHBI coOTBeTcTBOBaTh TpeOoBanusMm: ['OCT 34.13-2018
«HuadopmanrionHas TEXHOJIOTHSL. Kpunrorpaduueckas 3almTa
uHpopmaruu. Pexxumsbl padotel O0ounbix mudpos» u 'OCT P 34.12-2015
"UndopmanmonHas TEXHOJIOTHS. Kpunrorpaduueckas 3ammTa
uHpopmaruu. biaounsie mudper";

—  wmudpoBaHue HH(GOPMAIIMU HA CETEBOM YPOBHE;

—  yBEIMYEHHE pa3Mepa MakeTa ¢ yd4eToM JAomnoiaHuTeNnbHoro IP-3aronoBka

HE JIOJDKHO TIpeBbIaTh 60 0aiiT;
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—  BO3MOXHOCTh  MOHUTOPHMHIAa  COCTOSIHUSL ~ KpHITOMapuUIpyTH3aTopa
13 3alIMILEHHBIX ceTel o npoTtokory SNMP;

—  pexum paboThI KpHUIITOMapIIpyTU3aTOpa — KPYTJI0CYTOUHBIN
HE0OCITy>)KMBaeMbIii, 110 cxeme 24 yaca B CyTKH, 7 THEW B HEJEINIO;

—  MOAJAEpPX UBATh  CTAaTUYECKYID W  JUHAMUYECKYI0  MapIIpyTH3AIUIO
no npotokony BGPv4 (cneuuduxanus IETF RFC 1771);

— o0ecrneunBaTh MNOAJEPKKY HE MeHee 3 (TpeX) KIaccoB OOCITyKUBaHUS
tpaduka moaenu DiffServ;

— obOecrnieunBaTh TMOJACPKKY MApPKUPOBKM BXOJALIEr0 Tpaduka HA OCHOBE
[P anpeca nonyuarens;

— o0ecneunBaTh NOJAECPKKY MApPKUPOBKH BXOJIAILIETO Tpapuka Ha OCHOBE
[P agpeca nuctounuka;

—  o0ecrnieunBaTh MOAJIEPKKY MAPKUPOBKH UG POBAHHOTO TpaduKa;

—  CErMEHTUPOBAHHUE U pa3rpaHUyeHNe UHPOPMAIIMOHHBIX TOTOKOB,;

—  HWurerpamms ¢ SIEM-cucremamu, perucrpauus U OTIpPaBKa COOBITHI
MHPOPMAITMOHHON 0€30MaCHOCTH, PErJIAMEHTUPOBAHHBIX TEXHHUYECKOM
Y HOPMATHUBHOW TOKYMEHTAMEH;

— BO3MOXHOCTP MHTErpallid C CHCTEMaMHd MOHUTOpPUHTa Tpaduka
no npotokojaM Netflow, IPFIX.

5.4.7. JlonoJTHUTENbHBIE TpeOOBaHUI K (bVHKIIMOHAIBLHOCTH CDEJICTB

KPHUIITO3aIllIMThI I/IHd)ODMaHI/II/I, YCTAHOBJICHHBIX B IICHTPAJIbHOM HOH HCHOJ’IHHTGJ’I?I,

a taxke B pernoHanbHbIX [1OJl Ucnomuutens mns ceszu ¢ C30, O6bekramu UK
u BHemHuMU MC:

—  BO3MOYKHOCTb «TOPSIYETO» PE3ECPBUPOBAHMUS (B PEXKUME OTKA30yCTONUYHBOTO
AKTUBHO-TIACCUBHOI'O KJIaCT€pa WJIM C TMOMOIIBIO MPOTOKOJIOB CETEBOM
JOCTYITHOCTH M BUPTYaJIU3aIUH);

—  BO3MOXKHOCTH OOCCIIEYMBATH MPOU3BOAUTEIHHOCTh IIM(PPOBAHUS HE MEHEE
2,5 I'dbut/c;

—  KaXIbIii 0OBEKT 3TOr0 THIA SIBISETCS EHTPAJIBbHBIM KJIACTEPOM OTACIHHOM

3alUIIEHHON CeTH; IIEHTP yIpaBJeHUs JaHHOU ceTu OyJeT pacrosaraThes
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Ha wiomaake Mcmomaurests.

5.4.8. JlonoJHUTENBbHBIE TpeOOBAHUS K (b VHKIIMOHATIBLHOCTH CPEJICTB

KPHUIITO3aIlIMTHI I/IHd)ODMaHI/II/I, YCTAHOBJICHHBIX B  PCIrMOHAJIBHBIX HOI[

Ucnonuurens ais cBsizu neHTpaibubiM [1O/] McnioaauTens:

—  BO3MOXXHOCTb «TOPSYETO» PEe3epBUPOBAHUS (B PEKUME OTKA30yCTONYMBOTO
aKTUBHO-TIACCUBHOTO KJIacTepa);

—  BO3MOXHOCTh OO€CIEeUUBaTh MPOU3BOJUTEILHOCTh U(POBAHKS HE MEHEE

100, 200, 300, 500, 1000 M6wut/c.

5.4.9. JlonoJHUTENbHBIE TpeOOBaHUSI K (bVHKIIMOHATIBLHOCTH CPEJICTB

KPUIITO3AIMTEI HHMDOPMAIIMK, YcTaHoBIeHHBIX B C30:

—  BO3MOHOCTb «XOJOJIHOT0» PE3EPBUPOBAHU;
—  BO3MOXHOCTh OO€CIEeUUBaTh MPOU3BOIUTEILHOCTD U(POBAHKS HE MEHEE
50 MOut/c, HO B COOTBETCTBHM C IPOIYCKHOW CHOCOOHOCTHIO KaHAaJIOB

CBi3H, YKa3aHHOI>'I B 3asBKe.

5.5. KomnoneHT «Orpanunvenue I0CTyna K HHGOpMAMm.

5.5.1. KomnioHent «OrpanudyeHde JocTyna K  HHGOPMAIMHY  JIOJDKEH

00ecIeynBaTh 6J'IOKI/IDOB3,HI/IC JOCTVYIIa K HHTCDHGT-D@CV‘DC&M B COOTBETCTBUM C II.2

ct.5 @DenepanbHoro 3akoHa Ne 436-D3 ot 29 nmekadbps 2010 r. «O 3amure nerei
oT uMH(pOpMaLMU, NPUUYUHSIIONIEH Bped UX 30POBBI0 M Pa3BUTHUIO», TNIE€ ONpEACTICHbI
BUJBI MHPOpPMAINK, 3aMpPEIICHHONW N7 PaclpOCTpaHEHHsS Cpenu [eTeil, a Takke
C HCIOJIb30BaHUEM IMOJIOKEHUM METOAMYECKUX PEKOMEHJAlUuid 10 OTrpaHUYEHUIO
B 00pa3oBaTelbHBIX OPraHM3AIMSIX JOCTyma O0ydaroumxcs K BugaM WHGOpMaIuy,
pacIpoCTpaHseMON MOCPEACTBOM Ce€TH MHTEepHET, NPUYMUHAIOLIEH Bped 340pPOBBIO
U (WIM) pa3BUTHUIO JIeTel, a Takke HE COOTBETCTBYIOLIEH 3amadyaM oOpa3oBaHUS,
YTBEPKIAEHHBIX MmUHHUCTEPCTBOM mNpocBeleHuss Poccuiickoin ®denepanuu 28 ampens
2014 r.

B pamkax OrpanudeHus noctyna K HH()OpPMALMU JIOJKHO OCYIIECTBISITHCS
peryispHoe (He peke OJIHOro pasza B JeHb) OOHOBJICHHE 0a3 JaHHBIX, 3alpPEIICHHBIX

HNuTepHer-pecypcos.
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B pamkax OrpanuueHus aoctyna K wHGOpMAIHMH JOJDKHA OBITH peain30BaHA
GyHKIMS aHaNMW3a COACPKMMOTO BeO CTpaHHWIl IJIs ONpPENeNCHUS HEOOXOIUMOCTH
OJIOKMPOBKM 110 KOHTEHTY, BKJIOUass BeO pPECypChl HCIIOJIB3YIOIIME CPEACTBa
mmdpoBanus nepenaBaemoro tpaduka SSL/TLS.

KoMmmnoHeHT He J0/DKeH pachpocTpaHiaThess Ha APM  aaMuHUCTpaTHBHO-
XO3IMCTBEHHOTO U megaroruueckoro cocrara C30.

5.5.2. TpeboBanus k apxurekrype KoMmroHneHra:

- OrpaHnyeHue JocTyna K HH(pOpMalMHM JOJDKHO OBITH OOECIEeYeHO
Ha OCHOBE IPOrPAMMHBIX M allapaTHBIX KOMIIOHEHTOB, Pa3MEIIEHHBIX HAa OOBEKTax
Hcnomuurens.

- [IpenycMoTpeTh BO3MOKHOCTb CO3JaHUs BYX (PU3UYECKH pa3/IeICHHBIX
cermMeHTOB ceTtd B C30 mia pasgenbHOro Joctyna B ceTb VHTEpHET Uil ydammxcs
Y NIEarOrM4ecKoro, a Takke aIMUHACTPATUBHO-X03siicTBeHHOr0 cocraBa C30.

5.5.3. Yupasiaenrne KoMOnoHEHTOM.

Jnsa  ykasanvblx 3akazuukoM C30 HcnonmHuTens MOJDKEH OCYLIECTBIATH
yIOpaBJIE€HUE W3MEHEHUSIMHU, KOTOPbIE MOTYT BKJIOUYAaTh HM3MEHEHUS CIEAYIOIINX
napameTpoB kK Kommonenry:

— [P angpeca u noaceru;

—  mpaBuia GUIbTPAIINH,

—  KJIIOYEBBIE CJIOBAa U CJIOBOCOYETAHUS ISl OpraHu3allud MpaBUSl KOHTEHT

bunpTpanuu;

—  CHHMCKH PECYpPCOB OIPaHMYEHHOTO JOCTYIIA;

— noxgkmtouenne C30 k cetm HcnomHuTenss mOpu  HM3MEHEHUM ajapeca

pacnonoxenus: C30;

—  NPUOCTAHOBJICHUE WJIM BO30OHOBIIEHUE OKA3aHUS YCIYTH;

—  okazanue yciayru s HoBbiX C30 MO COriiacoBaHUIO MEXAY 3aKa3uhuKOM

n Ucnonaurenewm,

—  noakmoueHue O0bexToB [IUK k cetu Mcnonuutens npu U3MEHEHUH ajpeca

pacnionoxxeaus: O6wvexktoB [IUK;

— okazanue Yciuyr cBs3zu ans HOBbIX OObexktoB LUK 1o cornacoBanuio
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MeXy 3akazuukoM U McrnomHurenem;
—  IpeKpalleHHWe OKa3aHus YCIYyTM W HHBIE cOrjacoBaHHbIe lcnosmHutenem
1 3aKa34yuKoOM napameTpsl KoMIloHeHTa.

5.5.4. TpeboBaHusT K JONOJHHUTEILHLIM (DVHKIIMOHANY W  COUPSIKECHUIO

CO CMCXKHBIMHU IMOACUCTCMAMU U DJeMEHTaMu

1)  KoMmOHEHT MAODKeH HMMETh BO3MOXKHOCTh pacIIUpATh (YHKIHOHAI
MOCPEACTBOM  MOJAKIIOYEHHUS] K HHQPOPMAIMOHHBIM  pecypcaM M CMEXKHBIM
nojcucTeMaMm, 0€3 CHIDKCHHS YpOBHS HMHGPOPMAIMOHHONW O€30MacHOCTH, E€MKOCTH
Y MPOU3BOJIUTENBHOCTH;

2) K cMeXHBIM IOJICUCTEMAM OTHOCSTCS CJICIYIOIIHE:

—  JIOTIOJIHUTEIbHBIE UCTOYHUKHU CITUCKOB (PMIIbTPALIUU;

—  BHemnue O/ UcniomauTens;

3)  [ansble (yHKIMOHAJIbHBIE BO3MOXKHOCTH KOMITOHEHTA OJDKHBI OBITh
UCIIOJIb30BaHbl  JUIsl  Pa3MEILEHUSI PECYpPCOB, HEOOXOAMMBIX HJisi OOecreyeHus
KomnoneHnToB, a Takke M1 TOJY4YEHUS JOMOJHUTEIBHOM HHPOpMAIUU 1O
buabTpaIyy.

5.5.5. TpeboBanusa kK npon3BoauTeaIbHOCTH KOMIIOHEHTA:

1) [TpousBoautenpbHOCTE KOMMOHEHTAa 10JDKHA OBITH JIOCTATOYHOM, IS
BBITIOJIHEHMSI BO3JIOKCHHBIX Ha Hee 3a1ad. B ciydae HEoOXOIMMOCTH YBEIWYCHUS
MPOU3BOIUTENILHOCTH VICTIOIHUTEND NOKEH MPEAYCMOTPETh TaKyl0 BO3MOKHOCThL 0€3
JOTIOJIHUTENIbHBIX KalIUTaJIbHBIX 3aTPaT;

2)  VYBenWueHHE NPOU3BOAUTEILHOCTH KOMIOHEHTa MJODKHO JAOCTHUIAThCS
CIEAYIOIIUMU CTIOCO0aMU:

— 3aMeHa WM MOJCPHU3AITUS allapaTHOTO 00ECTICYCHMS;

— 3aMeHa WM MOJIEPHU3AIIUS TPOTPAMMHOTO 00€CTICUeHUS;

— YBEJIMYCHHUE TMPOMYCKHOW CIIOCOOHOCTH KaHAJIOB CBS3M, MAaruCTPaTbHBIX
U CETH JIOCTYyMa.

5.5.6. Danement «KonTeHTHasi puabTpanus» (1ajiee - DJIeMeEHT).

5.5.6.1. TpeboBaHUA K apXUTEKTYPE DIIEMEHTA.

ApXHUTEKTypa peleHud 10 KOHTeHTHOM @QuubTpauun B pamkax ECIIJ
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MpECTaBIICHA HA PUCYHKE O.

:bﬁbexm €301
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3 Touku (IP MPLS Ucnonuutens)
. E Eﬂ Mpucoedunenus
r ==
E — Kpunto mocyna S P S e
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P DA : 1 o St Wnteprer
:06vexkm C30 N 1 1 L
A Knacrep UB
1 nBc E‘Eﬂ; o d 1 B cy6vekme P®
. @0 Kommyrarop - |
3 socyna o ——" N A e .
3 Kpunto 1
................. T T
30 Notpebutens 30 Ucnonnutens
Mpumeyanus:
. Cocras knacrepa UB:

BYC-BUPTYyanbHas 4acTHan ceTb; 30-30Ha OTBETCTBEHHOCTH; X «KoHTeHT-d

ECNA-epunHan ceTb nepesaym AaHHbIX; . - M b

e A LA e A—cocm ! JIBC-/IoKanbHO BbINMCAUTE/IbHAA CeTb; - 060pyaoBaHue « MOHUTOPMHT U o6ecneyeHue GesonacHoOCTH

M TN-Touka npucoeanHeHna Ceasu» (MexceTeBoe 3KpaHUpOBaHMe, 3awuTa ot DDoS ATak).

Puc. 5. O6mas apxurexTypa pemeHnid Mo KOHTEHTHON (MIIbTPAIUH.

O6opynoBanue K@ nomxHO pacnojiaratbcs B aJIMUHUCTPATUBHBIX LIEHTpax
cyobekToB PD B coorBercTBUU ¢ TpeOoBaHusiMu T3. (3a uckimtoueHneM PecrryOiuku
Kpsim 1 r. CeBactomnons).

Onement Ycayr cBs3u «KontentHas ¢unbtpanus»y i O6wextoB UK
MIPENOCTABIISAETCS TOJIBKO MO JonoJiHuTENbHOMY 3anpocy LUK Poccun.

5.5.6.2. TpeGoBanusg K DJIEMEHTY.

KoHnrteHnTHas punbTpanus JoJKHA TOIIEPKUBATh CIEAYIONINE (PYyHKIUU:

—  KOHTpOoJb BeO-Tpaduka no npotokosam HTTP, HTTPS;

—  OJIOKMpOBKA 3JI0HAMEPEHHBIX HHTEPHET-PECYPCOB;

—  TOJJEP’KKa YEPHBIX U OEJNbIX CIIMCKOB HHTEPHET-PECYPCOB;

— OsokupoBka BpempoHocHoro 110 u HexenaTeabHON peKIIaMBbl;

— oOecrieueHne AHTUBUPYCHOU 3a1UThI MOJIb30BaTENIEN C30
MpY B3aUMOJIEHCTBUU C pecypcamu ceTh MHTepHeT (BeO aHTUBHUPYC), BKIIOYAsl aHAIHU3
COJIEP’KUMOTO BEO-PECypCOB U MOJTyYaeMBbIX/TIepe1aBaeMbIX BIOKEHU,

— MPUHYAUTCIBbHOC BKIIOUCHHC 0e30ITacCHOTO ITOKMCKa JJIA IIOMCKOBBIX CUCTEM
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Google, Yandex, Yahoo, Bing, Rambler, Ask u moprana YouTube s GI0KHpOBKH

HEXEJNaTeJIbHOIO0 KOHTEHTA;

— KYpHaJUPOBAHHE TOMCKOBBIX 3alpPOCOB  MOJb30BaTENIed Ha CPOK
10 6 MECSLIEB;

— OJIOKMpOBKA  MPHIOKEHUHN MOIMYJISIPHBIX COLIMAJIbHBIX ceTel,
C BO3MOXKHOCTBIO OTKPBITHS JocTymna, mo 3ampocy [loTpebutens B COOTBETCTBUU
C 3amnpammrBacMbIMHA JEUCTBUSIMU JIUIA CTPAHUL] KaXAO0M OTIEIBHO B3SATOW COLMAIBLHOU
CETH, IIPU YCJIOBUU TMOAJIEPKKU COIMATIBLHOM CEThIO pa3rpaHUYeHUs JCHCTBUN BHYTPHU
CEpBHCa,;

— OrpaHu4eHue Mo 00beMy HCIOJIb30BaHUS BEO-TpapuKa;

— [EHTPAIM30BaHHOE PACTIPOCTPAHEHHE TIOJUTUK O€30MACHOCTU HA BCE Y3IIbI
Ko;

— Begenue jgocbe Ha C30, ¢ BO3MOXKHOCTBIO TMPUBA3KH Tpaduka
o nocemaeMbiMm C30 pecypcaM/KaTeropusiM pecypcoB, U 00bEMY HCIIOIb30BAHHOTO
WHTEpHET-Tpaduka 3a nepuoa 10 6 MecsIIeB,;

— n00aBlIeHHE PECYpCOB B CIHUCOK JUIsl KOHTEHTHOM (PUIBTpaIuu 1Mo 3ampocy
3aka3uuka;

— no0aBlieHHE CEpPBUCOB B 00XO0J KOHTEHTHOW (UIBTpAIlMU IO 3ampocy
3aka3uuka.

KonrteHnTHas puibTpanus n1okHa 00€CeunBaTh:

— rubkyro ¢punsTpanuo HTTP tpaduka;

— ¢unbTpaumio HTTPS tpaduka ¢ TOUHOCTBIO 10 MMEHM 3alpaiinBacMoro
pecypca Ha ocHOBaHUM 3HaueHust SNI;

— ruokyro ¢unsTpammio HTTPS Tpaduka cpeacTtBamu aHanm3a KOHTEHTA,
pa3MeIlleHHOr0 Ha BeO pecypce Ha TNpeIMeT 3alpeuieHHbIX  MaTepHalioB
U (W) KITFOYEBBIX (pa3s;

— ruokyro  unprpanmio  HTTPS Tpaduka, B ciayyae yCTaHOBKH Ha
KJIMEHTCKHUE yCTpoiicTBa ceprudukara Mcnonnurens;

— ruokyro ¢uinbTpanmio HTTPS Ttpaduka Ha MOOWIBHBIX YCTpOWCTBAX,

B cllydae YCTaHOBKHM Ha MoOmibHBIE ycTpoiicTBa WEB-6pay3epa Mcnonnutens;,
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— rubkyo Quibtpanuio HTTPS tpaduka Ha MOOWUIBHBIX YCTpOHCTBax
B TPUJIOKEHUSX, COTJIACOBAHHBIX C 3aKa3uyMKOM, B paMKax pealu3alud MpPOEKTOB
MunucTepcTBa 00pa3oBaHMsL.

5.5.6.3. TpeboBanus K IpUMEHIEMBIM TEXHNYECKHUM PEIICHUSIM .

— K® nomxkHa ObITh peanu3oBaHa C MCHOJIb30BAaHUEM IPOrPaMMHO-
anmnapaTHbIX KOMILIEKCOB,;

— BO3MOXKHOCTB, 110 3anpocy oT [loTpebutesns, aBTroMaTu3anyuy IPOLECCOB,
CBSI3aHHBIX C IpeJoCTaBlIeHUEM yciyru «OrpaHudeHue JocTyna K HHGOpMalun»
MOCPEICTBOM nieMeHTa «KOHTeHTHas puibTpanus».

5.5.6.4.TpeboBanus K aBTOMATHU3AIIAH.

CpencTBa KOHTpOJSL JocTyrna B cethb MHTepHeT u unbTpanuu Tpaduka ceTu
NHTepHeT nomkHbBI 00eCcleurnBaTh BBITIOTHEHUE CAEAYIONUX (QYHKITUI:

— obOecrieueHne M KOHTPOJb JIOCTyNa IOJib30oBaTenel B ceTb MHTepHET
c (QuibTpanueld Bxondmero u wucxoxsmero HWHTepHeT-Tpaduka 1O MPOTOKOIAM
HTTP/HTTPS;

— yIOpaBJIEHUE TOCTYNOM K caiTaM ceTH MHTEepHEeT Ha OCHOBE «UYEPHBIX»
U «OenbIX» CIHCKOB, COCTABJICHHBIX C HCIOJb30BAaHUEM KaTErOpU3allMi CalTOB.
OYHKIIMOHA HACTPOWKK (DUIbTpAIMU BXONAIIECTO U UCXOMSIIEro Tpaduka IOHKEeH
MO3BOJISITh YKa3bIBaTh B KadecTBE (UIbTpa MACKy WIM PETYJSIPHOE BBIpaKEHUE.
Cnucky KaTeropwii CaMTOB JIOJKHBI MPENOCTABIISTHCS MPOU3BOAUTEIIEM CPEICTB
KOHTpOJsl noctyna B ceTb HMurtepHer. g aaMUHHCTpAaTOpOB MOPOrpaMMHOIO
obecrnieyeHus OKHA OBITh pealin3oBaHa (PYHKIHUS BHECEHUSI KOPPEKTUPOBOK B JIAaHHbBIC
CIIMCKH, a TaK)Ke CO3JaHusl COOCTBEHHBIX Kareropuil. CUCKu JOJKHBI (POPMHUPOBATHCS
MyTeM BHECEHUsI HE TOJBKO OJMHOYHBIX CAMTOB, HO W WX CHOHUCKOB (B Qopmare
TEKCTOBBIX daiion
C pa3JEIUTENSIMU);

— OTKJIIOYeHUE (yHKIIMOHANA KOHTpPOJsl jJoctyna B ceTh «UHTEepHEeT»
n ¢unbtpanun Tpaduka cetu MHTEepHET Iy KOHKPETHBIX [P-agpecoB M KOHKPETHBIX
nojb30BaTenei, npomeamux apropusannio B ECUA;

— yIpaBJIEHUE JOCTYIIOM IOJIb30BaTENe K pa3IMYHbIM TUIIAM MHMOpMauu
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B cetu IuTepHeT (BUa€0, ayiuo, M300paXeHUs U T.11.);

— YIPABJIEHUE JTOCTYIOM IOJIb30BATENEH K BO3MOXXHOCTH IEPEAAYN B CETh
WNuTtepHeT nHbopMalvy pa3InyHbIX TUIOB (BUIECO, ayAH0, U300paKEeHUS U T.1.);

- YBEJOMIICHHE B OKHe Opay3epa mnosib3oBatenss certu MHTepHer
0 OJIOKMpOBaHUM JOCTYyMa K 3alpaliuBacMoMy IOJIb30BaTeIeM web-pecypcy B ciiydae
HapyluieHus: TpeOoBaHUN HH(OpPMAIMOHHOW 0€30MacHOCTH, a Tak)Ke€ Ha OCHOBAHHUH
HaJU4Msl TOTEHIIMAIBLHO OIMacHoOTo kKoja (¢ (QyHKIueH NpaBKH KoJa W TEKCTa
YBEJIOMJICHUSA );

— ABTOMATHYECKOE WM PYYHOE OOHOBJICHHE MPOTPAMMHBIX KOMIIOHEHTOB
C caiiTa mpOU3BOAUTEIIS,

— yIpaBJIEHUE JOCTYIIOM K CPEICTBaM KOHTPOJISA JOCTyna B ceThb MIHTepHET
u ¢punpTpanuu Tpaduka cetu MIHTEpHET ¢ NCronb30BaHUEM POJIEBOM MOJEIIH;

— POTOKOJIMPOBAHUE NEHCTBUIN aIMUHUCTPATOPOB CUCTEMBI;

— oOecrnieueHue OTKa30yCTOWYMUBOCTH IpOrpaMMHO-aNapaTHbIX
KOMIIOHEHTOB CUCTEMBI.

He mosmnee 60 kamenmapueix pgHel ¢ gaTel 3akimtoueHusi KoHTpakra
HUcnonaurens B JIMuHOM KaOWHETE, CO3JaHHOM B COOTBeTCcTBUM ¢ 1. 2.49.2 T3,
o0ecreuynBaeT BBITTOJIHEHUE CIEAYIOMNX (QYHKITHIA:

— BO3MOXHOCTh JocTynma K JluuHoMy KaOWHETy TyTeM aBTOpU3AIUU
¢ wucnosb3oBanueM ECHA pabotaukoB C30, a Takke (QenepaabHbIX OpPraHOB
WCIIOJIHUTENIbHON BJIACTH, OPraHOB HCIIOJIHUTENLHON BJIacTU CyOBEKTOB Poccuiickoit
denepaluy, OCyMIECTRISIOMMUX PYHKIUH B chepe oOIiero oOpa3oBaHus U CPETHETO
npodhecCUOHAIBHOTO 00pa30BaHus;

— BO3MOYKHOCTh TIOJ[a41 3aIBOK Ha BKJItOUEHUE (OJIOKHUPOBKY) PECYPCOB CETH
WurepHet B benblii cincok, Bpemennslit 6eibiii cniucok, YepHsblid CIIUCOK;

— BO3MOKHOCTh OTCJIKMBAHUSI CTATYyCOB BBITIOJIHEHUS TOJAHHBIX 3aBOK;

— BO3MOKHOCTh OLIEHKH KaueCTBa UCIOJIHEHUS MTOJaHHBIX 3a5BOK;

— BO3MOXXHOCTh (DOPMUpPOBAHUSI OTYETHOCTU JUIS KOHTPOJISI TEPEUHS
pecypcoB cetu MHTepHET, BKIItOUEHHBIX B benblil cincok, BpeMeHHbIl Oemnblil CIIUCOK,

YepHbIil CIIUCOK,;
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— BO3MOXXHOCTh OBICTPOIl TMPOBEPKH TEKYLIETO cTaryca AOCTYIHOCTH B
ECIIJ pecypca cetu UHTEpHET.
5.6. KommnoneHT «MOHUTOPHHI U o0ecriedyeHUue 0€30MACHOCTH CBSI3N.
5.6.1. DnemeHT « MOHUTOPHUHT MapaMETPOB KAUECTBA MPEIOCTABISIEMBIX YCIYT.

5.6.1.1. TpeboBauus Kk GYHKIIMOHATY CPEICTB MOHUTOPHUHIA U OTYETHOCTH.

CpeactBa MOHUTOpUHTra (YHKIIMOHUPOBAHUS U (POPMUPOBAHUS OTYETHOCTHU
JOJKHBI 00ECTICUNBATh BHITIOJHEHUE CICIYIONUX (QYHKITUH:

1) OOBEKTUBHBIH KOHTPOJb pabOTOCIIOCOOHOCTH CPEJACTB CBSI3M U
coOmoienne TpeOyemMoro KadecTBa W JOCTYMHOCTH YCIOYT CBS3H, IIEIIOCTHOCTH H
YCTOMUYMBOCTH (DYHKIIMOHUPOBAHUS CETEH Tepenadd JaHHBIX, a TaKkke 0e30MMacHOCTH
CBSI3U TPHU MOAKIIOYEHUU U mpenoctaBienuu aocryna st C30 K rocyaapcTBEHHBIM,
MYHUITUTIATBHBIM, WHBIM ~ HHGOPMAIIMOHHBIM CHCTeMaM W ceTd  VIHTepHer
C BO3MOXHOCTbIO (opmupoBaHusi VHIMIEHTOB B aBTOMATU3UPOBAHHOM PEXUME
MOCPEJICTBOM HCITOJIb30BAHUS TPOTPAMMHO-AMNNapaTHOTO KOMILJIEKCA;

2) IlporokonupoBaHHWe JEWUCTBUI IOJB30BATENCH ©  aJMUHUCTPATOPOB
CUCTEMBI;

3) ®opmMupoBaHUE OTYETHOCTH C TIPEAOCTABICHHEM (DyHKIIHOHAJIA!

— oToOpakeHne HWH(POPMAIIMM O COCTOSHHH OOBEKTOB B PEXKUME pPEaTbHOTO
BpPEMEHU B IIBETO-TpaiueckoM BHJIE;

— 3ajaHusl (UIBTPOB MO BceM (JIIOOBIM) MOJISAM, MOJJAEPKUBAEMbIM CpPEICTBAMU
MOHUTOpPYHTA QYHKIIMOHUPOBAHKS ¥ (JOPMUPOBAHUS OTUCTHOCTH;

— 3amanus popmMara OTUETOB;

4) KoMmmoHEeHT I0/DKeH obOecrednBath cOOp M (OpMHUPOBAHHE MAHHBIX II0
yTuau3anud  Tpaduka B pa3pe3e MHUKOBBIX 3HAYCHHM, CpPEJHETO BXOJAIICTO
/MCXOMSINEro, a TaKXke cpeaHee Mo 00beMy BXOJSIIETO/UCXOMSIIET0 MOTPEOICHUS
naHHbIX (B MOaiit) nmo kaxaomy OOBekTy (IPOTOKOA snmp) ¢ TIyOMHOW XpaHEHUs
MaHHBIX 12 MecsIeB;

5) KommoHeHT moimkeH oOecreunBaTh cOOp M (HOPMHUpPOBAHHME JAHHBIX 10
HEJOCTYITHOCTH YCIIYT CBSI3M MO MPUYMHAM, HaXOAIIMMCS B 30HE OTBETCTBEHHOCTH

[Torpeburtens (31EKTpPONUTaHHE B MOMEHT BO3HMKHOBEHHUS cOObITHS, QyHKUMs Dying
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gasp), a Taxke 1o nmpuyuHaMm B 30He oTBeTcTBeHHOCTH Mcmonmautens (TP, mpoGieMsr
C KaHaJbHOM, CETeBOM 4acThIO KaK Ha 00BeKTE, TakK
Y Ha MarucTpajibHOM YacTu) ¢ rIyOMHON XpaHEeHHUs JaHHBIX 12 MecsIIeB;

6) KomnoHeHT nomkeH oOecnednBaTh BO3MOKHOCTH IPHCBOCHUS MPHU3HAKOB
«CTOM-(haKTOPOBY JIEKAIIUX B 30HE OTBETCTBEHHOCTH TMOJIb30BATENs (DEMOHT U IPYrUe
paboThl Ha TPOJOIKUTENBHBIA MEPUOJ CBSI3aHHBIE C OTKJIIOYEHUEM YCIYTH,
HO HE MPHUBOJAIINE K MCKIIOUEHUI0 00bekTa u3 3asiBku K ['K) ¢ rmyOunoit xpanenus
JTAHHBIX 12 MecsIEB;

7) KoMIIOHEHT JOJDKEH NpPEICTaBIsATh COOOH COBOKYITHOCTh DJIEMEHTOB C
BO3MOKHOCTBIO UX KOMOMHAIIMU U U3MEHEHU;

8) OCHOBHBIMH MPHUHIIMIIAMHA MOHHMTOPWHIA M OOecreueHHUs] 0e30MacHOCTH
CBS3U JIOJDKHBI SIBJIATECS. YHUBEPCATIBbHOCTbD, YIIPABISIEMOCTh U MacIITA0UPYEMOCTb;

9) KOMIOHEHT JO/DKEH MO3BOJIATH 3aIyCK JOMOJHUTEIBHBIX DJIEMEHTOB IO
TpeboBanuto 3akazuuka u [lorpedbutens 6e3 TONOJHUTEIBHBIX 3aTparT;

10) TexHuueckue MPOTrPaMMHO-ANIAPATHBIE CPEACTBA,  HCIIOJIB3YEMBIC
npu okazanuu KoMmoHeHTa, JOMKHBI COOTBETCTBOBATH TPEOOBAHUSIM TOCY1apCTBEHHOMN
METPOJIOTUYECKOW HM3MEPUTEIIBHOW CHCTEMBI HAIlMOHAJBHOI'O YPOBHS, 3a CYET
BBITIOJTHEHUSI CIEAYIOIUX TPeOOBaHUM:

® UCIIOJIB30BAaHUSL CPEICTB M3MEPEHUs, BHECEHHBIX B DenepanbHbli
uHpopMamoHHbI  (HOHA 1O O0OECHevYeHHI0 EAUHCTBA W3MEpPEHUW, a Takke
CBOEBPEMEHHO TMPOILIEIIINX MOBEPKY B COOTBETCTBMU C TpPEOOBAHMSIMHU CTaThbu 13
®denepanpHOro 3akoHa ot 26 uroHS 2008 1. Ne 102-d3 «O06 obecrieueHUH €IMHCTBA
U3MEPEHUIY;

® COOTBETCTBUSA BCEX MPOrpaMMHO-aNapaTHbIX CpelncTBa
TpeOOBaHUSIM K  HU3MEpPEHHUsIM, OTHOCAIIUMMCS K cdepe rocygapCTBEHHOTO
peryiaupoBaHus 00ecriedeHusl eAMHCTBA U3MEPEHUIN U BBITIOJIHIEMBIM MPU 00eCTIieueHun
LIEJIOCTHOCTH
U YCTOWYMBOCTH (PYHKIIMOHHUPOBAHUS CETHU CBS3U OOIIETO TOJB30BaHUS, a WMEHHO,
B COOTBETCTBUM C Iocra”HoBieHueM IIpaBurenscrBa Poccuiickoin ®denepanuu

ot 16 HOs0ps 2020 1. No 1847 «OO6 yTBepKIeHUH TEepEUHs] U3MEPEHUN, OTHOCSIIIUXCS
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K cpepe rocyIapCTBEHHOTO PEryJIMpOoBaHuUs 00eCIIeUeHUs SIUHCTBA U3MEPCHUINY

e cepruduKanusa 000PYIOBAHUS B COOTBETCTBUU C IOCTAHOBIICHHUEM
[IpaButensctBa Poccuiickoit ®enepanuu ot 04 despans 2022 1. Ne 113
«O0  yTBEpXKIEHMM TIEPEYHS CPEACTB  CBSI3U, MOJJISKAIIUX  00sS3aTeNbHON
cepTu(UKAITAN.

5.6.1.2. TpeboBanud k apxurekrype KomnoHeHTa.

ApXHUTEeKTypa  JOJDKHA  CTPOHUTBbCS ~ HAa  MPUHLIMIAX  MOAYJIBHOCTH
¥ MacIITabNpPyeMOCTH, Ha MIPOTPaMMHBIX U allapaTHBIX KOMIIOHEHTAaX.

TexHUYecKue pelIeHNs, NPHUMEHsIEMblE B paMKax okasaHus KommoHeHTa,
JNOJDKHBI ~ TIPEACTABIATH COOOM  HEpapXMYECKyld CHCTEMY C  BO3MOYHOCTBIO

TOPHU30HTAJIbHOT'O U BECPTUKAJIBHOI'O MaCIHTa6I/IpOBaHI/I}I.

LIEHTPAJIbHBIA
V3EJI

ATPETALIUA

;

OBBEKTBI KOHTPOJIA

Puc. 6. O6mas apxurektypa Kommnonenra

«MOHI/ITOpI/IHF 1 oOecrieueHre 0€30IaCHOCTH CBSI3H.

LleHTpanbHBIM Y3JI0M TEXHUYECKUX PEIICHUN, MPUMEHIEMbIX B paMKaxX OKa3aHUs
KomrioneHTa, IDOMKEH SABISATHCS OTKA30yCTOWYMBBIM KJIAacTE€p CEPBEPOB. YPOBHEM
arperaiuy JOJDKHBI SIBJISITbCA 30HABI YPOBHS arperaiuuv, pa3MeEllacMble B 30HE
OTBETCTBEHHOCTH  VcmosHuTens, OO0BEKTaMM  KOHTPOJIA  JOJDKHBI  SIBJISITHCS
okasbiBaeMble C30 B COOTBETCTBUM C 3asBKaMH YCIYTH CBSI3M C HMCIHOJb30BaHUEM
30H/I0B, pa3MeniaemMbIx Ha ykazaHHbix C30.

TexHuueckue peuieHusi, NpuUMeHsiemMble g OKa3aHusi KoMIOHEHTa, JOJIKHBI
MCIIOJIB30BaTh TOJIBKO IMPOTrpaMMHO-ANNapaTHbIE 30HABI I IOJYYEHUS HCXOIHBIX

JAHHBIX O PabOTOCIOCOOHOCTH CPEJICTB CBS3U M COOJIIOJICHUIO TPpeOyeMOoro KadecTBa
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MIPEIOCTABIICHUS YCIIYT CBSI3H. VICTIOMB30BaHME MHBIX CIIOCOOOB TOMYyUYCHUS] UCXOIHBIX
JAHHBIX O PabOTOCIOCOOHOCTH CPEACTB CBSI3U U COOJIOJICHUIO TpeOyeMOro KayecTBa
NPEI0CTAaBICHUS YCIYT CBSI3U HE TPEyCMaTpPUBACTCSI.

5.6.1.3. Yupasiaenne KoMIOHEHTOM.

Jnsa ykazanubix 3akazunkom C30, O6wektoB IIWMK Hcnomnutens momkeH
OCYILIECTBIIATh yIpPaBJICHUE WM3MECHEHHUSIMHU, KOTOpPhIE MOTYT BKJIIOYAaTh H3MECHEHUS
CIEAYIONIMX MapaMeTPOB OKa3aHUsI MOHUTOPUHIA U oOecTiedeHus: 0€30MacHOCTH CBSI3U:

—  TIepuoj ompoca 000pyA0BaHUS,

—  pacrucaHue MOHUTOPUHTA;

—  KOJIMYECTBO OILCHUBAEMBbIX MTapaMETPOB KaueCTBa yCIyIH;

—  mapaMeTpsbl JJIsl OLIEHKU KauyeCcTBa yCIyT;

—  00beM mapaMeTpoB OIIEHKHM KaueCTBa;

—  IP agpeca u nmoxacerw;

—  mpoduIv TOPTOB JIOCTYIIA;

—  TpPOIyCKHasg  CHOCOOHOCTh  Mepeaaud  Tpaduka  pa3HbIX  THUIIOB

0 TMpeocTaBIsieMbIM KaHanaMm cBsa3u Mexay C30, O6bekra [IUK;

— [P agpec qns 3amutel or DDoS atak;

—  nonkmouenne C30, O6bvekrta LUK x cetn McnomnuTens npu u3MeHEHUU

aJpeca UX MECTOPACIIOI0KEHUS;
—  TIPUOCTAHOBJICHME  WJIM  BO300OHOBJICHHWE  OKa3aHUS  MOHUTOPHUHTA
1 o0ecrieueHns1 0€30IIaCHOCTH CBSI3H,

—  Monutopunr u obOecnieyeHue Oe3omacHOCTH cBsizM s HOBbIX (30,
O6nekrta [IUK no cornacoBanuio Mexay 3aka3unukoM u McrnoaHureneM;

—  IIpeKpalleHHe MOHUTOPHHTA B 00ecIeueHnsI 0€30I1aCHOCTH CBSI3H,

— UWHble corylacoBaHHble lcmonmHuTeneM W 3aKa3yMKOM  MapameTpbl
MOHHUTOPHHTA U 00ecTieueHusT 0€30ITaCHOCTH CBSI3H.

5.6.1.4. TpeboBaHUA K JOIMOJHUTEIBHBIM (DVHKIIMOHAIY W CONPSIKEHUS

CO CM&KHBIMHM CUCTEMaMH U DJIIeMECHTAMMU.

1)  KoMmoHEHT [I0/KeH HMETh BO3MOXHOCTh pacCIIUpATh (QYHKIIHOHAI

MOCPEJICTBOM MOAKIIOYEHUS K HHPOPMALMOHHBIX pecypcaM U cucTeMaMm, 0e3
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CHUKEHHUS YPOBHS nH()OpMAITMOHHON 0e30macHOCTH, €MKOCTH
Y TIPOU3BOIUTEILHOCTH;

2)  Jansble (yHKIMOHAJIbHBICE BO3MOXKHOCTH KOMIIOHEHTa OJDKHBI OBITH
WCITOJIH30BAHBI JIJIT MOHUTOPHHTA TIAPaMETPOB KaueCcTBa MPEA0CTABISICMBIX YCIYT.

5.6.1.5. TpeboBanus K NPpOU3BOIUTENHLHOCTH KOMIIOHEHTA

1)  IIpoumsBomutenbHOCTh KOMITOHEHTa JMOIKHA OBITH JOCTATOYHOHM, IS
BBITIOJTHCHHSI BO3JIOKCHHBIX Ha Hee 3amad. B ciaydae HEOOXOIWMOCTH YBEITMYCHUS
POU3BOAUTEIHLHOCTH VICTIOTHUTEND OMHKEH MPEAYCMOTPETh TAKYI0 BO3MOKHOCTB;

2)  VYBenWueHHE NPOU3BOIAUTEILHOCTH KOMITOHEHTa MJODKHO JOCTHUTAThCS
CIEAYIOIIUMU CTIOCO0aMU:

— 3aMeHa WK MOJCPHU3AIMS allllapaTHOTO 00eCeYeHUs;

— 3aMeHa WM MOJICPHU3AIMS IPOTPAMMHOTO 00€CTICUCHHS;

— YBEJIMUECHHUE MPOIMYCKHOM CIOCOOHOCTH KaHAJIOB CBSA3M, MaruCTPabHBIX
U CETH JIOCTYyTIA.

5.6.1.6. TpeboBaHUA K HAUITMYUIO OTYETOB.

KomMnonenrt JIOJKEH o0ecrieunBaTh 10 KaXI0My C30,
B COOTBETCTBHMH C 3asBKaMH, (pOPMHUpPOBAHUE B JCKTPOHHOM BHJIC (32 MCKIFOYCHUEM
CIIy4aeB COJIEP)KaHHS B OTYETAX CBEACHHM, COCTABJISIONIUX TOCYAapCTBEHHYIO TalHY,
WIA CBEJICHUW OTrpaHMYCHHOTro gocTyna («Jlas ciy:)xeOHOro moJb30BaHUS»)) 10
3aMmpocy YHOJHOMOYCHHOTO TMPEACTaBUTENS 3aKa3dyMka U B aBTOMATHYECKOM PEKUME
MIPEOTPEICICHHON  (perjlaMeHTUPOBAHHON)  CTAaTHCTUYCCKOM W aHAJUTHYCCKOM
OTYETHOCTH O Ka4eCTBE YCIIYT CBS3H:

—  (QopMupoBaHHE TEPHOIUYCCKAX CTATHCTHUCCKMX W aAHAJTMTHYCCKUX
OTYETOB O KAadeCcTBE YCIYr CBSI3M 1O  TPEIOCTaBICHHBIM  3aKa34HMKOM
MpeAOIPEACICHHBIM (popMaM M WX aBTOMATH3WPOBAHHYIO PACCBUIKY CPEACTBAMHU
BJIEKTPOHHOM [1OYTHI
(32 HMCKIIOYCHHEM CJy4aeB COJCpXKAaHUS B OTYETaX CBEACHUH, COCTABJISIONIUX
rOCyJapCTBCHHYIO TaliHy, WJIM CBEACHUHN OorpaHWdYeHHOTO aoctyna («/lms coyxeOHOTO
MI0JIb30BAHKS» ) YITOJTHOMOYEHHBIM IPEJCTaBUTENSIM 3aKa3unKa;

—  ¢dopmupoBaHHE B O3JCKTPOHHOM BHIE (3a HCKIIOYCHHEM CIIy4acB
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COJCp’)KaHUs B OTYETaX CBEICHUI, COCTABJSIONIUX TOCYJApPCTBEHHYIO TailHy,
WIK CBEJACHWH orpaHudueHHOro jocrtyma («Jjig ciy’)keOHOTO — ITOJIb30BAHHSY))
OMEpPATUBHBIX OTYETOB 32 NPOU3BOJIbHBIN IMEPUOJ BPEMEHU O KauyeCTBE KOHKPETHOM
yciayru cBs3u st KoHKkpetHoro C30 mpu caMOCTOSITEILHOM OOpallleHuH 3aKa3uuKa
k Komnoneure;

5.6.2. dnemenTt «3ammTa ot DDoS aTak» (nanee — DaeMeHT).

5.6.2.1. Hasunauenue DiemeHTa.

DneMeHT MpeaHa3HaueH JJIs 0OeCIedYeHHUs 3allUuThl OT paclpeeiICHHBIX aTaK
THTIAa «OTKa3 B oOchmyxmBaHum». B cocraBe Dnementra «3amurta or DDOS arak»
Hcnonuutensb TOKEH OKa3bIBaTh TEJIEMATUUECKUE YCITYTH CBSI3HU.

5.6.2.2. TpeGoBauusg K DIEMEHTYV:

1) AJIEMEHT JOJDKEeH mpenocTtaBiathess aist Bcex IP cereit C30, OO0BekTOB
UK KoTOpble UCIOIB3YIOTCS OKOHEYHBIMU IOJb30BAaTEIBCKUMU YCTPOMCTBAMHU
[ToTpebuTenei;

2)  JOJDKEH IMPOBOJMTHCS aHAIM3-TpadrKa CICTYIONINX BUIOB:

— CTaTUYECKUW — Ha OCHOBAaHUU CpaBHEHUW (PAKTUYECKUX TMapaMeTpOB
Nurepuer-Tpaduka c COOTBETCTBYIOIINUMU 3HAYCHUSIMU WHJMBUAYAJLHO
YCTAaHOBJICHHBIX TPAHUYHBIX 3HAYCHU;

— TUHAMHYECKUA — BBISABJICHHUE OTKJIOHCHHUH pealbHOTO o0ObeMa BCEero
WNurepner-tpaduka mnons3zoBareneit (PPS um BPS) or craructuueckun OOBIYHBIX
3HAYCHUM;

3)  IOJDKEeH MPOBOAMTHCS aHamu3 VHTepHeT-Tpaduka C y4eTOM CICAYIOIIMX
npu3HakoB MHTepHeT-Tpaduka:

—  numanasoH IP-agpecoB ornpaButens/monydarens UutepHer-Tpaduka;

— nuaria3zoH aapecoB moptoB TCP/UDP ornpaButens/nonyyarens MHaTepHET-
Tpaduka;

— HauMMEHOBaHMUs M MapameTpbl nportokonoB I[P, DNS, TCP, UDP, ICMP,
AH, GRE, ESP (nanpumep, 3nauenust TCP-¢dnaros nns nporokona TCP/IP);

4)  nmOJKeH TPOBOAUTHCS aHanu3 MHTepHeT-Tpaduka 10  CIACIYHOIIUM

napamerpam:
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—  XapakrtepucTuku MHTEepHEeT-Tpaduka (pacnpeneieHue mo npoToKoiaam);

—  xomuuecTBo naketoB MuTepuer-Tpaduka B cekynay (PPS);

—  konmyecTBO OaiiT UnTepHeT-Tpaduka B cekynay (BPS).

5)  HeoOxoaumo omoBemarh IloTpeOuTenss O HAIMYUM HEXEIIATEITHbHOTO
WNurepHet-Tpaduka npu ero nospieHun u3 cetu [lorpedburens;

6) B Tteuenne 30 MuHYT 1mociae OOHApY)KEHHS aHOMAIHMH HEOOXOAMMO
HampasisaTe MuTepHer-Tpaduk IloTpedutens Ha mporpaMMHO-anmnapaTHbIA KOMIUIEKC
WcnionuuTtens, BBIMOMHSIOMUNA € TOMOIIBIO BEPOSTHOCTHBIX METOJOB OYHUCTKY
noctynaroniero Ha Hero MHTepHeT-Tpaduka B HeNsiX (UIbTpalMu HEXEIaTEIbHOTO
Nurepuer-tpaduka.

5.6.2.3. HcnonauTtens nomkeH obecneunBarh 3ammry or DoS/DDoS-arak

Ha 00opynoBaHnu VCIIOTHUATEIS.

1) 3ammura ot DoS/DDoS arak cpeacrBammu McmomHuTEeNns  AgoiDKHA
o0ecreuynBaThCsl OT CIEAYIONIUX TUIIOB aTaK:

— aTak Ha nepenoyiHeHue kaHanoB cBsa3u (Volumetric Attacks);

— aTaku Ha ceTeByro nH(PpacTpykTypy (State Exhaustion Attacks);

— aTaku ypoBHs npuiioxeHuit (Application Attacks).

2)  ®unbrpanus TpaduKa JODKHA OCYIIECTBIATBCS IO  CICAYIOLIUM
KPUTEPHUSIM:

— 10 reorpauueckoMy MpU3HAKY;

— M0 «4epHBIM» U «OenpiM» crinckam [P anpecos;

—  TIPOTOKOJIaM;

—  TopTtam;

— C TIOMOIIBIO PETYJSPHBIX BBIPAKEHUN OCHOBHBIX XapaKTEPUCTHUK
MIPOTOKOJIOB;

— C TIOMOIIBIO PETYJAPHBIX BBIPAXKEHUN PA3IMYHBIX XapaKTEPUCTHUK
MIPUJIOKEHUM;

— ¢ npuMmeHeHnueM challenge/response KOHTpMEp, M1l YIOCTOBEPEHHUS XOCTOB
HUCTOYHUKA;

— C OTCJIC)KHBAHUEM COGI[I/IHeHI/Iﬁ Ha HAIN4YUC MCOJICHHBIX aTak.
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3) Oo6opynoBanue HMcnomaurtens, obecneunBaromiee 3amuty ot DoS/DDoS,
JOJHKHO UMETh TEXHHUUECKYIO BO3MOKHOCTB!

— MOJIaBJIATh aTaKd JI0 YPOBHS MPHIIOKEHUS ceMuypoBHeBOMl mozaenu OSI
E€MKOCTBIO He MeHee 150 I'0uTt/cexk;

— MOJIaBJIATh aTaKU IO TPAHCIOPTHOTO YPOBHSI ceMuypoBHeBoM mMojenu OSI
1o 2 Tour/c;

— npu HEOOXOIUMOCTH U BO3MOKHOCTH B3aMMOJCHCTBOBATH C CUCTEMOM
3amuthl 0T DoS/DDoS Tlotpebutens B nensix oOpabOTKM aBTOMAaTHYECKUX 3alpOCOB
aKTUBAITUH JIOMOJIHUTEILHON OYUCTKA TpadrKa U MOAABICHUS aTak;

— B aBTOMATHYECKOM PEKHUME 3arpy’KaTh U IPUMEHSATH «OCIbIey U «ICPHBIC)
cnucku [P ampecoB cetu «UHTepHeT» s Touek mnojkitoueHust llorpebutens, B
KOTOPBIX OKa3bIBaeTcs yciyra 1o 3amute or DoS/DDoS.

4) Pemenne 3amuthl oT DoS/DDoS M0MWKHO MOAICPKUBATH BKIIOUCHHUE
pekruMa OYUCTKH TpaduKa NepeurncICHHBIMU HIKE CITIOCOOaMMU:

— B aBTOMAaTHYECKOM PEKUME IPH TMOJyUYECHUU CBEICHUN OT 000pyHOBaHUs
momaaku I[orpedurens, rae oka3piBaeTcs Y Ciyra CBs3H,

— B aBTOMAaTHUYECKOM pPEXKHUME NpH OOHApY>KEHUH OO0OpyAOBaAHUEM
Ucnonautens anomanuu B Tpaduke [loTpedurens;

— BpyuHylo, myTteM oOparmieHusi llorpebutenem B CiayKO0y TEeXHUYECKOU
MOAACP/KKN Y YaCTHHUKA,;

— BpyuHyto  Mcrnomnurenem  mpu  OOHapyX eHUH  OOOpYIOBAHHEM
Ucnonuurens anomanuu B Tpaduke [lotpedurens.

5.6.3. DuemeHT «MexkceTeBOe IKPAHMPOBAHHU ) (fasiee — DIEMEHT).

5.6.3.1. Hasnauenue DinemeHTa.

DJIeMEHT TpeaHa3HaueH s obOecrniedeHuss WHQPOpMAIIMOHHOW 0€30macHOCTH
npu jgoctyne B ceTh HMuTepHer, a Takke npu obmene Ttpaduxom mexay ECII]
n noakmrouaembiMu Kk ECII]  Kanamamu L2, m1g  1OpemaoTBpaIICHHS
HECaHKIIMOHUPOBAHHOTO J0CTyNa K BHyTpeHHNM cerMeHTaM ECIIJ] u mombITok B3moma.

DneMeHT mpenHa3HadyeH Jyuisi oOecnedeHus WH(POPMAIMOHHON 0€30MmacHOCTH

npu jaoctyne B ceTb MHTepHer, a Takxke npu oOmene Ttpaduxkom mexay ECII



/8

u Oo6vektamu MK, nans mnpenoTBpailleHUs: HECAHKIMOHUPOBAHHOTO JOCTYyMa
K BHyTpeHHUM cermeHnTaM ECII/] n monsITOK B310MA.

5.6.3.2. TpeGoBauusg K DJIEMEHTY:

1) DneMeHT DOoKEeH 00eCICUnBaTh.
— pasrpaHu4eHre HMHQPOPMALMOHHBIX MOTOKOB, CETEBOTO0 B3aWMOJCHCTBUS
MEXIYy CerMEHTaMu;
—  OJIOKHPOBKY 3aIpEIICHHBIX TUIIOB B3aNMOICHCTBUH;
— KYpHaJUpPOBaHHE WJIM TMOJACYET YHUCJIA TOMBITOK OCYIIECTBICHUS
3aIPEIICHHBIX B3aUMO/ICHCTBUM;
—  OJOKMpPOBKY OOpallleHUi K U3BECTHBIM CEPBEPAM 3JI0YMBIIIJIEHHUKOB;
—  nojaepxkKy (GYHKIHMHM BBISIBJICHHUS BPEIOHOCHOTO TpaduKa Ha OCHOBAaHUU
CUTHATYD;
—  BO3MOXHOCTHb CO3JJaHUSl OTKAa30yCTOMYMBOrO Kiactepa (TUIIOB active-
passive i active-active);

2) MexceTeBbie DKpaHBI JIOJIKHBI oOecrieuynBaTh 3aIIUATY
OT HECAaHKIMOHUPOBAHHOTO JOCTynma U3 ceTh VIHTepHeT WM BHEIIHEW CeTH
no otHomeHuto Kk ECII/I, a Tak»ke KOHTPOJb U PErYJIMPOBKY AOCTYyNa MOJIb30BATEIEH
BHYTpPEHHEHl ceTu K pecypcaM cetd VIHTepHET U BBIIECIEHHBIM CErMEHTaM
undpactpykrypsl [lorpedbutens. MexceTeBol 3KpaH JTOHKEH 00ecrieurBaTh KOHTPOJIh
BCETO MPOXOAIIETO TpaduKa U OBITh YCTOWYNBBIM K BO3JCHCTBUIO BHEIITHUX aTaK;

3) IIpu BeIOOpe MCD ompeneiaeHHOro Kjiacca 3alluThl JUIsl 00ecTeueHHUs
O6esomacHocT B MHGOPMAIMOHHBIX  CHUCTEMaxX  COOTBETCTBYIOLIETO  Kjacca
3aIUAIIEHHOCTH HEOOXOIUMO PYKOBOICTBOBATHCS HOPMATHBHBIMHU MTPABOBBIMH aKTaMU
®CTOK Poccuu;

4) BwiOOp  cepTUQUIMPOBAHHBIX  HAa  COOTBETCTBHEC  TpPEOOBaHUSIM
nmo OesomacHoctu wuHbopMmammu MCD, [0MKEH MPOU3BOJUTHCA C  Y4ETOM
COBMECTUMOCTH C WH(POPMAIIMOHHBIMU TEXHOJOTHUSMHU U TEXHUYECKUMH CPEJCTBAMU,
byHKIMI 6€30MaCHOCTH ATUX CPEICTB U OCOOCHHOCTEN WX peann3alliy, a TAaKkKe Kiacca
3aMUIIEHHOCTH HHPOPMAIIUOHHON CHCTEMBI;

5) Hns  oOecnieueHuss  HEOOXOAMMOTO  YPOBHSA  WH(OPMAIMOHHOM
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0€30macHOCTH HEOOXOIUMO TIPUMEHSITh B KAUe€CTBE KITFOYEBON HACTPOHKH MEXKCETEBOTO
AKpaHa MPUHIMUN «3aIpemieHo Bce». OTkpbeiBaTbesa HA MCD TOIKHBI TOJIBKO T€ YCIYTH,
XOCTbI, CETHU W MPOTOKOJIbI, KOTOpbI€ HYXKHBI HJisi oOecreyeHusi padoThl CUCTEM
[ToTpebutens. Bce Heucnonbp3yembie aapeca, CETH, MPOTOKONbI W yciayru Ha MCO
JIOJIKHBI OBITH 3aIPEIICHbL;

6) MCD JomkeH coaepkaTh CpEACTBa, OOCCIICYMBAIOIINE KOHTPOJIb
3a [IETIOCTHOCTBIO CBOEH MPOrpaMMHON U MH(GOPMALIMOHHON YacTu. MexXceTeBOi dKpaH
JOJDKEH TMpeAyCcMaTpuBaTh MPOLEAYPY BOCCTAHOBJIIEHUSI MOciIe COOEB U OTKAa30B
000py0BaHusl, KOTOpas JI0JKHA 00ecreunBaTh BOCCTAHOBIEHUE CBOMCTB MEXKCETEBOTO
sKpaHa. B MexceTeBoM 3KpaHe T0KHA 00€CIeUnBaThCsl BOZMOXHOCTD PErJIAMEHTHOTO
TECTUPOBAHUS;

7) B oxypHamax wm log-daiimax B 00S3aTENFHOM TOPSAKE JTOJDKHBI
PETHCTPUPOBATLCS BCE COOBITUSI O COCAUHEHUSX, YCTaHaBIUMBaeMbx uepe3 MCO
U XpaHuThcs Mcnonnutenem B TeueHue 12 mecAies,;

8) Ilpm BO3MOXHOCTM JIOJDKHA OBITH OOecredyeHa aBTOMAaTHYECKast
perucTpanus cIeayrmmux coObITui NHHOPMAIIMOHHON O€30ITaCHOCTH:

—  J1r0OBI€ MOMBITKU BX0/1a/BbIX0J1a CYOBEKTOB JIOCTYIIA B CUCTEMY/U3 CUCTEMBI;

—  WU3MEHEHUWE TMpaB M CUCTEMHBIX NPUBHWIETUNA  YYETHBIX  3alHCel
M0JIb30BaTEIICH;

—  u3MeHeHue HacTpoek MCD;

9) 3ammra Ha ocHoBe MCD [0DKHA PEaAlM30BBIBATH  CICAYIOLINE
BO3MOKHOCTH:

—  (pusbTpanus Ha OCHOBE CETEBBIX aJAPECOB OTIPABUTENIS MOTyUaTes;
—  JIOKaJbHasl CUTHAJIM3AIUS TIOTIFITOK HAPYIIIEHUS MPaBUil GUIIBTPALINH;

10) MCD noyokeH ObITh HCITOB30BaH IS :

— OTPAaHUYCHMS] WJIM 3alpelieHus JI0CTyla XOCTOB BHYTPEHHEW ceTu
K CEpBHCaM BHeIIHEN cetu MHTepHeT;

— OTpaHUYCHHMS JOCTYIAa BHEIIHUX IMOJIb30BaTENIel K BHYTPEHHUM pecypcam
KOPIOPATUBHOM CETH;

— NOJJIEPXKKK TpeoOpa3oBanusi ceTeBbiX aapecoB (NAT), yuto mo3BosisieT
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WCIIOJIb30BaHNE BO BHYTPEHHEN ceTu IpuBaTHbIX [P anpecos;

11) Inss  oOecrnieueHust WHPOPMAMOHHOW OE30MACHOCTH TpH  OOMEHe
uHpopManmeil mexay BHyTpeHHUMH moxacerssMu ECIIJl OomKHBI ycTaHaBIMBATHCA
MCD Ha cTbIKE Y3JIOB CETH, CO3/1aBasi MPU ITOM JIONOJHUTEIbHBIE TOYKH KOHTPOJIS
J0CTyMa, KOTOpbIE JOJKHBI 0OECIeYMBaTh OIPaHUYEHHE CIOCOOOB B3aMMOJIECHCTBUS
MEX]ly CETMEHTAMU CETH.

5.7. KomnoHeHT «Opranu3anus kanajua L2y.

5.7.1. Haznauenune KomMmrioneHnra.

KoMmoHeHT Yciyr cBsi3u JOJKEH 00€CleunBaTh OPraHU3alUIo0 KaHalla CBSI3U OT
C30, O6nexroB [IUK k Toukam npucoeauaeruss ECITJ] mo cetm MPLS McnomauTens.

5.7.2. TpeboBanusg k KoOMOOHEHTY:

1) OpraHu3oBaHHbIC KaHAIbl CBSI3M  JOJDKHBI  TPEACTABIATH  COOOI
BBIJIEJICHHYIO CETh, IOCTPOEHHYIO Ha 000pyAoBaHuu VcnonHuTens;

2) OpraHu3oBaHHbIC KaHAIbl  CBSI3M  JIOJDKHBI ~ OBITh  CO3J[AHBI  C
MCIIOJIb30BAaHNUEM TEXHOJIOTHI:

— BOIJIC;
— CIIyTHUKOBBIN KaHAJI CBSI3H,
— HHBIE TEXHOJIOTUH, 0OeCcTIeynBaroLIie HauOOoIbIIYI0 TApaHTUPOBAHHYIO
CKOPOCTB ITOAKIIIOYEHHUS.
[IpuopureTHO#l TEXHONOTUEN NOKIIIOUeHHs] 00BeKTOB sBisgeTcst BOJIC.
[TonkimtoueHne OOBEKTOB MO CHYTHUKOBOM TEXHOJOTHMM WM HHBIM
TexHogorusaM, orianuHblM oT BOJIC, moipkHO OBITH coriiacoBano HMcmosHurtenaem ¢
3aKa3uuKoM;

3) OpraHu3oBaHHBIC KaHAIbl CBS3M HAYMHAIOTCS HAa 00OpPYIOBaHUU
Ucnonnutensa B C30, O0wvekrax LHUK u 3akanuuBatorcs B Touke NpHCOECTUHEHUS
ECIL;

4)  OpraHu3oBaHHbIC KaHAJIbl MOTYT OBITh YACTHMYHO OPraHU30BaHBI Yepe3
CEeTH TPETBHUX OINEpPaTOPOB, IMPU ATOM TOUKU CONpPSIKEHUs cered Mcnomnurens u
TPETHUX ONEPATOPOB MOTYT HE coBMNajaTh ¢ Toukamu npucoeaunenus ECIT/;

5)  OpraHu3oBaHHbBIC KaHAJIBI CBSA3H MOTYT OBITh MIPEOCTABJICHBI B BUJIC:
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a. BBIJCICHHBIX KaHanoB g ogHoro C30, Oobwekra [IUK;

b. BYC obwegunstommx Heckonpko C30, Ob6wvektoB LIUK. B pamkax
takux BUC nomkHO OBITH HcKIOUueHo B3anMojelictBue C30, OOBEKTOB
UK, munys ECII/I;

6) OpranuzoBanHbie kaHaibl cBsizu (BUC) moryt ObITh peanv3oBaHbl Ha
BTOPOM HWJIUM TPETheM YpoBHE ceTeBoi mojenu OSI mnpu ycioBUU COONIOJEHUS BCEX
pouyux TpedboBaHuM HacTosmero T3;

7) OpranmzoBannble s jpoctyna k ECIIJ kaHambl He mpeaHa3HaYCHBI
JUIsl Iepeadu Buaeo-Tpaduka,

8)  HanekHOCTh OpPraHM30BAaHHBIX KaHAJOB CBS3M HE JIOJDKHA OBITH HHUXKE
noctynHoctH yeiyru ECIIJI B nenom, onpenenennoi T3;

9) OprannzoBanHele ¢ ucnoab3oBaHuem BOJIC  kaHanel  TOJKHBI
oOecrieunBaTh MPOXoxkaeHue makeToB pazmepom g0 1500 Gaiit Brmountensuo (MTU)
0e3 ux (parMeHTaIuu;

10) Opranu3oBaHHBIC KaHAJIBI JOJHKHBI IPEIOCTABIIAT, KAK MUHUMYM 3 Kjlacca
KadecTBa oOciyxuBaHusa Tpaduka. [lo cormacoBaHuio ¢ 3aka3zyuMKOM JOMYCKaeTCs
HCIIOJB30BaHME MOJENCH KadecTBa OOCITYXXKMBaHUA C OOJBIIMM WM MEHBIIUM
KOJIMYECTBOM KJIACCOB.

5.7.3. TpeboBaHUs K NPOITYCKHOU CITOCOOHOCTH.

Opranu3oBaHHbIE KaHaJIbl JOJDKHBI 0OOecnedyMBaTh CIEAYIOIIYI0 CKOpPOCTb

nepcaadu 1aHHbIX, B COOTBCTCTBHUH C 3asiBKaMH.

Hast C30:

CxopocTb nocrymna
s 00pa3oBaTeIbHBIX OpraHu3aIuin, He menee 100 M6ut/c
HaXOJISAIINXCS B TOPOJCKHUX MOCEICHUSIX
s 00pa3oBaTeIbHBIX OpraHu3aIuin, He menee 50 Mout/c
HaXOISAIINXCS B CEIbCKUX MMOCEIICHUSIX
Jlst 00pa3oBaTeIbHBIX OpraHu3aIum,
MOJKJIIOYaeMBbIX C HCIIOJIL30BAaHUEM HWHBIX JIMHUU He menee 1 Mout/c
CBA3M (B TOM 4YHCIE CHOYTHHKOBBIX) B Cllydae
HEBO3MO>KHOCTH Hcnojib3oBaHus BOJIC
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Jast OobexToB LHHUK:
CKopocCTh 10CTyMa K CETH
HNutepuer I'AC

«Bp100pBHDY
Hns  LlenTtpanbHOoi u30MpaTeIbHOM KOMHCCHUU - 40 T6/c
Poccuiickon denepanuu
Hns U36uparenpHblx  Komuccuii  cyowekroB | 100 Mout/c 40 Mowut/c
Poccuniickon Penepanuun
Jis TepputopranbHbIX u3buparenbHblx | 50 MoOut/c 10 Mowut/c
KOMHCCHH
Hnsa  ob6wektoB IIMK, pacmonoxkenHslx B| 512 x0Out/c 512 xbur/c
TPYIHOAOCTYIIHBIX ~ HACEJNIEHHBIX IMYHKTaX |
MOIKIIOYEHHBIX MO0 CITyTHUKOBBIM KaHaJlaM CBSI3U

5.8. Komnonent «Ilepenaua nanubix L2y.

5.8.1. Haznauenune KomMmrionenra.

KommoneHnT nomxeHn odecrieunBath nepegady gaHueix or C30, OobexToB HUK k
Toukam npucoenunenus: ECII/I.

5.8.2. TpeboBaHUs K NPOITYCKHOU CITOCOOHOCTH.

Opranu3oBaHHbBIC KaHAJbl JIOJDKHBI 00ECIEYMBATH CIEAYIONIYI0O CKOPOCTH

nepeaadn JaHHbIX, B COOTBETCTBHH C 3asBKaMu.

Has C30

CkopocTs noctyna
Jst o0pa3oBaTeIbHBIX OpraHu3aIlni, He menee 100 Mowut/c
HAXOJIAIIUXCS B TOPOJICKUX MOCEICHUSIX
Jst o0pa3oBaTeIbHBIX OpraHu3aIlni, He menee 50 M6ut/c
HAXOJIAIIUXCS B CEIBCKUX MOCEIECHUSIX
s 00pa3oBaTeIbHBIX OpraHu3aIuu, He menee 1 Mout/c
MOJKIIOYAEMBIX C HCMOJb30BAHUEM HWHBIX JIMHUM
CBA3M (B TOM YMHCIE€ CHOYTHHKOBBIX) B Cllydae
HEBO3MOXHOCTHU Hcnosib3oBanus BOJIC




83

Juas OobexToB [ITUK:
CkopocTh 10cTyna K CeTH
HNutepuer I'AC

«BBI60pEI»
Hnsa LlentpanpHoil n30MpaTeNnbHOM KOMHUCCUU - 40T'6/c
Poccuniickon Penepanuun
Hns  U36uparenpHbix  Komuccuit  cyowsektoB | 100 Mout/c 40 Mowut/c
Poccuiickon denepanuu
st TepputopuaabHBIX u3buparenbHbix | 50 Mout/c 10 Mourt/c
KOMHUCCUHU
Hna  ob6wektoB LUK, pacnonoxkennslx B | 512 x0ur/c 512 xbur/c
TPYIHOAOCTYIHBIX  HACEJNEHHBIX IYHKTaX W
MTOIKJTFOYCHHBIX TI0 CITYTHUKOBBIM KaHAJIaM CBSI3U

5.8.3. TpeboBaHUA K KAUECTBY OOCIIVKUBAHU.

B pamkax mozenu ¢ 3 kinaccaMu oOCITy:KMBaHUS IIPU nepenade Tpapuka Mexmy
C30 u y3moMm Mcnionnurens A0JKHA TOAACPKUBATH:
—  Kimacc 1 — Tpaduk npunoxkeHuii peasbHOro BpeMeHH (T0J0C, BHUJEO),
KPUTHYHBIA K TIOTEPSIM TTAKETOB, 3a/IepKKaM U KOJICOAHUSAM 3aJICPIKKH;
—  Kiacc 2 — tpaduk koprnopaTuBHBIX HHPOPMAIITMOHHBIX CUCTEM, KPUTHYHBIH
K 32/IEpKKaM U TTOTEPSIM;
— Knacc 3 — Ttpaduk, HeKpUTHUUHBIA K 3anepxkam (MIHTepHET, pa3iuyHbIe
CETEBBIE CITY>KOBbI).
Knaccudukanust Ttpaduka JODKHA OCYIIECTBISATBCS s Kaxkjgoro L2-makera
B OTJEILHOCTH, B COOTBETCTBHUU CO 3HAUYCHHWEM ero 3aronoBkoB 802.1p, kak ykazaHo

B CJIelytolIel Tabauie:

Tun Tpaduka 3Ha4YeHue 3arojJoBKa

Knacc 1 5(VO)

Knacc 2 3 (CA)

Knacc 3 Default (;1r00b1e 3HaUeHUs, OTIMYHBIE OT KJ1accoB 1 u 2)
ITpumeyanus:

— [Ipu nmepenade maHHBIX yepe3 KaHad CB3M 3aroioBok 802.1p He moimkeH
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WU3MEHSATHCS.

- [Ipu mnpesbimienuun Tpadpukom Kiacca 1 mnpomyckHo#l cmocoOHOCTH,
yCcTaHOBJIEHHOM Ha mopty s Kiacca 1, nommkeH Hpou3BOOUTBCS cOpPOC IAaKETOB
c kadectBoM Kimacca 3; mpu mnpesbimiennn Tpadukom Kracca 2, mpormyckHOU
CIIOCOOHOCTH, YCTAaHOBJIEHHOM Ha mopTy ais Kiacca 2, — cOpoc nmakeToB ¢ KaueCTBOM
Knacca 3; npu npessimiennn tpagukoM Kiacca 3 mpomyckHON crocOOHOCTH mopTa —
cOpOC aKeToB.

- [TapameTprl kauecTBa nepenaun L2-makeToB uepe3 KaHall CBSI3U JIOJKHBI

YAOBJIETBOPSATH CIAEAYIOUIUM TPEOOBAHUSIM:

l'apanmupoeannvie 3Ha4eHUs napamempos Kadecmea nepeoavu  OAHHbIX
no xavanam ceasu om C30, Obwvexmos I[UK k Toukam npucoeounenus ECIIJ],
opeanuzosannvim no BOJIC:

Tun [IpoueHT noTepsAHHBIX 3ajiepikka epean Bapuauus 3aaepxku,
L2-makeToB B OJIHY
Tpaduka L2-nakeroB, He Ooee He OoJiee
CTOpPOHY, He OoJiee
Kiacce 1 0,2% 15 mc 10 mc
Knacc 2 0,2% 20 mc HE HOPMHUPYETCS
Knacc 3 5% 25 Mc HE HOPMUPYETCS

Cpeonecmamucmuueckue yejesvie 3HAUeHUs: Napamempos Kaiecmea nepeoaiu
oannbix no kauanam ceasu om C30, Obvexmos L[UK « Touxam npucoeounenus ECII/],
OP2AHU308AHHBIM C UCNOIb30BAHUEM CHYMHUKOBLLX TUHUL CBA3U:

Tun [IpoueHT noTepsHHBIX 3ajiepikka nepean Bapuauus 3aaepxku,
L2-makeToB B OJIHY
Tpaduka L2-nakeroB, He Ooee He Oonee
CTOpPOHY, He OoJiee
Knacc 1 0,5% 500 mc 50 mc
Kiacc 2 1% 550 mc HE HOPMUPYETCS
Kiace 3 5% 600 mc HE HOPMHPYETCS
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Cpeonecmamucmuueckue yejesvle 3HAUEeHUs NApamempos Kaiecmea nepeoadu
oannwvix no kauanam ceazu om C30, Obvexmos IL[UK x Touxam npucoeounenus ECII/],
OP2AHU308AHHBIM NO HIHbIM MeXHO02UAM

aJiepKKa rnepeaadu
Tun [IponeHT moTepsHHBIX 3azep e Bapuanus 3anepxku,
L2-nakeToB B O/1HY
Tpaduka L2-makeroB, He Ooiee He Oonee
CTOpPOHY, He boJee
Kiacc 1 0,5% 100 mc 50 mc
Kiacc 2 1% 200 mc HE HOPMHUPYETCS
Kinacc 3 5% 300 mc HE HOPMHUPYETCS
6. IHopsimok B3aumoaeiicTeust CTOPOH B pAMKAX OKa3aHUSA Y CJIYT CBSI3H.

6.1. Oxazanue chyr cBs3u Mcnonmuurenem OCYHmCCTBIKICTCA HAa OCHOBAHHUHU

3asgBOK 3aka3zumrka 1o gpopme 3asBku ([Ipmroxenne Ne 1).

6.2. CocraB 3asBKH AOJDKCH BKJIIOYATh CIICAYIOIIYIO I/IH(I)OpMaI_II/II-OI

—  Howmep;

—  Cogepxanue;

—  CocTaB KOMIIOHEHTOB,;

—  IlapameTtpsl Ycuyr cBsi3u;

—  Cpok okazanus Ycayr CB3H;

—  Croumoctb cornacHo [lenam emunun Ycayru (Ilpunoxenue No 2
K TOCYJJapCTBEHHOMY KOHTPAKTY) U 00beMY Y CIIYT CBSI3U;

—  Anpecnsbiii nepeyens C30.

6.3. 3asBka ¢opmupyeTcs 3aka3dyuKOM B JJIGKTpOHHOW  ¢opme (3a
HUCKJIIOYEHHUEM  CIIy4aeB COJACp)KaHMS B  3adBKE CBEACHUM, COCTaBJISIOIINX
rOCY1apCTBEHHYIO TanHy,
WM CBEJICHUI OTrpaHU4YeHHOro foctyna («ljis ciykeOHOro Mob30BaHUM ), KOTOPHIC
dbopMupyroTcs Ha OyMa)XHOM HOCHTEJIE) M HampaBiisseTcs B aapec Mcmonnurtens. B
yactu Kommnonenra «IIpenoctaBieHue AocTyna» He MeHee ueM 3a 15 pabouux IHEH,

st KomnonenTta «Opranuzanus kanana L2y 3asBKU HanpaBisilOTCS B CPOK HE MEHEe
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yem 3a 30 pabGounx AHEW A0 JaThl Hayana OKa3aHUS YCIYyr CBSA3HM, YCTAaHOBJIEHHOM
3asBKOIA.

6.4. 3asBka M0JKHA OBITH MOJNMCAaHA YIOJHOMOYEHHBIM JIMIIOM 3aKa3zyuKa
B JJICKTPOHHOU (opme (3a MCKIIOYCHHEM CIIyuyaeB COJCpXaHHUS B 3asBKE CBEJCHUM,
COCTABJISIIOLIMX TOCYJApCTBEHHYIO TailHy, WJIM CBEICHUM OrpaHUYEHHOIO JIOCTYyMa
(«dns cmyxeOHOro  TOJIb30BaHUS»),  KOTOpPHIE  HAMPABIAIOTCS  COIIACHO
YCTQHOBIICHHOTO TIOpSIIKA IS TaKMX JIOKYMEHTOB) W HAalpaBlieHA B  ajpec
Ucnonaurens opuuuaaIbHbBIM TUCHMOM.

6.5. UHcnomautens B CpoK He MO3AHEE S5 pabounx THEH ¢ AaThl MOJyYeHUs
3asiBKU 0(UIIMATBHBIM MUCHMOM 3a MOJNKUCHI0 YIOJIHOMOUYEHHOIO JIUlla HHOOPMUPYET
3aka3zurKa O MPUHATUYU 3asiBKU B padOTy U Havalie €€ UCIIOJIHECHHUS.

6.6. HcmomHurtenp mo uToraM MpopabOTKU BO3MOXKHOCTH OKa3aHUS YCIYTH
no Kommonenty «Opranusanusa kaHaima L2» B COOTBETCTBUM C  3asiBKOM
B CpPOK He mo3aHee 15 pabouux JIHEW ¢ JaThl MOJydeHHs] 3asBKU BIIPABE HAINPABUTH
3aka3uvKy YBEIOMJIEHHME O HEBO3MOKHOCTH MOJKIIOYEHHS OOBEKTa C TpeOyeMbIMU
napamMeTpaMu W HEOOXOJIMMOCTHM BHECEHHsS W3MEHEHMM B 3asBKy B Ciyuae,
€CJIM OKa3aHWe NAaHHOW YCIyTrd CBSI3M BO3MOXKHO MO MHOW TEXHOJIOTMM, OTIMYHON
OT yKa3aHHOU B 3asiBKe.

6.7. 3aka3uuk uMeeT mpaBo a0 (popmupoBaHHsS 3asABKH HANpPaBUTh B aJ(pec
HcnonauTtens 3anmpoc Ha ONPEAETICHHE TEXHUYECKON BO3MOXXHOCTU W TEXHOJIOTUHU
MOAKIIOYEHUST 00bekToB. McmomuuTens o00sf3aH TPENOCTABUTH OTBET 3aKa3dUKy
Ha 3anpoc B TeueHrne 30 KajJeHIapHbIX THEH.

6.8. HcmomHuTens 00s3aH YBEIOMHTH 3aKa3uyMka O HEOOXOIUMOCTH BHECCHHUS
M3MEHEHHH B 3asiBKYy B CIEAYIONIUX CIyYasix:

— ecnu HaumeHoBaHus U (win) aapeca C30 u O6wektoB LUK, ykazanHbie
B aJIPECHOM TepeYHe K 3asIBKE HE COOTBETCTBYIOT (DaKTHUECKUM;

— ecmu C30 u (umm) OO6wexkt MUK mpekpatuinu/mpuoCTaHOBHIIA CBOIO
NESITENbHOCTD;

— npu mnepememenun C30 u (umm) OObexra [[MK Ha HOBBIA aapec

pasMCIICHHA OpraHru3aly B IIPEACIaX HACCIICHHOI'O ITYHKTA.
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6.9. Ilpu HeoOxomuMocTH BHeceHUsi H3MeHeHM B 3asBky McmomHurenb
HaIpaBsieT B aJpec 3aKa3uhKka COOTBETCTBYIOIIEE YBEIOMJIEHUE, MOANMCAHHOE
YIOJIHOMOYEHHBIX JINLIOM.

6.10. IIpu mepeesme C30 Ha HOBBIM aapec pa3MENICHUS, 8 npeodeiax 00HO20
HaceleHHo20 nyHKkma, okazanue VYcuyr cBs3u HMcnonnurtenem mno KomroHeHTam
«Ilepenaya nanubix» u «llepenaya nanueix L2» mo HOBOMY ajpecy OCYIIECTBIISIETCS
6e3 Kommonenta «Opranu3zanus kaHaia L2» Ha ocHOBaHMM MHUCEMEHHOTO OOpaIeHUS
3aka3zunka 1 3asBKH.

6.11. TIIpu mepeezne C30 Ha HOBBIA ajapec pa3MEIICHUS B UHOU HACENEeHHbll
nynkm oka3zanue Ycnyr cBa3u Mcnonnurenem no Komnonenram «llepegava naHHbIX» U
«Ilepenaua manubix L2» C30 mo HOBOMY ajpecy OCYILIECTBISIETCS Ha OCHOBaHHUH
MMCbMEHHOT0 0OpaieHus 3akazunka u 3asBku 6e3 Komnonenrta «Opranuzanus KkaHaia
L2» mpu ycnosum Hamumuusi BOJIC mo HoBomy anpecy pasmenienusi C30. Ilpu
orcyrctBun  BOJIC 1o HoBoMy anpecy pasmenieHuss C30, HWcnonnurenem
noaTBepxaaerca orcyrctBue BOJIC B muceMenHoit (opme B anpec 3aka3zuuka U
okazaHue Ycuyr ca3u o Kommnonenram «llepenada mannbix» n «llepemada maHHbIX
L2» ocymectBasiercs Ucnonnutenem ¢ Komnonenrom «Opranuzanus kaHana L2» Ha

OCHOBAaHHUHU 3aABKH.

1. IMopsaoKk KOHTPOJIS, IPUEMKH M U3MepPeHHs] KauecTBa
NpeaocTaBJIeHHUs Y CIyr CBS3H.
7.1. HcnonHuTenb NpeaoCTaBIsIeT 3aKa3uuKy:
7.1.1 Ha yrtBepxknenue, He no3gHee 30 padouux AHeH CO AHS MOANMUCAHMS
KonTpakra:
1)  TIlnan opranwmsanuu Touek mnpucoeaunenuss ECII mo d¢opme
B cooTBeTcTBUU C [Ipunoxenuem Ne 4 k TexHuueckomy 3aaHuIo;
2)  ®opmy oryera 00 HCIOJB30BAaHMHM OOOPYIOBAHHUS POCCHUCKOTO
MIPOUCXOXK]ICHHUS,
3) ®opmy otyeta o npucoeauHeHHbix NUC;

4) MeTtonuky npoBeAEHUS NPUEMO-CIATOUYHBIX UCTIBITAHUT;
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5) PernaMeHT TEXHMUECKON NOAIEPKKU IIPU OKA3aHUU Y CIIYTHU CBS3H,
6) ®opmy CBOAHOrO aKkTa O MPEPHIBAHUU B IMPEJOCTABICHHH Y CIYT
CBSI3M (COAEpXKalllero B TOM 4YHCIIE IEpPEUYeHb OOBEKTOB, UIUTEIBHOCTh NEPEPHIBOB

B IIPEJIOCTABJICHUH Y CIIYT CBSI3H);

7) ®opMmy otyeTa 0 PyHKIIMOHMPOBAHUU AneMeHTa «3ammra oT DDoS
aTaKy,

8) ®opmy oTyeta O (QYHKIMOHUPOBAHWUU »dJieMeHTa «MexceTeBoe
SKpaHUPOBAHHEY;

9) ®opmy otuera o pyHkunoHupoBanuio Kommonenta «MOHUTOPHHT

u oOecrieueHrue OE30MACHOCTH CBS3W» DJIEeMEHT «MOHHTOPHHT IMapaMeTpPOB KadecTBa
MIPEOCTABISAEMBIX YCIYT»;
10)  ®opmy oTuera no ucnosHeHUIO KoMIoHeHTa «3alnTa JaHHBIX).
7.1.2. Ha yrBepxaenue He no3aHee 30 KajJeHIApHBIX JTHEW C JaThl 3aKIIFOUCHUS

Kontpakra UncTpykiuto o padote [lonb3oBatens B JInunHoMm kaOuHETE.

7.2. B cpok 1o:

- 31 siuBaps 2024 roga BKJIOYMTENBLHO VcoOnNHWTENs HaMpaBisieT 3aKa3yuKy
JOKYMEHTBl B cooTBeTcTBUU ¢ 1. 7.11.1. T3 mo uroram oka3aHus B COOTBETCTBHH C
3asBkamu B pamkax Kontpakrta Ycmyr ceszu C30, O6bextam MUK ykazanHbiM B

3asBKax 3aKa3uyuKa;
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7.3. B cpok, ykazanneii B m. 7.2. T3, Mcnomautens mpemocTaBIsieT OTYET

00 HMCHOJIB30BaHUU TCICKOMMYHHMKAITMOHHOT'O 06ODVI[OBaHI/IH IIpH __ UCIIOJTHCHHHU

KOHTDaKTa JJI KoMIIOHEHTOB «ODI‘aHI/IBaHI/IH kaHana L2» wm «I[IpegocraBiacHUe

IOCTyHay, CTPAaHOU IPOUCXOXKIAEHUs KOoToporo sBisieTcss Poccuiickas denepanus mo
dbopme, pa3pabOTaHHON B COOTBETCTBUU C M. 7.1 U yTBEPKJIEHHON 3aKa3UYHUKOM.
7.4. B cpok, ykazanubii B n. 7.2. T3, VMcnomHurenb NpenocTaBisieT OTYET

o npucoequHénHbIX K ECIIJI MC 1 pernoHanbHbIX ceTed nepeaayn JaHHbIX CyOBEKTOB

Poccuiickoit @eneparuu, B cOoTBeTCTBUU ¢ 1. 2.32. 1. 2.33. T3.
7.5. B cpok, ykazanspiii B 1. 7.2. T3, VcmoaHUTENbp NMpEeaOCTaBiIseT KOIWU

cornamenni ¢ oneparopoMm CK3U, 3aBepennsix HWcnomnurenem, migs C30,

npucoeauneHHbIx K ECII] B cooTBeTcTBUM ¢ 1. 2.42.2 T3.
7.6. B cpok, ykazanusiii B 1. 7.2. T3, B pamkax Kommonenta « MOHUTOPUHT U
obecrieueHre OE30MaCHOCTH CBSA3U» VICTIOTHUTE b TIPEIOCTABIISET:

— Konuto CBI/IHGTGHBCTBa 00 YTBEPXKJACHUM TUNA CPEJACTB HM3MEPCHUM

WIN  PETUCTPALMOHHBLIM  HOMEP CpE/ICTBA  M3MEPEHUU B denepanbHOM

uHdopmarmoHHoM (oHIE MO 0OecrneueHnio eauHCTBa u3Mepenuil. [IpemocraBusercs
JUTSL KQXKJI0TO TUTIA CPEICTB U3MEPEHUH, JIJIs:

- CHCTEMBHI B LIEJIOM (TEXHUYECKOTO PEIICHHUS);

- amnmapaTHBIX CPEICTB KOHTPOJISI YPOBHS arperaii;

- anmapaTHbIX CpPeACTBA KOHTPOJs ypoBHs C30;

- pabodero sTajoHa — cepBepa TOUHOTO BPEMEHH.

—  Konwurw penctByromniero CBHIETENBCTBA O ITOBEPKE CPEACTB H3IMEPEHUI

(mpemocTaBsieTcs sl KaKJ0T0 CPEACTBa U3MEPEHUH ).

7.7  Jna C30, O6bextoB IIHUK, kOTOpHIM OKa3bIBalOTCS YCIyTH CBSI3H,
HaJM4Ke OCTyma K nHpopmarmoHHbsiM cuctemam u cetu Uurepuer Ha C30, O0BbekTax
UK omnpenenserca  3aka3unkoM mnocpenctBom  Kommnonenta  «MOHHUTOPUHT
u obecrieueHrne 0€30MacHOCTH CBsI3W». B cpok, ykazanueil B 1. 7.2. T3, Mcnonaurens

npeaoCTaBJLICT CKCMCCAYHBIC OTYCTEI 110 d)VHI(I_II/IOHI/IDOBaHI/IIO:

1) OnemenTa « MOHUTOPUHT TTAPAMETPOB KayeCTBA MPEIOCTABIISIEMBIX YCIIYT;

2) Daement «3ammuTa oT DDoS ataky;
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3) DaemeHT «MexceTeBOe IKPAaHUPOBAHUE) .
7.8. B cpok, ykazansaseii B 1. 7.2. T3, VcnomauTens NpeaocTaBisieT OTYET 1O

(I)YHKHI/IOHI/IPOBaHI/IIO Kommonenra «Samma JaHHBIX).

7.9. 3aka3unMK WMEET MPaBO MPOBOJIUTH BHIOOPOYHYIO MPOBEPKY OKA3BIBAEMBIX
VYeayr cBsasu. BwiObopounas mpoBepka mnpoBoautcs Ha (C30, Oo60bektax UK
B cooTBeTCcTBUU ¢ [Iporpammoit u metoaukoit ucnsitanuii (Ipunoxenue Ne 2).

7.10. Ilo uToram mpoBeIEHUS WCHOBITAHUNA B paMKax BBIOOPOUHON MPOBEPKHU

cocTaBisitoTcs  IIpoTOKON  TIIpOBEACHUS TECTUPOBAHUS YCJIYFI/I CBi3HU (,ZIaJICC —

[Tpotokon) (ITpunoxxenune Ne 6) ¢ ykazaHHeM pe3yJbTaTOB HCIBITAHUM MO KaXJIOMY
napameTrpy 3aka3zaHHbix KommoneHtoB. IlpoTokon 3aBepsiercst McmnosHurtenem,
YIOJIHOMOYEHHBIM MPEIACTABUTENIEM 3aKa3uMKa, OTBETCTBEHHBIM IIPEICTABUTEIEM
MunuctepctBa npocBenieHus Poccuiickoit @eneparuu (s C30), nmpeacTaBUTesieM
UK (nns o6bextoB [IMK), npencraBureneM opraHa rocydapCTBEHHOM BIIACTH
cyorekta Poccuiickoit ®Pepepanuu u (WIKM) MPEACTaBUTEIEM OpraHa MECTHOTO
CaMOYIIPABJIEHUSA, 10 COTJIACOBAHUIO - MPEICTABUTENIEM TEPPUTOPHAIBHOIO OpraHa
(denepaibHOTO OpraHa HCIOIHUTEIBHONW BIACTH, OCYIIECTBISIONMIET0 (YHKIMH TI0
KOHTPOJIIO B chepe CBSI3U.

7.11. Ha ocnoBanuu [IpoTokosia mpoBeaeHUsI TECTUPOBAHUS COCTABISETCS AKT

npoBepku  okazanusi  Ycayr  cBsasu  (IIpunokenue Ne 3),  moamuchiBaeMbIi

HcnomuuTeneM, yHNOTHOMOYEHHBIM TMPEICTABUTENIEM 3aKa3yhKa, OTBETCTBEHHBIM
npeacraButesnieM MuHucrepcTBa npocseiienus Poccuiickoit @enepaunu (s C30),
otBeTcTBeHHBIM npencraButeneM [IUK (mis o6wektoB [IUK), nmpeacraButenem opraHa
rocyaapcTBeHHOM Biactu cyobekTa Poccuiickoit denepanuu u (Win) OpecTaBUTENEM
OpraHa MECTHOTO CaMOYIIpaBJE€HMs, IO COIJIACOBAHMIO — MPEACTABUTEIEM
TEPPUTOPUAIBHOTO  OpraHa (eaepaJibHOr0 OpraHa MCHOJIHUTEIBHOM  BIACTH,
OCYIIIECTBIISIONIET0 (PYHKIIMH O KOHTPOJIIO B cpepe CBSI3H.

7.12. 3aka3yuK MPOW3BOIUT MPUEMKY OKAa3aHHBIX YCIYr CBSI3U B CIEIYIOMIEH

MOCJIEOBATEILHOCTH:
7.12.1. VicnomHuTe s NpeIOCTaBIsSET 3aKa3unKYy:

— AxTbl 00 okazanuu Ycayr cBs3u (mo ¢opme Ilpunoxkenuss Ne5 x T3),
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noAnucanubie VMcnonHuTeneM M yHNOJIHOMOYEHHBIM MpeacTaBuTenemM kaxaoro C30,
O6pexra UK. ITo muckMeHHOMY COTJIACOBaHHIO C 3aKa3unkoM AKTHI 00 OKa3aHUU
Yeayr cBssu (nmo ¢dopme Ilpunoxkenus NeS k T3) moryr ObITb NOANKMCAHBI
UcnonuurteneM W TPEeTbUM JIMIIOM, He sBAsStommMmcs pykoBoautesnem C30 wunu
pykoBoauteneM oObekta [[UK, a wumenHo: pykoBoautenaem (yHOJIHOMOUYEHHBIM
NpeCTaBUTENIeM) TOCYJIapCTBEHHOro opraHa cyoObekta Poccuiickoii ®enepanuu,
opraHa MECTHOTO CaMOYIIpaBJICHUS;

- CBOI[HBIC aKThl O IPEPHIBAHUY B IPEAOCTABICHUHU Y CIYT CBSI3H;

— Ortyersl mo ucnojgHeHno KommnoHeHTta «MOHUTOPUHI U 00ECIICUCHUE

0€30IMaCHOCTH CBSI3N) JIEMEHT «MOHHUTOPHUHT napaMeTpoB KadyecTBa

IpCaoCTaBICMBIX YCIIVI».

7.12.1.1. B cmyuae ecnu OrpaHMYMBAETCA JOCTYN K AKTaM 00 OKa3zaHUU Y CIyT
CBSI3M, OHU Hampasisitorcs Mcnonnurenem 3aka3uuKy B COOTBETCTBUH C TPEOOBAHUAMU
K JIOKyMEHTaM, COCTaBJIIIOIIMM TOCYJAapCTBEHHYIO TallHy, WM CBEACHUSIM

OorpaHUuYeHHOrO aoctyna («/Js ciy>keOHOro MOJIb30BAHUS ).

[Ipu nHampaBiaeHuu AkTa 00 OKa3aHUM YCIYT CBA3M B (POpME BJIEKTPOHHOIO
JOKYMEHTa B cillydae, eciu 3asiBKa coryacHo m. 6.4 T3 HampaBiieHa B COOTBETCTBUU C
TpeOOBaHUSIMU K JOKYMEHTaM, COCTaBJISIOIIMM TOCYJIapCTBEHHYIO TailHy, WU
CBEJIEHUsIM orpaHmdyeHHoro noctymna («ns cmyxeOHOro mosb3oBaHusi») B AKTe 00
okazannu Yciuyr cBsizu Anpec O6wekta, [llupora, [Jonrora, IlomHoe HammMeHOBaHUE
yupexnaeauss um  Touka npucoenuHeHuss Kk ECIIJ mopr Ne He yka3pIBarOTCH.
Nudopmarus o coorBerctBuu Anpeca OO0bekTa M0 KOTOPOMY (DaKTHYECKH OBbLIU
oka3anbl Yciyru cBsa3u Aapecy OObekTa, ykazaHHOMY B 3asiBKe, oTpakaercs B ['pade
No 5 Axrta 00 okazanuu Yciyr cBs3u. B ciaydae HecooTBeTcTBUS Anpeca OObekTa, Mo
KOTOpoMY (hakTH4YecKr ObUTH OKa3aHbl Y CIIyTH CBs3u, Anpecy OO0bekTa, yKka3aHHOMY B
3asBke, McnonHuTens B JOMOJHEHHE K AKTY 00 OKa3aHMM YCIYyr CBSI3U B CPOK HE
nmo3Hee 3 pabouux JHEH mocie nmoanucaHus AkTa 00 okazaHUM Y CIYT CBSI3U 0Os3aH
HaIpaBuTh 3aka3zuuky uHpopMaimio o pakrtuueckom Anpece OObekTa, IO KOTOPOMY
ObLTM OKa3aHbl YCIYyTH CBSA3M, OQPOPMIIEHHYIO B COOTBETCTBUU C TPEOOBaHUSIMU K

NOKYMCHTAaM, COCTaBJIAOIIIUM roCyaapCTBCHHYIO TaﬁHy, nIn CBCACHUIM



92

OTpaHUYCHHOTO NOCTyMA («/J[7151 CITy»>KeOHOTO TIOJIE30BAHUSY).

7.12.2. KoHTponb oKka3zaHus YCIyr CBS3M OCYILIECTBISAECTCS 3aKa3uMKOM

Ha ocHOBaHUU OTYeTOB (CIIyKObI TEXHUYECKOU IOIEPKKHA 3aKa3yhka U OTYETOB

Kommonenra ((MOHI/ITOPI/IHI‘ u obOecreyeHre O€30MMaCHOCTH CBS3H»  DJIEMEHT
«MOHHTOpI/IHF IapaMeTpoOB Ka4CCTBA NPCAOCTABIIAACMBIX YCIIYI)».

7.12.3. JIOKYMEHT O OHPpUEMKE IMOMAIIUCHIBAcTCH M cromHuTeneM 1 3aKa3uyuKkoM Ha

OCHOBAaHUM IMpenoCTaBleHHBIX McronHutenem AKTOB 00 OKa3aHUM YCIyr CBA3H,
otyetoB CmykObl TeXHWYECKOM TOMACpXKKU 3akazunka # CBOOHBIX AKTOB
O IIPEPBIBAHUAX B MPEJOCTABICHMH YCIyr cBsA3M KW OT4ETOB IO HCIOJIHEHUIO
Komnonenra «MOHUTOPHUHT U oOecriedeHHE OE€30MacHOCTH  CBSI3W»  DJIEMEHT
«MOHUTOPHHT TApaMETPOB KaueCTBa MPEJOCTABISIEMBIX YCIyT».

7.12.4. Omtara Ycayr cBsi3M OCYIIECTBIsieTCA 3a (DaKTHUECKH OKa3aHHBIC

VYcayru cBs3u B cooTBeTCTBUM € 3agBkaMu U Llenamu enuunn Ycenyru (Ilpunoxenne No
2 K TOCYIapCTBEHHOMY KOHTpakTy). Ilpum »Tom pacuer croumoctu (HaKTUYECKU
OKa3aHHBIX YCIYIrH CBs3M IO KOMHIOHeHTaMm «llepemada gaHHBIX» U YCIyru CBS3U
«Ilepenaua mannwix L2» (manee — Yemyru) ocymectBisercs: coryiacHo Llenam enuuui
Yeayru (Ilpunoxkenne Ne 2 kK TOCynapCTBEHHOMY KOHTPAKTY), MPeyCMaTPUBAIOIIUM
a0OHEHTCKYIO CHUCTEMY OIUIaThl U3 pacueTa 3a | kajneHaapHbld Mmecsu. B ciyuae, ecnu
Yenyru cBsizu (PakTUYECKH OKa3bIBAIMChH HE TOJIHBIA KaJeHAapHBIM MECsIl, CTOUMOCTD
VYenyr cBs3U NOJUIEKUT MepepacueTy No ciaeayrouieil popmyse:
C=T-((T/Om) x ), rae:

C — ctouMocTh YCIIyTH CBSA3U B PACCUUTHIBAEMOM MECSILIE;

T — lleHa equHULIBI Y CIIYTH CBA3H;

JIM — KOJIMYECTBO JHEW B MECSIE, 32 KOTOPBIM IPOU3BOAUTCS PACUET;

JIH — KOM4YECTBO AHEH, KOTAa Y CIIYT'H CBSI3U HE OKa3bIBAJIUCH.

B cnydae, ecnu kodDdULIMEHT TOCTYOHOCTH YCIYr CBS3U B OTHOLICHUH

koHkpeTHoro C30 winu 00wekta UK (Ka ¢30 3a kajgeHIapHbIH MeCsI] COCTaBHII MEHEe

0,98, Ycmyru cBsizu mnst takoro C30 wmm o6wekta [IUK 3a mannbiii KameHmgapHbIN

MECAL HE ITOAJICKAT OIlJIaTe.
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7.13. VcnonmHeHnue o00s3aTENBCTB IO OKA3aHUIO YCIYr CBS3U CUHATACTCA
HEHA/IJISKAIMM B CJIEIYIOIIUX CITydasx:

7.13.1. Ucnionmuurens noinked odecrieunBath KoddduimenT goctymHoct Y cayr

Kn o0mmii He menee 0,98 ot obiero konudecTsa npeaoctapisieMbix mo KoHTpakry, B
KaXJIbId KAJICHIAPHBIN MECHLI.

7.13.1.1. Kosdbdunuent gocrynHoctd Ycunyr Ka oommii menee 0,98 cumraercs

HEHAJUIeKAIMM OKa3aHueM Yciayr cBs3M U ¢ McrnoiaHuTens B COOTBETCTBUU C
ycnoBusamu Kontpakra B3umaetcs mrpad B pazmepe, npenxycmorperHom 1. 6.3 TK.

7.13.1.2. nsa pacyera xkoddduimeHTa 10CTYIHOCTH Yeayr c¢Bsasu Kia oommii

UCIIONIb3YyeTCs clieaytonas popmyra:

M
Ka obummii = (Z (Ka,))/M

rze:
Kn — ko3 punuent noctynHoctu Yciyru cBa3u 1no kaxaomy C30 uinn 00beKTy
WK 3a xaneHaapHbIi Mecsll, paCCUUTHIBAEMBIN IO popmyIie:

_ (24vacax /1) — B1 — B2
- 24x/)11 — B1

1 — KoMMYeCcTBO KaJICHAAPHBIX JHEH OKa3aHUs Y CIYT CBSA3U B MECSIIE;

M — KonnuecTBo 00bEKTOB, KOTOPHIM OKa3bIBAIOTCS Y CIYTU CBSI3U B PACUYETHOM
KaJeHJapHOM mecdlle B coorBeTcTBue ¢ ['K

B1 — o0miee akTuyeckoe BpeMsi TEXHOJIOTUUYECKHUX MEPEPHIBOB 3a KaJICHIaPHBIN
MeECSIl B Yacax, BbI3BAHHBIX:

- MPOBEJICHUEM TUTAHOBBIX MPOGUIAKTUIECKUX PAOOT.

HcnonHuTens  ONpOBOAUT  TEXHOJOTMYECKUE  TEPEPBIBBI B IOPSJIKE,
IIPEIYCMOTPEHHOM PernmaMeHToM TEXHUYECKOW NOAACPKKU IIPU OKa3aHUU Y CIayT
CBSI3U, pa3pabOTaHHBIM B COOTBETCTBUM C MyHKTOM 7.1 T3 u yTBepkICHHBIM
3aka3zunkoMm. CymMapHoe Bpemsi TexHosorudeckux nepepbiBoB B C30, O0wvekte [IUK

HE JOJDKHO NPEBBIIATH I JH000M Yciyru cBsi3u 6 (IIecTb) 4acoB B TEUYECHHE
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KaJICHIapHOTO MecsALa.

B2 — o6mee QakTuueckoe BpeMs MepepbiBa B MPEJOCTABICHUH Y CIYT CBS3U B
KaJIeHJapHOM MecsIle B pabouux yacax, KOTOpPO€ PaBHAETCS BPEMEHU HEJOCTYIMHOCTH
Ycnyr cBs3u 0e3 yuera:

- TEXHOJIOTHYECKHUX MEPEPHIBOB;

- pabor Ha oOopynoBanuu VcnonHuTENs, BBIMOJHAEMBIMU TIO 3aMpoOCy

3aKa3umKa;

- HeucnpaBHocTel obopynoBanus [lotpedurens;

-neiictBuii  [loTpeOuTteneil, BBI3BAHHBIX B TOM 4YHUCIE  OTKJIIOYEHUEM

aNIeKTponHuTanus 00opyaoBanus VcomHuTens.

[Topssmok OTKpBITUA W 3aKpbITHSl HMHLUUAEHTOB JUIsl IOJACYETa BPEMEHHU
HEJOCTYIMTHOCTH YCIyr CBSI3W ONpENENsIeTcs B COOTBETCTBMUM ¢ Permamentom
TEXHUUYECKOH MOJIEPKKU IIPU OKa3aHUU Y CIIYT CBSI3H, pa3pabOTaHHBIM B COOTBETCTBUU
¢ nyHkTtoM 7.1. T3 u yTBepkJIeHHBIM 3aka3uuKoM. B ciydae, eciau B TeueHUE OJHOTO
KaJICHJIapHOTO MECsAIa OTKPHITO MHIIUCHTOB B 30HE OTBETCTBEHHOCTH VcmomHHUTENS C
NPEBBILICHUEM BPEMEHM pEUICHHWs WHIUACHTOB B KoiuuecTBe 3 (Tpex) u Oojee
MPOIIEHTOB O0OIIero KoJWuecTBa NpenocTaBisieMbix 1o KouTpakty VYcmyr cBsi3y,
oOsi3arenbcTBa VICIONMHUTENS CUMTAIOTCS HEHAJUIeKalle HWCIOJHEHHBIMU U C
Hcnonuutens B cOOTBETCTBUU C ycnoBusMHU KoHTpakTa B3uMaercst mrpad B pa3mepe,
npexycmorpeHsHom 1. 6.3 ['K.

7.13.2. B cnyyae eJMHOBPEMEHHOTO (B TE€UEHWE OJHMUX KaJICHIAPHBIX CYTOK)
oTKaza 8 (BochMHU) U Oojiee MPOLIEHTOB YCIyr CBsI3U o00si3arenbcTBa McmonHutens
CUMTAIOTCA HEHAJUIekKaIlee HCIOIHEHHBIMU W ¢ VcrmomHuTenss B COOTBETCTBUU C
ycnoBusimu KoHTpakra B3umaercs mrpad B pasmepe, mpemycmorpeHHom m. 6.3 T'K.
IIpoueHT Ycayr CBs3U pacCUUTBHIBACTCSA KAK BEJIMYMHA OTHOLLIEHUS CTOMMOCTH Y CIyT
CBSI3M, OKa3bIBAEMBIX C OTKJIOHEHHWEM OT 3aJaHHBIX IapaMeTpoB YCIYr CBS3H, K
CTOMMOCTH YCHYyr CBS3HM, 3aKa3aHHBIX MO COCTOSHUIO Ha JaTy, B KOTOPYIO ObLI
3a(pUKCUPOBAH COOTBETCTBYIONINI OTKa3 Y CIIYT CBS3H.

7.13.3. B cinydae, ecnu B TeueHue ogHoro mecsma Oonee 20% ot oOrmiero

KoJuuecTBa mnpegoctaBisgemMbix 1mo Kontpakty VYceayr cssu umeror Kosadduument



noctynHocTy Menee 0,98, To Ycenyru cBsi3u 7151 00IIETro KOJIUYECTBa MPEA0CTABISIEMbIX
nmo Kontpakty VYcnyr cBs3M B JaHHOM KaJlGHIAPHOM MECSIE CUUTAIOTCS HE

OKa3aHHBIMH MW HC IIOJICKAT OILIATC, IIpU 3TOM B COOTBCTCTBHHU C YCIOBHUSIMU
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KoHntpakra B3umMaetcs mrpad B pazmepe, npeaycMoTpeHHoMm 1. 6.3 I'K.

Ok wnE

[IpunoxeHus:

3asiBKa Ha oka3aHue Y ciyr cBsa3u (Popma);

[Iporpamma u MeTOJIMKa UCIBITAHU;

AKT IpOBEpKH OKa3zaHus Y ciyr cBs3u (Popma)

[1nan opranuzanuu Touek npucoeaunenus (Gopma);

AKT 00 oKazaHMM YCIyr CBS3M 3a mepuoa ¢ « _ » 202 r.mo «__ »

202 r.(Dopma);

S

[IpoTokon npoBeaeHust TeCTUpOBaHus Y ciyr cBsizu (Popma);

Texnuueckue TpeOOBaHMS HA OKazaHUue YCIYr TEPPUTOPUATBLHBIM
M30UpATEIbHBIM KOMHUCCHUSIM U U30HUpATENbHBIM KOMHUCCUSM CYOBEKTOB
Poccuiickoit  denpepanmu s oOecriedeHHs  (QYHKIIMOHHUPOBAHUS
['AC «Bp160psD».

oT 3aKa3umKa: ot Ucnoqnureis:

3amecTuTenn MuHHCTpPA

uu¢poBOro pasBuTHUsA, CBSI3H U ¢ KOPIOPATUBHBIM U

MacCCOBBIX KOMMyHHKaHHﬁ

Poccuiickoit @enepauuu «Pocresexom»

[ 1.M.Kuwm / / B.B.Epmakos /

Crapumii Bune-Ilpe3uaent nmo padore

rocyjapcrseHHbIiM cermenTamu ITAO



